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Dissemination,
Misuse, & RMS

BCI Field Services
2025 TAC Conference



Presenter Notes
Presentation Notes
Presentation will breakdown what these three topics are and provide guidelines/rules for such things, ending with scenarios of misuse/dissemination.
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Dissemination




Utah Department of Public Safety i
Dissemination

Dissemination is the act of spreading or circulating
information. The act of dissemination with regards to UCJIS
information is associated with (i) a User disseminating
information to another User, and (ii) a User disseminating
iInformation to recipient agencies. Criminal justice personnel
must understand that all information acquired through UCJIS
Is protected. Discussing UCJIS information with non-criminal
justice personnel is against federal laws and Utah Code 53-
10-108.



Presenter Notes
Presentation Notes
The act of dissemination with regards to UCJIS information is associated with (i) a User disseminating information to another User, and (ii) a User disseminating information to recipient agencies- dissemination to recipient agencies is known as secondary dissemination.

We’ll discuss Utah Code 53-10-108 in greater detail when we get to the misuse portion of this training.



Verbal Electronic Printed

Radio, Scanner, Phone, In-person Email, Fax Printouts from UCJIS

M



Presenter Notes
Presentation Notes
There are three types of dissemination: verbal, electronic and printed-
Verbal dissemination: radio, scanner, telephone/cellphone, in person
Electronic dissemination: email or fax **make sure encryption is used
Printed dissemination: handing over a print out rapsheet to your admin for the purpose of criminal justice employment **make sure printouts are destroyed when no longer needed (cross-cut shred or burn are only 2 FBI approved destruction methods)

Sanitize or destroy digital and non-digital media prior to disposal, release out of agency control, or release for reuse using overwrite technology at least three times or degauss digital media prior to disposal or release for reuse by unauthorized individuals. Inoperable digital media will be destroyed (cut up, shredded, etc.). Physical media will be securely disposed of 184 12/27/2024 CJISSECPOL v6.0 when no longer needed for investigative or security purposes, whichever is later. Physical media will be destroyed by crosscut shredding or incineration
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Dlssemlnatlon Rules

The Basics

e \Who can | disseminate UCJIS information to?
o Authorized personnel who have a legitimate need to know

e \Who can | NOT disseminate UCJIS information to?
o City Mayor
o City Council Member
o Legislators
o Civilians

e Consider the following questions before disseminating:
o Do they have authorization?
o Why do they need this information?
o What is my agency’s policy/procedure?



Presenter Notes
Presentation Notes
Who can I NOT disseminate UCJIS information to? Basically any person or agency that doesn’t have proper UCJIS access and authorization to receive the information (ie fire department or EMT needs to be set up before receiving access)

Authorized personnel: make sure you’re not running something for another agency or user that doesn’t have that access
When considering these questions- does this person need it for an authorized purpose (criminal justice investigation or criminal justice employment)? is there anything in your agency policy that goes against/prohibits disseminating? 
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Dlssemmatlon Rules

User Disseminating Information to Another User

e Can disseminate between Users and Non-Access Users within
your agency if-
o The person is authorized to receive such information; and
o It's for criminal justice purposes

e Not necessary to keep a separate log of this transaction
o UCJIS maintains the dissemination log of transactions for you



Presenter Notes
Presentation Notes
Authorized purpose = for criminal justice reasons
Emphasis on authorized agencies/recipients
The person may not be authorized to receive such information- even if they’re in your own agency. Example: At BCI, we are not sharing who applies for permits or famous people that show up on legitimate work (don’t share around the office). 
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Dlssemlnatlon Rules

Secondary Dissemination

e Can disseminate to another criminal justice agency if-
o The agency is an authorized recipient of such information; and
o It's for criminal justice purposes



Presenter Notes
Presentation Notes
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Dlssemlnatlon Rules

Secondary Dissemination

e \When partaking in secondary dissemination-
o A secondary dissemination log must be kept; and
o The agency providing CJIS data must train the recipient agency
on dissemination, privacy, and security of CJIS data



Presenter Notes
Presentation Notes




Secondary Dissemination Logs

Used whenever sharing information between authorized agencies. Must
track the who, what, when, and why.


Presenter Notes
Presentation Notes
Must track the date of dissemination, what was released, the name of the recipient agency, the name of the requestor (person receiving this info at the recipient agency), and the case name/number related to the release (intended purpose).




Secondary Dissemination Logs

Person CJIS was Number associated
Date of dissemination What was released Recipient Agency released to with request
2M1/2025  Cnminal History: Bear, Yogit  NYPD Joseph Test 202512345
91712025 l1l: Mouse, Mickey Metro PD Joseph Test 202554321
714/2025 Dnver's License: Possible, Kim  Zootopia PD Whitney Wilson 202579657
F130/2025 Cnminal History: Duck, Donald BCI Dylan Cane 202535978



Presenter Notes
Presentation Notes
Must track the date of dissemination, what was released, the name of the recipient agency, the name of the requestor (person receiving this info at the recipient agency), and the case name/number related to the release (intended purpose).
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Dissemination Rules

Juvenlile Records

e Juvenile records cannot be disseminated
o Not allowed to print out a hard copy of a juvenile’s rap
sheet/record summary or cut and paste anything per the
Juvenile Courts
m You may, however, allude to or summarize this information

e Juvenile records cannot be accessed for ROA purposes

e Juveniles wanting a copy of their record need to be sent to the
Courts
o Same goes for any individuals that come in and request a Court
record or disposition information



Presenter Notes
Presentation Notes
Juvenile records work a bit differently compared to other CJI you’re allowed to disseminate. Per the Juvenile Courts, local agencies may NOT generate a hard copy of a juvenile’s rap sheet or record summary. This means if the juvenile history came from the courts, there is a prohibition on printing them. What juvenile information is obtained through UCJIS comes directly from the court and is subject to their rules. You cannot cut and paste anything from the juvenile record either. If this information is needed for the purpose of a PSI- you can include info from the juvenile record BUT it has to be a translation, interpretation, rephrasing, or whatever it takes to make sure it’s not a direct copy or looks like a copy of the court record that has been printed.

Example: BCI Brady section handles denials where they hand type a summary of charges that were found on the juvenile’s rap sheet so it isn’t a copy/paste or printout.

Same goes for any individuals such as applicants (excluding juveniles) that come in and request court records or disposition information- send them to the source.
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Misuse
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Misuse

Misuse is to use something in the wrong way or for the
wrong purpose. Misuse of the UCJIS system applies
(whether you are set up as a User, Non-Access User, or
Non-User). Misuse can also happen if you are not set up in
UCJIS at all. Possible repercussions of misuse include
criminal/civil charges, termination of employment, loss of
UCJIS access, loss of POST certification, etc.



Presenter Notes
Presentation Notes
misuse definition


UCA 53-10-108

It is a Class B Misdemeanor for a person to knowingly or intentionally
access, use, disclose, or disseminate a record created, maintained, or
to which access is granted by the division or any information contained
In a record created, maintained, or to which access is granted by the
division for a purpose prohibited or not permitted by statute, rule,

regulation, or policy of a governmental entity.


Presenter Notes
Presentation Notes
Misuse Policy includes dissemination.

This goes for any and all misuse, not just dissemination.
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Misuse Rules

e UCJIS can only be accessed for criminal justice related purposes
o No curiosity checks or personal inquiries
m l.e., running partner to see if they have a warrant

e No matter which device is used, dissemination, privacy, and
security laws governing misuse of UCJIS information still apply

e Do not use the license plate number of friends, neighbors, co-
workers, etc., for training/testing purposes, including on UCJIS
Test



Presenter Notes
Presentation Notes
Do not use numeric identifiers of people you know (ie license plate, SSN, etc) for training/testing purposes, including on UCJIS test. There’s a potential to come across an actual record while querying through UCJIS test if real identifiers are used so please make sure to use all fake information. For example, 123456789 as the SSN. In Field Services, we like to use story characters like Yogi Bear or Kim Possible, when making entries in the test environment. 
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Misuse Rules

Continued

e Familiarize yourself with your agency’s misuse policy
o Includes UCA 53-10-108 and potential repercussions

e Misuse Statute is included on User/Non-User agreements-

Misuse of UCJIS information: Violation of dissemination, privacy, or security regulations may result in
civil and/or criminal prosecution of the person(s) mmvolved and loss of state computer access for the user and
his’her agency. BCI maintains an automated dissemination log of all UCJIS file transactions to help ensure this

_ information 1s being accessed for authonized purposes. Any unauthonzed request or receipt of this information
User/Non-User Secu Flty AQ reement could be considered misuse. Utah Code Annotated 53-10-108(12) (a) states:

(12) {a) It is a class B misdemeanor for a person to knowingly or intentionally access, use, disclose, or
disseminate a record created, maintained, or to which access is granted by BCI or any information contained
in a record created, maintained, or to which access is granted by BCI for a purpose prohibited or not permitted
by statute, rule, regulation, or policy of a governmental entity.

UCJIS USER AND NON-ACCESS USER AGREEMENT

| certify that by signing this document that 1 have been trained and/or proficiency tested according to the procedure
set by my agency, BCI, and CJIS. 1 accept that I will be held accountable for any information accessed under my

_ user ID. 1 understand per Utah Code Annotated 53-10-108 (12)(a). it 1s a class B misdemeanor for a person to
TeStmg Ag reement knowingly or intentionally access, use, disclose, or disseminate a record created, maintained, or to which access 1s

granted by BCI or any information contained 1n a record created, maintained, or to which access 1s granted by BCI
for a purpose prohibited or not permutted by statute, rule, regulation, or policy of a governmental entity.

User/Non-Access User Training &


Presenter Notes
Presentation Notes
Security Agreement- notes that violation of misuse statute can result in civil/criminal prosecution and loss of access.
Training Agreement- notes that you’ll be held accountable for misuse


LOGS Transaction

Each time a User requests/enters information into UCJIS, UCJIS
‘disseminates’ information to the User. A log of the transaction is
created by the system for security and liability purposes. This log
records the date and time, user ID of person making the request, file
accessed, and the search criteria.



LOGS Transaction

UCJIS Home | LOGSL |

Query |

Click here to see more information on how to use this transaction.

Message Parameters

Query Parameters

ORI: |

Transaction: | ENTER TRANSACTION CODE

View Messages By: * ‘ USER V‘

Sort By:* | DATE DESC v|
Time Frame

s - TODAY v

Start Date Time: | 07/30/2025 | 0 v| | 0 v|

End Date Time: | 07/31/2025 | 0 v| | 0 v|
Query Parameters

v




LOGS Transaction

Received
Time

04/25/2024
16:37

04/25/2024
16:37

04/25/2024
16:28

04/25/2024
16:28

04/25/2024
15:21

04/25/2024
14:29

04/25/2024
14:28

04/25/2024
14:28

04/25/2024
14:28

04/25/2024
14:27

Agency
BCIFS

BCIFS

BCIFS

BCIFS

BCIFS

BCIFS

BCIFS

BCIFS

BCIFS

BCIFS

UserlD

OVAISIMA

OVAISIMA

ADOUGLAS

ADOUGLAS

OVAISIMA

JHARR

JHARR

JHARR

JHARR

JHARR

Transaction ORI

CHQ

CHQ

Qv

Qw

CHQ

Qsw

asw

Qsw

Qsw

Qsw

LITI—

UTe = -

UTh e

UT™ o

UTe =y

UTH-

UTo——

UTi-

U

UT -

Audit Log Results
Created by alarson on 04/26/2024 09:06:43

Search Fields

SID=701580,PURPOSE_CODE=C,REQUESTER=0VAISIMAAUDIT_REASON=TEST YOGI BEAR

SID=321323,PURPOSE_CODE=C,;REQUESTER=0OVAISIMAAUDIT_REASON=TEST YOGI BEAR

NIC=we - -

S10=701580,PURPOSE_CODE=C,REQUESTER=0VAISIMAAUDIT_REASON=TEST YOGI BEAR

COURT_ID= =, CASE_NUMBER= " =

COURT_ID=w "= CASE_NUMBER= =

COURT_ID=- #;CASE_NUMBER=" = =

COURT_ID=-+" &:.CASE_NUMBER=" =%

COURT_ID= = =,CASE_NUMBER= =
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Misuse Rules |
[ OGS Transaction

e All transactions in UCJIS are logged
o BCI and the FBI can see the who, what, when, and why behind

searches

e TAC/Alt TACs must be checking their LOGS regularly to ensure
misuse is detected in a timely manner
o Can view all transactions ran by Users within the past 21 days

e \We've seen an increase in misuse/dissemination cases not being
found right away because LOGS aren’t being checked regularly
o Make sure you check your LOGS at least once a week
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How is Misuse Found?

e TAC's weekly review of the LOGS transaction
e BCI audits

e FBIl audits

e Self-reporting
o Anyone who becomes aware of misuse must inform their

agency, the Commissioner, and the BCI Director per UCA 53-
10-108(12)(b)
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Misuse Cases & Outcomes

e Officer accessed Nlets information to set up a traffic stop for his
flancée’'s ex-husband, resulting in the man’s car being towed and
Impounded.

o Charged with six misdemeanors

e Officer ran their teenager’s information to see if they had a traffic ticket.
o Disciplined by department

e UCJIS User also worked a part time job unrelated to the criminal
justice field. They were helping a customer that only had a digital ID
and ran them to verify the ID was valid, but this wasn’t for criminal
justice nor a case with the agency.

o Disciplined by department
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RMS




Utah Department of Public Safety

RMS

RMS stands for a Record Management System. This is a
secure database which stores UCJIS information and is
usually used by Law Enforcement Agencies for dispatch and
record storage purposes. For example, your agency may use
an RMS such as Spillman or Fatpot to store agency case
files. Because the RMS stores UCJIS information, it is
required to meet CJIS standards and policies.



Presenter Notes
Presentation Notes
**Assuming your RMS stores protected information (CJI), it needs to meet CJIS standards and policies.
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RMS Rules

e Anyone with direct RMS access must be set up properly under that
agency’s ORI
o Must be at least a Non-Access User
o Can’t be a Non-User
m Unless there's blockers in place to prevent Non-Users from
coming across CJl within RMS

e \Who doesn’t qualify for RMS access?
o Any person or agency that doesn’t have proper UCJIS access
and authorization to receive the information
m City Officials
m Fire Departments
m Volunteers



Presenter Notes
Presentation Notes
Anyone who may come across UCJIS information without an escort needs to be trained and recorded as at least a Non-Access User. A violation of UCA 53-10-108 applies to any person, not just a UCJIS user. Individuals who may have access to CJI (CHRI) need to have level two security awareness training according to CJIS policy. Also any system that stores CJI (CHRI) needs to comply with CJIS policy for auditing: If an agency has individuals who can view their RMS, they need to have those individuals set up properly and they need to have proper controls in place on their RMS so that anyone who should not be viewing CJIS information is unable to do so. **Must be on that agency’s ORI because of the sensitive information stored within the system.

Access to CJI should be as limited as you can get. DV advocates, volunteers, and others within your agency who may not need this information shouldn’t be allowed to access UCJIS or the RMS where they can view it.
Arson investigators- if your agency has arson investigators, they’d still need to be set up properly and eligible to receive UCJIS data. 
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RMS Rules

Continued

e All information acquired through UCJIS is protected
o Whether you access it through an RMS or UCJIS directly- same
rules apply

e Accessing RMS for personal reasons is considered misuse

o Reviewing reports not part of your caseload for someone you
KNOW
o Pulling up Court and PD files to stalk someone

e If you share a county-wide RMS system, access needs to be
restricted



Presenter Notes
Presentation Notes
No matter which device or system (like an RMS) is used, dissemination, privacy, and security laws governing misuse of UCJIS information still all apply
Access to CJI should be as limited as you can get. DV advocates, volunteers, and others within your agency who may not need this information shouldn’t be allowed to access UCJIS or the RMS where they can view it.
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RMS Rules

Continued

e \What can be stored in the RMS?
o Case files
m Screenshots of NCIC entries
m Broadcast messages
m Driver's License photos

e \What cannot be stored in the RMS?
o Juvenile records
o Driver’'s License photos for future photo lineups
m Contact SIAC to have those retrieved for you



Presenter Notes
Presentation Notes
Protected information can be saved within the RMS as long as the access is limited to those who require access. This includes things like case files. Within your case files stored on the RMS, you can have screenshots of NCIC entries, broadcast messages (ie YQ/YR hit confirmation on a stolen vehicle), and driver’s license photos if it was/is part of the investigation. 

Historically driver license photos have never been allowed to be used in a photo lineup. IF an agency is saving previous used photos they are maintaining a record which does not belong to them. The photo on a driver license is maintained and belongs to the Driver License Division. SIAC can pull those photos for you for a lineup.
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Knowledge Check




All information acquired through UCJIS is protected




What UCJIS type should an RMS User be?




Dissemination can be verbal, electronic, or printed




UCJIS can be used for curiosity checks




What is the Misuse Statute?
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Scenarios




Scenario #1

A local Animal Control agency has access
to Utah Driver's License and DMV
information, but nothing else. They ask
Zootopia PD to run a potential wanted
person Iin NCIC and provide that
information to them. Should Zootopia PD
fulfill this request?

No. Just because Zootopia PD has
access to NCIC, it doesn't mean
they can run something on there and
provide it to another agency. The
local Animal Control agency is not
authorized to access or receive
NCIC information, therefore, fulfilling
this request would be considered
unauthorized dissemination and
misuse.



Presenter Notes
Presentation Notes
Reason: Local animal control may have access to DL and CH but not NCIC- you cant run NCIC (or any file they don’t have access to) and provide that information to them.

Solution: Local animal control would need to reach out to BCI to request to be set up with such access (but keep in mind that we limit access to animal control ORIs and they most likely won’t qualify for access to NCIC/III).


Scenario #2

Trooper Tom has a potential suspect
pulled over on the side of the road and
calls up dispatch to run a background
check on him. Dispatch runs the
information and finds the suspect has
several outstanding warrants. Can
dispatch share this with Trooper Tom?
Does a secondary dissemination log need
to be kept to track this?

Yes. This is fine as long as Trooper
Tom has a valid reason to know
that information. A dissemination
log Is not required to be kept in this
case because dispatch is acting on
behalf of the agency.



Presenter Notes
Presentation Notes
Reason: As long as dispatch is running this under the correct ORI and the officer has a legitimate need to know (which in this case is for a valid reason, a traffic stop), it’s okay. Secondary dissemination log not required because dispatch is acting on behalf of the agency. Their Hit Confirmation Agreement covers all bases.


Scenario #3

Kim Possible works for a Criminal Justice
Agency (CJA) but doesn’t have access to
lll. She knows her coworker, Rufus, is set
up under the CJA with access to the file
and wants him to run a Ill record and
provide that information back to her. Can
Rufus fulfill Kim’'s request?

No. If someone works for the same
CJA as you, but doesnt have
access (to Il for example), you
can't run that information and
provide it to them. This would be
unauthorized dissemination.



Presenter Notes
Presentation Notes
Reason: If someone works for a CJA but doesn’t have access, you can’t run something and provide that information to them. Even if they work for the same agency as you- not everyone has the same function. For example, you’re an investigator at a local PD where they have you set up as a User of the system with access to federal files such as NCIC for your job role. The PD also employs a victim advocate, but due to the nature of their role, they have limited/no system access so you wouldn’t be able to provide them with information they don’t have authorization to receive/access (from an NCIC file for instance). So, if their job title and function doesn’t necessitate the access, don’t run anything for them or disseminate that information to them.

Solution: Kim Possible would need to request to be set up with such access from her agency TAC.


Scenario #4

An officer took a screenshot from their
RMS system, which was reflecting UCJIS
information, and then posted it on social
media as a public service announcement.
Is this okay?

No. Although the individual may
have had good intentions, the
public is not allowed to receive
such information from UCJIS. This
would be considered unauthorized
dissemination and, therefore,
misuse.



Presenter Notes
Presentation Notes
Reason: Dissemination of UCJIS information, even from an RMS, is unauthorized and therefore considered misuse. The public is not allowed to receive such information.

Solution: Agency should decide if a PSA needs to be made, but keep in mind that PSA still should not include any information directly from UCJIS including screenshots, copy/paste, etc.


Scenario #5

A Fire Department requests their local
PD run background checks on some of
their new employees and provide them
with the results. Can the local PD fulfill
this request despite the Fire Department
not being set up as a CJA?

Not unless it is done through an
ROA. Otherwise, the dissemination
wouldn’t be authorized because
the Fire Department is not properly
set up and authorized to receive
such information.



Presenter Notes
Presentation Notes
Reason: The Fire Department is not set up as a CJA with BCI and therefore aren’t authorized to receive such information. 

Solution: This can only be done if the PD is set up as an ROA agency and offers the service to such personnel; in such cases, the Fire Department will send their current/prospective employees to the PD and have them fill out an ROA application and waiver to release the results of the background check to their Fire Department. Keep in mind that ROA searches access limited information- refer to Responsibilities of Right of Access Agencies presentation. The Fire Department can also check for warrants on the DPS public website if they can’t find an ROA agency that will provide this service for them. Otherwise, the FD would need to request such access through BCI and be set up as an authorized agency with an ORI.


Scenario #6

A Medical Examiner's Office is
conducting a death Investigation and
requests the full investigation file on the
deceased individual from Law
Enforcement. Can the LEA provide this
information to them?

Yes, the LEA can provide this to
them with a few restrictions. The
iInvestigative file may be shared
for their death investigation,
excluding criminal history. The
LEA must redact the criminal
history prior to sharing the
investigation file with the Medical
Examiner’s Office.

[UCA 63G-2-206]


Presenter Notes
Presentation Notes
Reason: LE may share their investigation file excluding CH to the ME if they are doing the death investigation for a party to that investigation. They must redact the CH, the ME doesn’t need that information anyway and as long as that's redacted, this would be considered authorized dissemination. The investigative file may be shared for their death investigation under 63G-2-206. 

Can be done one of two ways- (i) The Medical Examiner is authorized, or (ii) through a GRAMA request where certain info like criminal history is redacted.


Scenario #7

While entering the arrest information from
incoming citations, you notice a citation
came Iin for your coworker's daughter.
Can you tell your coworker about this?

No, dissemination of this
information, even within the
department, is not authorized In
this situation and would be
considered misuse. There needs
to be a valild criminal justice
purpose for the dissemination.



Presenter Notes
Presentation Notes
Reason: This is not an authorized reason to disseminate such information. Even if it's in the department and the coworker is authorized to access such information, they should not be looking at information on family/friends/coworkers/etc. Must be related to legitimate work.

Solution: There needs to be a valid criminal justice purpose in order for this to be authorized dissemination.


Scenario #8

An authorized Attorney's Office requests
the Sheriff's Office disseminate a jail
inmate’s fingerprint card to them for the
purpose of enhancing charges. The
fingerprint card shows the state ID
number and FBlI number. Can the
Sheriff's Office provide this to them?

Yes, the Sheriffs Office can
provide this to them because it's
for an authorized purpose and
being shared with an authorized
recipient.



Presenter Notes
Presentation Notes
Reason: If this were going to a prosecutor/attorney’s office (with a valid ORI) for the purposes of enhancing charges, nothing needs to be redacted from the fingerprint card. The Sheriff’s Office would be providing it for enhancement to an authorized recipient. 




Scenario #9

A User joins a virtual meeting with their
camera on. Their other monitors are
visible showing UCJIS information pulled
up. Those in attendance are able to see

the User viewing a criminal history
through CHQ. Is this allowed? showing  such information  to
everyone in the meeting.

No, this is not allowed. The User
should not be sharing a screen



Presenter Notes
Presentation Notes
We cannot stress enough that UCJIS access should be as restricted as possible. Limit info sharing to the people that need it and are authorized to receive it. Unless showing UCJIS information is included in the scope of the meeting (i.e., training a new hire on how to read a rapsheet), the attendees don’t have a reason to be viewing what you’re doing on UCJIS. 

Whenever you’re on camera, be conscious of your surroundings and what is visible. Even if someone in the meeting is an authorized User, you still should not be sharing it if it’s not applicable or appropriate to the others. 



Scenario #10

The Police Chief requests you run the
Medical Marijuana transaction (MMJL) as
part of a new hire background check and
disseminate your findings to them. Is this
allowed?

No, this is not allowed. MMJL can
only be run to verify the validity of
someone’'s Medical Cannabis
Card for the administration of
criminal justice. It cannot be used
for criminal justice employment
PUrpoSeES.

[UCA 26B-4-202]


Presenter Notes
Presentation Notes
Reason: State statute (UCA 26B-4-202) says you can run MMJL only to verify the validity of an individual's medical cannabis card for the **administration of criminal justice and through a database used by law enforcement. Misuse of this transaction can result in class B or C misdemeanor. Misuse of this transaction is taken very seriously by the state because it shows personal/medical information.

When can it be used? For a Law Enforcement encounter such as an enforcement stop, a dispatched call, use of force, etc

**“Administration of criminal justice means performance of any of the following activities: detection, apprehension, detention, pretrial release, post-trial release, prosecution, adjudication, correctional supervision, or rehabilitation of accused persons or criminal offenders. The administration of criminal justice shall include criminal identification activities and the collection, storage, and dissemination of criminal history record information.

Who can have access? Certified LEOs and dispatchers running the MMJL transaction for officers may have access. Access requests go through CIC- they verify if Users qualify for access or not.

The information obtained during an electronic verification is not owned by BCI, the restrictions on the dissemination are specified in 26B-4-202. BCI suggests you consult your legal counsel to ensure your agency does not violate releasing any information obtained.
BCI strongly recommends that agencies consult with their legal representation for policy and procedures specific to using the MMJL query. The information obtained during an electronic verification is not owned by BCI, the restrictions on the dissemination are specified in U.C.A. 26B-4-202. BCI suggests you consult your legal counsel to ensure your agency does not violate releasing any information obtained.


Scenario #11

A local CJA is requested to disseminate a
Juvenile record for the purpose of a
Presentence Investigation (PSI). Is this
considered misuse?

Yes, if the Juvenile history came from
the Courts, there is a prohibition on
printing that information. What juvenile
information is obtained in UCJIS also
comes directly from the Courts so the
same rules apply. You cannot copy
and paste anything directly but you
can allude to or summarize that
information for the probable cause.



Presenter Notes
Presentation Notes
Reason: Juvenile records work a bit differently compared to other CJI you’re allowed to disseminate. If it’s from the JUV file in UCJIS, you’re not able to do that since the Juvenile courts own those records. They cannot be disseminated in any way. There’s nothing directly in our code that prohibits sharing a juvenile record, however, the prohibition is in court rule for printing of juvenile court records. So if the juvenile history came from the courts, there is a prohibition about printing them. You cannot cut and paste anything from the juvenile court either. What juvenile information is obtained in UCJIS comes directly from the court and is subject to their rules. 

Solution: It depends on what you're including in the reports, but if the PSR indicates the offender has an adjudication for theft or whatever, as long as it’s not a direct copy/printout of the juvenile court records, it can be included. If it’s their interpretation of what the record says, then it’s okay. This is similar to how you’d include information from the Utah CH in a probable cause statement: you cannot copy and paste anything directly but you can allude to or summarize for the probable cause. The PSR needs to contain all information the judge needs to make an informed sentencing decision, if the person has a juvenile record that the judge should know about, it should be included, BUT it has to be a translation, interpretation, rephrasing, or whatever it takes to make sure it’s not a direct copy or look like a copy of the court record that has been printed.




Scenario #12

A local PD wants to include a Driver's
License (DL) photo within the case file on

RMS that’s linked to that specific person

for their investigation. Is this allowed? Yes., this '_S f|r.19 because It is part of
the investigation.

[18 USC § 2721]


Presenter Notes
Presentation Notes
Reason: The photo on a driver license is maintained and belongs to the Driver License Division so we have to play by their rules, but we have been told in the past that you can include a DL photo within the case file linked to that specific person.
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Please Remember

e Make sure your people are set up properly on your ORI to receive
information if applicable

e Check LOGS transaction regularly to look for misuse
e Portable devices accessing UCJIS information fall under the same
dissemination, privacy, security and misuse regulations as a

desktop computer located in a locked office

e Do not run things for another User or agency that doesn’'t have
that access
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FAQ

Q: Are we required to keep a dissemination log when running ROA'’s for the public?
A: Yes, a secondary dissemination log must be kept when disseminating ROA’s to the

public/requestor.

Q: How do we find out if another agency is authorized to receive information?
A: Generally, you'll know if they have a valid ORI or are part of your process. You can also

contact Field Services.

Q: Can we electronically disseminate juvenile drivers license information to defense councils?
A: You need to consult the juvenile court and/or your attorney for this question.
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FAQ

Q: Can you email criminal history in a downloaded file to an officer if asked?
A: As long as the criminal history is sent securely through email encryption.

Q: Can an ROA be ran for a juvenile who is almost 18 for them to start college?

A: If it's through the official ROA process, then yes you can run them, but UCH is the only
UCJIS file that can be searched and it only contains adult criminal histories so a rap sheet
wouldn’t be returned. The Utah Juvenile Criminal History file must never be accessed for

ROA purposes.




Utah Department of Public Safety

THANK YOU!

BCI Field Services
2025 TAC Conference
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