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Audit Process 
Your agency will 

receive TWO emails 
once an audit is 
initiated. These 

emails will be sent 
to the TAC and the 

Administrator
First email will be from your 

auditor informing you that your 
agency has been selected for an 
audit. This email will include an 

Audit Information Request letting 
you know what we will need for 

your audit. It will also include any 
applicable documents that your 
agency may need to review and 
answer questions on in the audit

Due date will be 30 days 
from the day the audit is 

initiated



Audit Process 

Second email will be from CJIS 
Audit. This email will provide 
you with the link to the CJIS 

Audit system to complete the 
questionnaire

Your agency will 
receive TWO emails 

once an audit is 
initiated. These 

emails will be sent 
to the TAC and the 

Administrator



Audit Process 

Create a Utah ID to 
access the CJIS 

Audit questionnaire



Audit Process 
Create a Utah ID to 

access the CJIS 
Audit questionnaire

Use the email that you have on 
file with BCI. If your email 

domain or your email has 
changed, please notify your FS 
rep to update it on BCI’s side



Audit Process 

Review Audit 
Information 

Request 



Criminal History Logs
Review any other 

files you were sent 
(CH Logs, $P 

messages, Missed 
Hit Confirmations)

You will use the questions 
provided on the Audit 

Information Request to justify 
each transaction in the log.

You will send your justification 
to your auditor in a secure 

email



Examples



Examples



Examples



$P Messages
Review any other 

files you were sent 
(CH Logs, $P 

messages, Missed 
Hit Confirmations)

You will provide the answer to 
this in the audit questionnaire, 
but information is provided to 
you on the Audit information 
Request



Missed Hit Confirmations
Review any other 

files you were sent 
(CH Logs, $P 

messages, Missed 
Hit Confirmations)

You will provide the answer to 
this in the audit questionnaire, 
but information is provided to 
you on the Audit information 
Request



NCIC Case Files
Prepare entire case 

files for NCIC 
records and/or 
prepare court 
documents for 

Statewide Warrants

When preparing your entire case file to send to your auditor, 
please ensure you provide:

● The theft report, missing person report, or signed warrant
● Copy of NCIC Entry 
● Officer narrative and all supplementals
● Most recent update/validation

These will need to be submitted via secure email



SWW Case Files
Prepare entire case 

files for NCIC 
records and/or 
prepare court 
documents for 

Statewide Warrants

When preparing your case files to send to your auditor, please 
ensure you provide:

● Original document requesting the warrant
● Court order issuing the warrant
● Any additional documents pertaining to the warrant

These will need to be submitted via secure email



Audit Process Flowchart
Create a Utah ID 

to access the CJIS 
Audit 

questionnaire

Your agency will 
receive TWO emails 

once an audit is 
initiated. These 

emails will be sent 
to the TAC and the 

Administrator

Complete & submit 
questionnaire by the 

due date 

Review the Audit 
Information 

Request

Review any other 
files you were sent 

(CH Logs, $P 
messages, Missed 
Hit Confirmations)

Email from 
auditor

Email from 
CJIS Audit

Prepare entire case 
files for NCIC 

records and/or 
prepare court 
documents for 

Statewide Warrants

Email all CH Log 
Justification, NCIC 

Case Files, and 
SWW Case Files to 
your auditor in a 

secure email by the 
due date



Stats



Stats
● As of July 2025 ,BCI has initiated 117audits
● 95 of these audits have been completed and these

agencies are now in compliant status
● BCI has found 15 common items that are compliance

issues among different agencies



Common 
Compliance Issues



Compliance Issues
● Training and Testing Agreements not submitted

○ Once a user is trained and tested, please
submit a User Training and Testing Agreement
to your FS representative

○ These are required biennially



Compliance Issues
● Maintain compliance with agreements submitted

by checking your REPTregularly



NCIC Validation 
Policy & Procedure

NCIC Validation Policy & Procedure will be required for
all agencies that own records on NCIC

Procedures must be clear
1. When and how will validations be downloaded?
2. What files are being searched when validating a record?
3. What transactions to use?
4. Second party check completed

Include policy that your agency will follow
● NCIC Policy 3.4



AMBER Alert Policy

1. Policy must include the AMBER Alert Criteria
2. Policy must include the AMBER Alert phone

number that will be called when notifying BCI of
the AMBER Alert being issued



AMBER Alert Policy

1. Policy must include the AMBER Alert Criteria
2. Policy must include the AMBER Alert phone

number that will be called when notifying BCI of
the AMBER Alert being issued



AMBER Alert Policy

AMBER Alert Policy is required for all Law Enforcement
Agencies

1. Policy must include the AMBER Alert Criteria
2. Policy must include the AMBER Alert phone

number that will be called when notifying BCI of
the AMBER Alert being issued



Compliance Issues
● Retained fingerprints on file

○ Retainable prints must be on file with BCI
○ Recertification background check is performed

by the FBI Rap Back process by reviewing new
arrests daily against all prints in Rap Back



Compliance Issues
● Maintain compliance by regularly checking REPT



Compliance Issues
● “What manuals are used in initial training

for new Users and Non -Access Users?”
○ Training must include the BCI Manuals and

NCIC Operating manual in initial training
■ Per TACResponsibilities 6.0



Compliance Issues
● “What purpose code does your agency use to

run ride along applicants?”
○ Per III Manual, ride alongs should be ran with

Purpose Code C



Compliance Issues
● “What purpose code does your agency use to run

IT personnel with access to CJISsystems?”
○ IT personnel with access to CJIS systems should

be ran with Purpose Code J



Compliance Issues
● “What purpose code does your agency

use to run NCIC Validations?”
○ NCIC Validations should be ran with

Purpose Code C
○ All agencies that own records on NCIC

or validate NCIC records



Compliance Issues
● Criminal History Justification Logs

○ Did this agency use the correct purpose codes?
■ 51% of agencies audited have used incorrect

purpose codes



Compliance Issues
● Criminal History Justification Logs

○ Did this agency use the correct auditing purpose?
■ 59% of agencies have used vague audit purposes

or incorrect audit purposes
■ Audit purpose should be as specific as

possible and should include a case
number/identifying number when possible



Compliance Issues
● Criminal History Justification Logs

○ Did this agency have the correct requestor in the
requestor field?
■ The person receiving/requesting the criminal

history should always be the requestor
■ If using an officer’s call sign as the requestor,

please use their name after
● Example: B8975 YOGIBEAR



Compliance Issues
● “What is your agency’s second party check 

procedures?”
○ The accuracy of a record must be double -checked by 

a second party per NCIC Intro 3.2.1



Compliance Issues
● “What is your agency’s second party check 

procedures?”
○ The accuracy of a record must be double -checked by 

a second party per NCIC Intro 3.2.1
○ Second party checks should include the checker 

verifying the information on the report being entered 
correctly, the record is packed with information 
found in all available files, etc



Second Party Checks
● Your agency doesn’t have second party check 

procedures?
○ Add a section to your checklist/cover sheet
○ List files that you can check off

● Dispatch handles these for you?
○ Contact your dispatching agency and ask what 

their procedures are



Compliance Issues
● “Does this agency enter Wanted Persons immediately

(within 3 days) into NCIC?”
○ Per NCIC Intro 3.2.2, NCIC records must be entered

immediately when the conditions for entry are met,
not to exceed 3 days, upon receipt (electronic or hard
copy format) by the entering agency



Compliance Issues
● “Does this agency enter Wanted Persons immediately

(within 3 days) into NCIC?”
○ Wanted persons must be entered within 3 days of the

warrant being issued
○ Warrant must be retained in the case file



Compliance Issues
● NCIC Quality Control



Compliance Issues
● NCIC Quality Control

○ 84% of agencies have been found
out of compliance for quality control



Compliance Issues
● NCIC Quality Control

○ DOT/DOL/DLC
■ Date of Theft, Date of Loss, Date of Last Contact
■ These should be the earliest possible date
■ DLCalso includes phone calls, text messages, etc .



What would the 
earlie s t  pos s ib le  da te  

of the ft  be?



Compliance Issues
● NCIC Quality Control

○ DOT/DOL/DLC
■ What if the exact date isn’t known?

● Use the date the report was taken
■ “The last time I saw the item/person was

about two weeks ago.”
● Use the date two weeks before the

report was taken



Compliance Issues
● NCIC Quality Control

○ Date of Entry
■ Records not being entered in a timely manner
■ Per NCIC,within 3 days of obtaining all required

information for an entry
● Certain files must be entered sooner



Compliance Issues
● NCIC Quality Control

○ Missing identifiers
■ FBI Numbers
■ SIDs
■ Alias

○ These can be found when running an MIL
(Multiple Inquiry transaction)

○ Entries made prior to November 2024 with SID
listed as an MNU are not compliance issues



Same 



Compliance Issues
● NCIC Quality Control

○ Missing copy of warrant
■ All wanted person entries, including felony warrants, 

require a warrant per NCIC Wanted Person 1.1.1



Compliance Issues
● NCIC Quality Control

○ Incorrect NCIC Codes entered
■ Increase use of full MAK being used
■ For example :

● Ruger instead of SR
● Winchester instead of WNT
● Toyota instead of TOYT



Compliance Issues
● NCIC Quality Control

○ Incomplete case file/no case file provided
■ Entire case file is needed for quality control

● Original report
● Supplementals
● Copy of NCIC record on file



Quality Control Tips
● Make a checklist of files to check for every NCIC 

file type
○ Keep a cover sheet of checklist in case file

Bear, Yogi

TEST52365W000000000



Quality Control Tips
● Make a checklist of files to check for every NCIC 

file type
○ Keep a cover sheet of checklist in case file

V123456789

TESTV123



Quality Control Tips
● Make a checklist of files to check for every NCIC file 

type
○ Keep a cover sheet of checklist in case file

● Incorporate quality control checklist into training
○ This will make it a habit for users and will soon 

become second nature to them



Quality Control Tips
● Make a checklist of files to check every time a warrant 

or PO is issued 
○ Keep a cover sheet of checklist in case file

● Incorporate quality control checklist into training
○ This will make it a habit for users and will soon 

become second nature to them
● Make a list of compliance issues BCI looks for

○ Use this to pack the record
○ Can also be incorporated into training



Policies



Policies
BCI will require policies to be uploaded and submitted in the CJISAudit System . Policies
must be formalized and include a revision date

Misuse Policy AMBER Alert Policy

SWW Validation Policy 
and Procedures

MDM PolicyNCIC Validation Policy 
and Procedures



Misuse Policy
Per UCA 53-10-108, agency Misuse Policies
must state one of the following :
1. The Commissioner and Director of BCI will

be notified if misuse of UCJISinformation
is suspected ; or

2. The agency will ab ide by UCA 53-10 -10 8



Misuse Policy

Revision date is required

Per UCA 53-10-108, agency Misuse Policies
must state one of the following :
1. The Commissioner and Director of BCI will

be notified if misuse of UCJISinformation
is suspected ; or

2. The agency will ab ide by UCA 53-10 -10 8



Misuse Policy

Revision date is required

Per UCA 53-10-108, agency Misuse Policies
must state one of the following :
1. The Commissioner and Director of BCI will

be notified if misuse of UCJISinformation
is suspected ; or

2. The agency will ab ide by UCA 53-10 -10 8

Mis us e Polic ie s are required for a ll agencie s



SWW Validation 
Policy & Procedure

SWW Validation Policy & Procedure are required for all
courts

Procedure must be clear
1. When and how will validations be retrieved?
2. What files are being searched when validating a record?
3. What to do when a warrant is recalled?



MDM Policy

MDM Policy is required for all agencies who have users
that access UCJISinformation on any mobile device

Please ensure your policy states what MDM is used by
your agency, what are its capabilities, how it restricts the
mobile device it’s own, etc .



Reminders



Can’t login to CJIS Audit?

● Login to your Utah ID account using : id.utah .gov
● Ensure the email associated with your Utah ID is the same as the email on file with BCI
● Contact your auditor with any issues



I want my Alt TAC to 
complete the audit
● Contact your auditor to update the contact information for the CJISAudit System
● Audit only gets sent to the TACand Administrator
● BCI can change it over for the audit and change it back once audit is completed



Not sure how to answer an 
audit question?
● Check with an Alt TACor Administrator with your agency
● Reach out to your auditor



Audit Response
● Ensure your response to out of compliance items include :

○ What you did to correct the item
○ What your corrective action plan is moving forward for your agency

■ Example: Include item in training, memos, etc .
● When applicable :

○ Provide updated policies
○ Provide missing agreements & fingerprints



Audit Response
● Out of Compliance Example :

○ “This agency is found out of compliance for using purpose code J for Right of
Access queries . Per III manual, Right of Access queries should be ran using
purpose code P.”



Audit Response
● Out of Compliance Example :

○ “This agency is found out of compliance for using purpose code J for Right of
Access queries . Per III manual, Right of Access queries should be ran using
purpose code P.”

● Agency response example :
○ “The TAC has met with the individual(s) that ran these transactions and conducted

one on one training with them . The TAC also held an agency wide training on 7/16,
7/23 & 7/30 covering this compliance issue and TAC has added this to the agency’s
training materials for the future .”



Agency Reminders
● Agency Administrators

○ Must be listed as a User or a Non-Access User
○ The Criminal Justice Agency Agreement must be updated whenever a new administrator

is appointed
● LASO

○ Must be listed as at least a Non-Access User



NCIC Records
● Pack the record (Especially Felony Warrant entries)
○ Packing the record refers to ensuring that all available information

the entering agency has access to is listed on the NCICrecord
○ This includes, but is not limited to :
■ Aliases
■ Eye and hair color
■ State Identification Numbers (SID)
■ Miscellaneous Numbers (MNU)
■ Scars, marks and tattoos
■ Miscellaneous Field
■ Images



NCIC Records
● Pack the record (Especially Felony Warrant entries)
○ Driver’s License information
■ OLN,OLS,OLY

○ Vehicle information
■ VIN



NCIC Records
● MIL Transaction



NCIC Records
● MIL Transaction



NCIC Records
● Why is packing the record important?
○ Assists law enforcement
○ Increases chances of a hit



NCIC Records
● Missing Persons
○ $K Messages
■ Entry has been listed for 30 days and is missing :
● Blood Type
● Dental Characteristics
● Fingerprint Classification
● Jewelry Type
● Scars, marks and tattoos



NCIC Records
● Missing Persons
○ $K Messages

■ Agencies (LEA) must have procedures in place when a $K message is received
■ For example: 

● “When a $K message is received, our dispatching agency emails the TAC with 
the $K message. The TAC will reach out to the detective over the case and notify 
them of the missing information. The detective will then reach out to the 
reporting party to see if they have any of the missing information. The detective 
will provide the missing information to dispatch to enter.”



NCIC Records
● Missing Persons
○ $K Messages
○ Dental records

■ Agencies should ask reporting party for Dental Records
■ Checked against the Unidentified Persons File
■ The most reliable way for identification
■ Dental Records must be forwarded to Alex Martinez or Ofa Vaisima for entry



NCIC Records
● Missing Persons
○ $K Messages
○ Dental records
○ Missing Persons Collection Guide
■ Great tool to use when gathering information
■ Available on LEEPor contact Ofa Vaisima or Alex Martinez



Thank you!


