Utah Department of Public Safety {f&8

Using UCJIS
Part ]



Presenter Notes
Presentation Notes
Welcome to Using UCJIS part 1! This training will cover a variety of things that affect the compliance of an agency. From a user level perspective, we’ll learn about proper audit reasons, purpose codes, security awareness, and more. To follow up, please review Using UCJIS Part 2 which covers audit issues we’ve been seeing in the current audit cycle and what users can do to ensure the audit for the agency runs as smooth as possible. The topics will slightly differ between the two presentations, however, the same concept of how these things affect agency compliance still ties in. 






Background

Security awareness training must be completed annually. The purpose of this
requirement is to educate employees about their roles and responsibilities in

protecting sensitive information and to inform about applicable privacy laws

and security policies.



Why Is Security Awareness Important?




Guidelines

e



Presenter Notes
Presentation Notes
This training must include the CJIS requirements to fulfill the requirement. Keep in mind that this does include more training content than it previously did. Your agency TAC is being held to this standard so this is now how you will be trained moving forward. Other trainings may be used to cover certain topics but the training should focus on security awareness as it relates to CJIS data. We often get asked if IT security awareness training, HIPPA trainings, you name it can be used as training credit for security awareness and yes they can be used as long as CJIS specifics are added/included.





About the System

User Responsibility

Assigned a login unique to within your agency

Login & ORI identifies you

BCl tracks every transaction

Log off UCIIS or lock workstation when leaving the space unattended
You will be held responsible when something is accessed with your login

O Be sure to safeguard your login credentials



Presenter Notes
Presentation Notes
Each user needs to be made aware of their individual responsibilities and expected behavior when accessing CJI and the systems. You’ll be assigned a login unique to within your agency. That login along with the ORI identifies you. Keep in mind that BCI tracks every transaction- BCI and the FBI can see the who, what, when and why of all the transactions/searches. You should be logging off UCJIS or locking your workstation whenever leaving the space unattended, whether that's for a five minute bathroom break or at the end of the day– this includes printouts. You don’t want to leave anything with CJI out and available for others to view while you’re in the bathroom for example. You will be held responsible when something is accessed with your login so please be sure to safeguard your login credentials– don’t write down or keep your passwords anywhere that they can be found like a sticky note on your desk. 



About the System

Login Message

e You're met with this pop up message every time you go to login to UCJIS

® Acts as a reminder to use the system appropriately

1 UCIIS

WARNING!

You are accessing a restricted information system. System usage may be monitored, recorded,
and subject to audit. Unauthorized use of the system is prohibited and may be subject to criminal
and/or civil penalties. Use of the system indicates consent to monitoring and recording.

£+ Login 1 Reset

This system is restricted to authorized users for approved use
only and is subject to monitoring. Actual or attempted
unauthorized access is a violation of applicable laws and
regulations. Violators will be prosecuted.



Presenter Notes
Presentation Notes
You’re met with this pop up caveat message every time you go to login to UCJIS- the message states that you’re accessing a restricted information system and that your system usage may be monitored, recorded, and subject to audit. So regardless of if you x out of the message or click ok, you’re still agreeing to what this is saying each and every time you login to the system. This acts as a reminder to use the system appropriately. 


About the System

Session Lock

e UCIJIS default is a 30 minute timeout
e Law Enforcement and Dispatch are allowed to have a 60 minute timeout limit

O Contact the UCJIS Help Desk to change timeout limit

_ New Broadcast Message & Alan Duane Leidig (Log Out)
g Utah Criminal Justice

Information System A (18) UTAH AMBER ALERT... 59:59 until timeout



Presenter Notes
Presentation Notes
On UCJIS, all users are set up to have a 30 minute timeout- this means that after 30 minutes of inactivity on the tab/window, you will be automatically logged out of the system. This is just a way of ensuring that UCJIS is not open when it’s not in use. Law Enforcement and Dispatch personnel are allowed to have a greater timeout limit of 60 minutes, so if this is something that you’re interested in having, please contact the UCJIS Help Desk to get the 30minutes updated to 60. 


About the System

Information Handling

e Information may be accessed through a vendor software

o Still comes from UCIIS and is therefore protected information
® Electronic and physical copies of CJl should be safeguarded

O Kept in secure area away from public
® Printouts must be properly destroyed when no longer needed

O Cross cut shred or burn

© e INFORMATION
4% WANTED



Presenter Notes
Presentation Notes
UCJIS is used as a catch all for all the files you can access through BCI – Utah criminal history, driver license, warrants, NCIC, etc. Whether the information comes directly from UCJIS or through a vendor, it is STILL protected by state and federal regulations. Any electronic and physical copies of CJI should be safeguarded and kept in a secure area away from the public’s view. Printouts must be properly destroyed when no longer needed- so for example, if I print out a rapsheet, once Im done with it, I will need to either cross cut shred or burn it. These are the only 2 approved ways to properly destroy such information.


About the System

Information Handling

Communication of CJI must follow dissemination rules
Any device containing CJI need to be encrypted
Any emails containing CJI need to be encrypted

O l.e., NCIC Validations, Audits, etc

O BCl uses the Google extension ‘Virtru’

Protect information subject to confidentiality concerns

"y [ INFORMATION
(@ /AR “TI‘N'I‘IE l)



Presenter Notes
Presentation Notes
Communication of CJI must follow dissemination rules (dissemination is covered on the next slide). Any device or emails containing CJI need to be encrypted- so this means whenever sending NCIC validations, audits, or employee background check information over email, it needs to be sent securely. BCI uses the Google extension Virtru to encrypt all emails with CJI so you can use that. But you can also use other ways to encrypt agency emails as long as BCI can access the information being sent. 



About the System

Dissemination

Definition: Giving UCJIS information to another person

Can disseminate between Users and Non-Access Users within your agency
Secondary Dissemination

Definition: Giving UCJIS information to other criminal justice agencies
Only to authorized persons

Must keep dissemination log (who, what, when, why)

N
w



Presenter Notes
Presentation Notes
Giving UCJIS information to another person in the form of printouts, verbal exchange, or through an electronic device. You are allowed to disseminate between Users and NAU within your agency as long as its for an authorized purpose. 

Secondary dissemination on the other hand is giving or sharing UCJIS information outside of your agency to other criminal justice agencies. Keep in mind this can only be disseminated to authorized persons. This could be exemplified as courts disseminating to prosecutors OR prosecution disseminating information to the defense attorney through motion of discovery. You will need to maintain a log for any secondary dissemination you partake in. On this log, BCI requires you to track the following data elements: DATE, REQUESTING AGENCY, REQUESTING INDIVIDUAL, AND FILE SHARED. You’re welcome to track more, but at minimum you need to log these four things. 

Confirming if someone does or doesn’t have a criminal history is dissemination.


About the System

Passwords

Passwords are valid for 90 days and expire at midnight

Longer than 8 characters

Includes upper and lowercase letters and special characters
Cannot be identical to the previous 10 passwords

Do not use a dictionary word or name (i.e., changeme, passpass)
Avoid using personal information such as birthdays or pet names
Avoid using anything similar to your login ID

Keep passwords confidential and never let anyone use your password




About the System

Threats, Vulnerabilities, and Risks Associated with CJI

e Natural Disasters

o l.e., floods, wildfires, earthquakes, hurricanes, etc

e Hostile Attacks
O Social Engineering: an attempt to trick individuals into revealing information or taking
an action that can be used to breach, compromise, or impact a system
m |.e., baiting, piggybacking or tailgating, shoulder surfing, phishing, etc

O Social Mining: an attempt to gather information about the organization that may be

used to support future attacks




About the System

Implications of Noncompliance

e Violating security regulations can result in:
o Civil lawsuits
o Criminal prosecution
m Class B Misdemeanor
O Loss of access for User, Agency, or State
e Other repercussions of misuse and/or dissemination:
O Loss of POST certification

O Loss of employment



Presenter Notes
Presentation Notes
There are many implications of noncompliance ranging in severity. For example, misusing a purpose Code when doing a CH search may cause your agency to be marked out of compliance on their next BCI Compliance Audit. Whereas violating security regulations can result in civil or criminal liabilities. UCA 53-10-108 outlines that it’s a class B misdemeanor to knowingly or intentionally access, use, disclose, or disseminate a record for a purpose prohibited or not permitted by statute, rule, regulation, or policy. Other repercussions of misusing and/or disseminating from the system include loss of POST certification and loss of employment.





Background

can



Presenter Notes
Presentation Notes
The access and usage of UCJIS information is governed and protected by state/federal policies. So what this means is the information is confidential and therefore can only be used for certain (authorized) purposes. 

R722 - The purpose of this rule is to establish procedures where agencies may obtain access UCJIS. It also defines criminal justice agency, the process for an agency to be given access to UCJIS, the Right of Access to this information, and BCI audit requirements. Also, defines misuse. 

UCA 53-10-108 - Restrictions on access, use, and contents of division records -- Limited use of records for employment purposes -- Challenging accuracy of records -- Usage fees -- Missing children records -- Penalty for misuse of records.

CJIS administered by the FBI- because we house federal files in UCJIS that we do not own, we have to play by the FBI’s rules and that includes CJIS rules governing this information.


Reasons for Accessing UCJIS

UCIJIS can only be used for criminal justice purposes. This is defined as the

“administration of criminal justice” or “criminal justice employment”.



Presenter Notes
Presentation Notes
Keeping in mind that UCJIS is confidential, we obviously can’t use the system for anything and everything. UCJIS can only be used for criminal justice purposes. There are 2 specific reasons relayed under this- UCJIS can be accessed for either administration of criminal justice or criminal justice employment. 


Administration of Criminal Justice



Presenter Notes
Presentation Notes
The first reason UCJIS can be accessed is for the administration of criminal justice. This is defined as official duties in connection with the administration of criminal justice and includes performance of any of the following activities- detection, apprehension, detention, pretrial and post-trial release, prosecution, adjudication, correctional supervision, rehabilitation of accused persons or criminal offenders, and dignitary protection. 



Criminal Justice Employment


Presenter Notes
Presentation Notes
The second reason UCJIS can be accessed is for criminal justice employment. This is defined as employment with a criminal justice agency or the screening of employees of other agencies over which the criminal justice agency is required to have management control. This could be exemplified as vendors, contractors, or even volunteers at the criminal justice agency involved with the actual administration of criminal justice. **we’ll go over this reason and what “the actual administration of cj” means in greater detail later on in the presentation





Background

FBI CJIS Division maintains an audit trail of the purpose for each disclosure of
a criminal history record and the recipient of each record. All lll criminal
history inquiries must include a purpose for why the subject's record
information is to be used, along with the reason for the transaction. Requestor

iInformation is also required for criminal history inquiries through Utah, Nlets,

and NCIC files.


Presenter Notes
Presentation Notes
Although III is the focal point of this training, it’s important to note that this requirement extends to any and all criminal history inquiries made within UCJIS. All Criminal History inquiries require requestor information: CHQ (local), QH (III), MI, IQ (nlets)


Audit Purpose Code Field

Requestor Info

Audit Purpose: *

Audit Reason: *

v Requestor: *



Presenter Notes
Presentation Notes
Here’s what that requestor information section looks like on UCJIS. There’s three fields to fill out. The Audit Purpose field is a dropdown menu where you will select a single alphabetic character from the dropdown options. 


Audit Purpose Code Field



Presenter Notes
Presentation Notes
This should be the WHY- why the inquiry was made. Each code has a specific meaning and designates why the search is done. For example, purpose code C would be used for criminal justice investigations, purpose code P would be used for running ROA applicants, and purpose code D would be used for courts hearing domestic violence cases. 


A - BCI AFIS - RECORDS

C - CRIMINAL JUSTICE

D - DOMESTIC VIOLENCE AND STALKING
F - WEAPONS RELATED CHECKS

H - HUD HOUSING

| - BCI AFIS

J - CRIMINAL JUSTICE EMPLOYMENT

P - RIGHT OF ACCESS

X - EMERGENCY PLACEMENT OF CHILDREN Search.



Presenter Notes
Presentation Notes
The Audit Purpose Code field is formatted as a dropdown menu with 9 options to choose from. It is very important to be cautious when selecting a purpose code because certain codes are not to be used at all. Using an incorrect purpose code is considered a compliance issue so if you’re not sure what purpose codes you should be using, please ask your agency, don’t ever guess. 




| A - BCI AFIS - RECORDS |_

C - CRIMINAL JUSTICE

D - DOMESTIC VIOLENCE AND STALKING

F - WEAPONS RELATED CHECKS

H - HUD HOUSING

| - BCI AFIS

J - CRIMINAL JUSTICE EMPLOYMENT

F - RIGHT OF ACCESS

X - EMERGENCY PLACEMENT OF CHILDREN



Presenter Notes
Presentation Notes
The first code on the list, Purpose Code A is limited to BCI to use. This means unless you work for BCI, you are not authorized to run anything under Purpose Code A. So this is an example of a purpose code that wouldn’t be used at all by you guys.



A - BCI AFIS - RECORDS

C - CRIMINAL JUSTICE

D - DOMESTIC VIOLENCE AND STALKING

F - WEAPONS RELATED CHECKS

H - HUD HOUSING

| - BCI AFIS

J - CRIMINAL JUSTICE EMPLOYMENT

F - RIGHT OF ACCESS

X - EMERGENCY PLACEMENT OF CHILDREN



Presenter Notes
Presentation Notes
Next on the list is Purpose Code C for criminal justice. Referencing back to an earlier slide where we went over the two specific reasons UCJIS can be accessed, the one reason-administration of criminal justice- will usually be ran under Purpose Code C. This code is used for official duties in connection with the administration of criminal justice, for example running a background check or doing a criminal history search. Keep in mind that majority of searches should be using Purpose Code C- this is a frequently used code.




Administration of Criminal Justice



Presenter Notes
Presentation Notes
The administration of criminal justice includes this list of activities, that we already went over a few slides ago but here it is again for your reference. 




Other Authorized Uses of Purpose Code C



Presenter Notes
Presentation Notes
There are certain situations that are not part of a criminal justice investigation, but are duties of the agency where a record check is necessary to accomplish the agency’s mission, where Purpose Code C is authorized to be used. For example, in relation to the security of the criminal justice facility. So this could be exemplified as vendors or contractors at the criminal justice agency that aren’t involved with the actual administration of criminal justice, such as carpet cleaners or janitorial staff. This could also apply to volunteers at the criminal justice agency not involved with the actual administration of criminal justice, such as ride-along participants and confinement facility volunteers providing social/community services rather than rehabilitative services. For instance, if your agency is doing a ride a long this week and wants to run a background check on the participant before allowing them into secure areas and/or accompanying an officer in the patrol vehicle.



Other Authorized Uses of Purpose Code C



Presenter Notes
Presentation Notes
In relation to the security of the criminal justice facility, Purpose Code C can also be used to run a record check on visitors of a confinement facility, inmates of a confinement facility, and inmate mail. The inmate mail is an interesting one- this is where you can run a prisoner’s list of names and addresses wishing to correspond with the prisoner; a record check through III can be used for this when there is a reason to believe that criminal activity is occurring or has occurred. 

In limited situations, the CJIS Advisory Policy Board (APB) has determined that site security is an administration of criminal justice function. In addition to the site security for a criminal justice agency, the CJIS APB recommended, and the FBI Director approved, running III for: visitors to federal or state military facilities, off-site protection of very important persons, site security for federal facilities which is limited to contractor personnel and does require a follow-up fingerprint submission, and for firearms training events that are sponsored by law enforcement.





Even More Authorized Uses of Purpose Code C



Presenter Notes
Presentation Notes
In addition to these situations, a law enforcement agency may conduct a III criminal history record check when investigating a criminal incident or when an agency/officer has a reasonable suspicion a person is acting in a suspicious manner while taking pictures or loitering at a critical infrastructure facility. Terminal operators should use Purpose Code C to conduct III inquiries for site security purposes. The result of the III inquiry cannot be disseminated for other purposes. Purpose Code C can also be used in a domestic violence investigation conducted by a law enforcement agency. (This III inquiry is in reference to agency use only. Purpose Code D below provides information on court-related inquiries). **Governmental social service agencies with child protection responsibilities and the National Center for Missing and Exploited Children must use Purpose Code C to access national crime information databases under Section 151 of the Adam Walsh Child Protection and Safety Act of 2006 (Public Law 109-248). An NCIC Originating Agency Identifier (ORI) ending in the alpha character F has been established for Section 151 access.

**Governmental social service agencies with child protection responsibilities can use NCIC only in investigations or responding to reports of child abuse, neglect, or exploitation. NCMEC can use NCIC only within the scope of the Center’s duties and responsibilities under Federal Law to assist or support law enforcement agencies in administration of criminal justice functions. The NCIC access allows these agencies to run background checks. They’re required to complete background checks before approval of any foster or adoptive placement, and to check national crime information databases and state child abuse registries.




A - BCI AFIS - RECORDS
C - CRIMINAL JUSTICE

D - DOMESTIC VIOLENCE AND STALKING

F - WEAPONS RELATED CHECKS

H - HUD HOUSING

| - BCI AFIS

J - CRIMINAL JUSTICE EMPLOYMENT

F - RIGHT OF ACCESS

X - EMERGENCY PLACEMENT OF CHILDREN



Presenter Notes
Presentation Notes
Moving on to Purpose Code D for domestic violence and stalking. So this code can be used by (i) Civil or criminal courts involved in domestic violence or stalking cases (civil courts are issued D ORIs.) OR (ii) Law enforcement agencies providing a III record to a criminal or civil court for a domestic violence hearing. This III inquiry is in reference to court use only. Otherwise, LEAs will run domestic violence investigations under Purpose Code C as mentioned on the last slide. 




A - BCI AFIS - RECORDS
C - CRIMINAL JUSTICE
D - DOMESTIC VIOLENCE AND STALKING

F - WEAPONS RELATED CHECKS |_

H - HUD HOUSING

| - BCI AFIS

J - CRIMINAL JUSTICE EMPLOYMENT

F - RIGHT OF ACCESS

X - EMERGENCY PLACEMENT OF CHILDREN



Presenter Notes
Presentation Notes
Purpose Code F is for weapon-related checks. Criminal justice agencies can use Purpose Code F to (a) issue firearms-related permits and explosives permits pursuant to state law, regulation, or local ordinance; (b) return firearms to their lawful owners; and (c) enforce federal and state laws prohibiting certain persons with criminal records from possessing firearms in circumstances in which firearms have been pawned (according to III manual). Keep in mind you still need to contact the BRADY section of BCI as they’re the POC for all firearm releases covered under the Brady Bill, along with Brady gun checks.



Weapons Related Checks



Presenter Notes
Presentation Notes
Here’s just some background information on weapon related checks. This came about as a result of the Handgun Violence Protection Act which was enacted in 1993 and requires a background check to be performed on all individuals seeking to purchase a firearm from a federally licensed firearms dealer. Under this act, owners and third parties of firearms are required to have a background check ran on them prior to a Utah LEA releasing the firearm. As I mentioned already, our BRADY section of BCI is the point of contact to perform these duties. Your agency can still run your own checks before releasing a firearm from evidence for example, however, it also must be cleared through BRADY.


A - BCI AFIS - RECORDS

C - CRIMINAL JUSTICE

D - DOMESTIC VIOLENCE AND STALKING
F - WEAPONS RELATED CHECKS

H - HUD HOUSING | <G ——

| - BCI AFIS

J - CRIMINAL JUSTICE EMPLOYMENT
F - RIGHT OF ACCESS
X - EMERGENCY PLACEMENT OF CHILDREN



Presenter Notes
Presentation Notes
Purpose Code H for HUD Housing is only allowed to be used by Housing Authority agencies. This Purpose Code is used when the III inquiry is made under the authority of the Housing Opportunity Extension Act of 1996. Such agencies are identified by the letter Q in the ninth position of their ORI. Keep in mind the use of this purpose code is limited to QH inquiries. 

LEAs can provide info to public housing agencies regarding the criminal conviction records of adult applicants for or tenants of public housing for purposes of applicant screening, lease enforcement, and eviction. 


A - BCI AFIS - RECORDS

C - CRIMINAL JUSTICE

D - DOMESTIC VIOLENCE AND STALKING
F - WEAPONS RELATED CHECKS

H - HUD HOUSING

|- BCIAFIS | <G—

J - CRIMINAL JUSTICE EMPLOYMENT
F - RIGHT OF ACCESS
X - EMERGENCY PLACEMENT OF CHILDREN



Presenter Notes
Presentation Notes
Purpose Code I is to be used by one authorized agency in each state for interstate-approved, noncriminal justice purposes that involve noncriminal justice employment and/or licensing background checks authorized by federal law, Federal Executive Order, or a state statute approved by the U.S. Attorney General. So as you can probably assume, BCI is the one and only authorized agency to use this code in the state of Utah. So please don’t run anything under this code.


A - BCI AFIS - RECORDS

C - CRIMINAL JUSTICE

D - DOMESTIC VIOLENCE AND STALKING
F - WEAPONS RELATED CHECKS

H - HUD HOUSING

| - BCI AFIS

J - CRIMINAL JUSTICE EMPLOYMENT

F - RIGHT OF ACCESS
X - EMERGENCY PLACEMENT OF CHILDREN



Presenter Notes
Presentation Notes
Next we have Purpose Code J for Criminal Justice Employment, which referencing back to the beginning of the presentation we discussed Criminal Justice Employment as the second of two reasons UCJIS can be accessed. The J code is to be used for employment with a criminal justice agency or the screening of employees of other agencies over which the criminal justice agency is required to have management control. 



Criminal Justice Employment



Presenter Notes
Presentation Notes
Purpose Code J can also be used to initiate background checks on the following


Authorized Uses of Purpose Code J


Presenter Notes
Presentation Notes
Keep in mind that criminal justice employment can ONLY be ran under Purpose Code J if they’re employed by criminal justice. What this means is they have to be paid by criminal justice funds. Paid by the city or the county does not qualify. 



A - BCI AFIS - RECORDS

C - CRIMINAL JUSTICE

D - DOMESTIC VIOLENCE AND STALKING
F - WEAPONS RELATED CHECKS

H - HUD HOUSING

| - BCI AFIS

J - CRIMINAL JUSTICE EMPLOYMENT

F - RIGHT OF ACCESS

X - EMERGENCY PLACEMENT OF CHILDREN



Presenter Notes
Presentation Notes
Moving on to Purpose Code P for right of access. This code should ONLY be used by agencies with a current Right of Access (ROA) contract with BCI. 



Right of Access



Presenter Notes
Presentation Notes
If you’re unfamiliar with this process, a right of access agency is an agency set up to have the ability to complete their own city employee and volunteer background checks, as well as background checks for local citizens. If this is something you’re interested in becoming, please reach out to Field Services.

Please keep in mind you can only run Utah Criminal History, Statewide Warrants, NCIC Wanted, and DLQ (for identification verification only). You cannot run III, Nlets, or Juvenile Criminal Histories. These files are not included in the ROA process. 

mailto:bcifs@utah.gov

A - BCI AFIS - RECORDS

C - CRIMINAL JUSTICE

D - DOMESTIC VIOLENCE AND STALKING
F - WEAPONS RELATED CHECKS

H - HUD HOUSING

| - BCI AFIS

J - CRIMINAL JUSTICE EMPLOYMENT

F - RIGHT OF ACCESS

X - EMERGENCY PLACEMENT OF CHILDREN I_



Presenter Notes
Presentation Notes
Last but not least, we have Purpose Code X for emergency placement of children. Similar to some of the other codes we’ve already gone over, this purpose code is restricted in terms of who can use it; it’s only used by the Division of Child and Family Services, otherwise known as DCFS for short. This is used during an emergency situation when the health and safety of a specified group may be endangered (i.e., during large scale disasters such as hurricanes). Agencies authorized under an approved statute to receive criminal history record information preceding the delayed submission of fingerprints or by law enforcement agencies servicing the record needs of such agencies must use Purpose Code X. 





Reminders



Presenter Notes
Presentation Notes
Depending on the purpose code, is the information you get back and the amount of it. For example, running things under Purpose Code P will return less information compared to things ran under Purpose Code C. The codes don’t all access the same set of files/information. With this in mind, running things under certain codes is inappropriate use- for example, if I need to run emergency placement of children and instead of doing it under X I do it under C- my results will return back with much more information than what is allowed to be received under searches for such a reason (ie X only allows DCFS access to receive QH III CH, nothing else).

Occasional scenario where agency runs something under someone else’s ORI- you shouldn't be running things for another agency or user that doesn't have that access. Just because you’re authorized to run something under your agency, doesn’t mean you can run it for another ORI (they may not qualify for that access). If your agency gets no return back on certain info/files (ie NCIC), you can't have another agency run it for you under their ORI either.



Requestor Field

Requestor Info

Audit Purpose: *

Audit Reason: *

v Requestor: *



Presenter Notes
Presentation Notes
Then we have the requestor field. 


Requestor Field



Presenter Notes
Presentation Notes
This should be who receives the information. Please be specific. Don’t use ‘Judge’ or ‘Trooper’ in the requestor field. Include the Judge or Trooper’s actual name. 


Audit Reason Field

Requestor Info

Audit Purpose: *

Audit Reason: *

v Requestor: *



Presenter Notes
Presentation Notes
Then we have the audit reason field.


Audit Reason Field



Presenter Notes
Presentation Notes
This is WHAT the reason for the inquiry is. The audit reason field should be as specific as possible as it is used to establish the reason for a search. Use the case number or a specific phrase if possible. Using generic terms such as acronyms, booking, investigation, or criminal justice should be avoided. Using these types of generic terms could put you out of compliance on that portion of the audit.



Audit Reason Field


Presenter Notes
Presentation Notes
Although we encourage you to be as specific as possible in this field, there are certain cases where the field can be more vague. For example, whenever you’re running searches under criminal justice employment reasons, ie for name based background checks, you can just include the job title in the audit reason field, for instance New Hire Police Officer. Whenever running ROA searches under Purpose Code P, you can just use Right of Access or ROA in the audit reason field. Keep in mind that the requestor for such a search will be the applicant that requested the right of access- so that could look like lets say Kim Possible coming into BCI and requesting a copy of her CH, she would be the name put into the requestor field.


Audit Reason Field

Case Number

Specific Phrase

Acronyms
“Booking”
“Investigation”

“Criminal Justice”

NI X ERX IR XN


Presenter Notes
Presentation Notes
Outside of those examples given on the last slide, you will want to be as specific as possible in the audit reason field. We always recommend utilizing a court case number or agency case number. Acronyms and phrases such as booking, investigation, and criminal justice are not specific enough where it can help you determine why the search was made a few months down the road if it were to come up in an audit and need to be justified. 


Please Remember

UCIJIS can not be used for curiosity and personal inquiries, employment for

non-criminal justice purposes, business licenses, military recruiters,

city/county employees, citizen advisory boards, etc.





Presenter Notes
Presentation Notes
Now we’ll move on and cover some scenarios of agency duties that rely on UCJIS Usage and how those would be appropriately run.


SCENARIO #1

A set of vending machines was recently installed in the office
and a team of individuals was hired to maintain them (stock, fix,
etc). The vendor/contractor personnel will be escorted, but your
agency would still like to run a record check on them prior to
granting any kind of access to the office space where CJIl is

stored. What Purpose Code can they be run under?

Purpose Code C



Presenter Notes
Presentation Notes
Reason: Although this doesn’t necessarily fall under being a part of a criminal justice investigation, there are exceptions where Purpose Code C is authorized to be used, especially related to duties of the agency where a record check is necessary to accomplish the agency’s mission. Some of the authorized uses of Purpose Code C in relation to the security of the criminal justice facility include: A. Vendors or contractors at the criminal justice agency who are not involved with the actual administration of criminal justice at the criminal justice agency, e.g., carpet cleaners, individuals responsible for maintaining vending machines, janitors, cooks, etc


SCENARIO #2

Your agency administrator requests you run a background
check on animal control officers that are paid by the city's
general fund. They're UCJIS Users and can write citations for

animal control related incidents. What Purpose Code can they

be run under?

Cannot run them at all



Presenter Notes
Presentation Notes
Reason: since the animal control officers are not paid by CJ funds, they cannot be run under Purpose Code J. This wouldn’t be justified to run under any other code as well, including C for Criminal Justice purposes, so therefore, they cannot be run at all in this scenario. This would also be considered misuse. They’re not allowed to be set up on the system as UCJIS Users under this agency’s ORI as they’re not employed by them- they need to be set up and authorized to receive this access from BCI.


SCENARIO #3

Utah PD recovers a stolen gun they had listed on NCIC. Prior to
releasing the firearm from evidence and back to its rightful
owner, the agency would like to run a lll check. (They will still
need to contact Brady before releasing the firearm from police

custody). What Purpose Code can this be run under?

Purpose Code F




SCENARIO #4

A high-profile inmate was recently transferred to the state
prison and you have reason to believe they are corresponding
with someone on the outside to bring contraband in. You want
to run a record check on one of the names/addresses frequently
sending inmate mail to him. What Purpose Code can this be

run under, if it's allowed at all?

Purpose Code C

- s


Presenter Notes
Presentation Notes
Reason: when there is reason to believe that criminal activity is occurring or has occurred, you can use III to search inmate mail and obtain the prisoner’s list of names and addresses of those wishing to correspond with them (ran under Purpose Code C).


SCENARIO #5

You work at a rural police department that heavily relies on
volunteers to staff the agency and complete the administration
of criminal justice. A new volunteer dispatcher was hired and
you were asked to initiate a background check on them within

UCIJIS. What Purpose Code can they be run under?

Purpose Code J



Presenter Notes
Presentation Notes
Reason: volunteers at the CJA involved with the actual administration of criminal justice at the agency can and should be run under Purpose Code J


SCENARIO #6

A criminal court is hearing a domestic violence case next week
and the judge is needing to run a QH inquiry on the defendant

beforehand. What Purpose Code can this be run under?

Purpose Code D



Presenter Notes
Presentation Notes
Reason: courts hearing DV cases can run III inquiries under Purpose Code D


SCENARIO #7

Zootopia PD was recently approved to be an ROA (Right of
Access) agency and now has the ability to complete
background checks for local citizens. A local citizen named Yogi
Bear comes in, fills out a waiver, and pays a fee to obtain a copy

of their Utah Criminal History Record. What Purpose Code can

this be run under??

Purpose Code P



Presenter Notes
Presentation Notes
Reason: All ROAs are run under Purpose Code P.


SCENARIO #8

You recently started working for a local housing authority (HUD)
agency and today were asked to run a pre screening on a

potential tenant for section 8 housing. What Purpose Code can
they be run under?

Purpose Code H



Presenter Notes
Presentation Notes
Reason: Authorized staff must use Purpose Code H when the III inquiry is made under the authority of the Housing Opportunity Extension Act of 1996. The use of this purpose code is limited to QH inquiries. The FBI’s CJIS Division assigns public housing agencies ORIs containing the letter Q in the ninth position for use by authorized agencies.


SCENARIO #9

In light of a recent earthquake, DCFS is reaching out to house
families, children, and youth after reviewing individual records

(QH/QR). What Purpose Code can they be run under?

Purpose Code X



Presenter Notes
Presentation Notes
Reason: Purpose Code X must be used when a QH inquiry message is made during an emergency situation when the health and safety of a specified group may be endangered (i.e., during largescale disasters such as hurricanes). Agencies authorized under an approved statute to receive criminal history record information preceding the delayed submission of fingerprints or by law enforcement agencies servicing the record needs of such agencies must use Purpose Code X. Following a QH inquiry message, authorized personnel may use a QR record request to review an individual’s record. All requests for background checks for exigent purposes must be accompanied by fingerprints. When the State Identification Bureau (SIB) does not make a positive identification, the delayed submission of fingerprints to the FBI must occur within the time frame agreed to by the Compact Council. The FBI may assign a T in the ninth position of the ORI for use by authorized noncriminal justice agencies. Before an agency may use Purpose Code X, CJIS Division staff must preapprove its use. Contact the FBI’s CJIS Division by telephone at 304-625-5590 for further information.



SCENARIO #10

The local Police Department was requested to run background
checks for Fire Department employment. The Fire Department
Is paid by the city but has access to the PD’s RMS system and is
set up on UCIIS for criminal citations and investigations. What

Purpose Code can they be run under, if it's allowed at all?

Cannot run them at all



Presenter Notes
Presentation Notes
Reason: Cannot run them under J since they’re not paid by CJ funds. This would also be considered misuse. Cannot have access unless they meet the reqs to be set up for the administration of crimj. 
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