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CJISSECPOL MODERNIZATION UPDATE

2021

Progress

Fall:

*  Brief- MP/
IGTF

®
2022

Progress

Spring:

* Brief: IA/84/
AT

Fall:
*  Publishv5.9.1
*  Publish v5.9.2

Brief: AC/IR/
& MA

_.

2023

Progress

Spring:

* Brief: AU/CP/
PE/PL/RA/SC

Fall:
*  Publish v5.9.3
*  Brief: CM

2024

Anticipated
Spring:
*  Publish v5.9.4

* Brief: CA/PS/
SA/SR

* Publish v5.9.5
Fall:
Task Force(s)

2025

Anticipated
Spring:
*  Publish v6.0

* Brief: Parking
Lot Items

* Task Force
Fall:

Brief: Topic
Papers / Task
Force Topics

2026

0000000

Anticipated

Spring:
*  Publish v6.1

Fall:

* Brief: Topic
Papers
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OVERVIEW
OF CJIS
SECURITY
POLICY

Applies to everyone dealing with Criminal Justice
Information (CJI)

* FBI/CJIS provided information

Shared Management Philosophy

* “The FBI said so...”

Information Security Requirements

* Minimum set...but required for connectivity

Guidelines and Agreements




Ransomware, 4, 13% Miscellaneous, 6, 19%

Phishing Email, 2, 6% Password Compromise, 3, 9%



~‘ ise, 11, 24%

Data Loss/Misuse, 8, 17% NEW
Phishing, 4, 9%

/3 Miscellaneous, 1, 2%

Malware, 8, 17% <=



RECENT REPORTED INCIDENTS — CY24-Q1

Event Type Other Info Related Controls
Malware __Troian Horse was discovered SI-2; SI-3; SI-4; SC-7

Data Loss/Misuse PC with CJI was discarded of mp% MP-1; MP-5; MP-6; PE-16
Data Loss/Misuse CITWas aeleted by mistake and unrecoverable MP-4; CP-9; CP-10
Ransomware it with Ransomware SI-2; SI-3; SI-4; SC-7

S —

Phishing User clicked phishing email AT-2; AT-3

Malware LATR IS S ssemanas it with malware and it spread to other systems causing an outage SI-2; SI-3; SI-4; SC-7

—

Data Loss/Misuse CJI left unattended AT-2; AT-3; PE-3; MA-2

Data Loss/Misuse Leaked Information through email AT-2; AT-3; SC-8; SC-13
redential Compromise User shared her account with:cm) AT-2; AT-3; AC-2

Malware VPNSusSpected orcontaming malicious code SI-2; SI-3; SI-4; SC-7
Malware Domain Controller, GIS, and VOIP systems all affected by malware SI-2; SI-3; SI-4; SC-7

Unauthorized Access Somone was able to use a vulnerability to login to a system and start looking for data SI-2; SI-3; SI-4; SC-7

Malware Suspected Malware after port scans were being run on the network internally SI-2; SI-3; SI-4; SC-7

Credential Compromise Credentials with access to CJI were found online AT-2; AT-3; IA-2

Unauthorized Disclosure CJl was sent to someone who was not vetted properly AT-2; AT-3
Data Loss/Misuse Employee misused CJI data AT-2; AT-3
AC-7; IA-2

Credential Compremise=RratePOTCE Password attempts were being made

—

S —

Personnel obtained access to master key and was able to be in areas of CJI they were not supposed to
Omewtharized Access  be PE-2; PE-3; PE-6




RECENT REPORTED INCIDENTS — CY24-Q2

Event Type
Miscellaneous

Other Info

Vulnerability discovered by external entity

Related Controls
SI-2; SI-4; RA-5; RA-7

Ransomware

Files were encrypted and held ransome

AT-2; AT-3; SI-2; SI-3; SI-4; SC-7

Malware

Domain Controller attacked

SI-2; SI-3; SI-4; SC-7

& (Credential Compromise

Users credentials were compromised

IA-2

Malware

VPN's hit with Zero-Day vulnerability

RA-5; SI-2; SI-3; SI-4; SC-7

Ransomware

Printers on their network were creating printouts letting them know their data had been stolen

AT-2; AT-3; SI-2; SI-3; SI-4; SC-7

Credential Compromise

Users account was compromised

IA-2

Unauthorized Disclosure

User provided CJl information to a person who had not yet been vetted properly.

AT-2; AT-3; AC-21

Unauthorized Access

Maintenance personnel were allowed into a room unescorted with ClI

MA-2; MA-5; PE-3; PE-8; PE-16

Malware

User downloaded malicious software

SI-2; SI-3; SI-4; SC-7

Credential Compromise

Credentials were compromised and accounts were access to view ClI

IA-2

Credential Compromise

Compromised VPN credentials led to Ransomware

IA-2

Unauthorized Access

Unauthorized maintenance personnel gained access to protected areas of CJI

MA-2; MA-5; PE-3; PE-8; PE-16

Unauthorized Disclosure

CHRI results were returned to the wrong agency

AT-2; AT-3

Data Loss/Misuse

PC with CJI was discarded of improperly

MP-1; MP-5; MP-6; PE-16

Unauthorized Disclosure

CJI Transmitted unencrypted

SC-8; SC-13

Ransomware

Brute force password attack leading to attempted ransomware

AC-7; 1A-2

Phishing attempt

AT-2; AT-3

Phishing attempt

AT-2; AT-3

Phishing attempt

AT-2; AT-3

Data Loss/Misuse

Laptop was stolen with CJI

PE-17

Ransomware

Ransomware attack on the Tribal Government Network

SI-2; SI-3; SI-4; SC-7

Unauthorized Disclosure

CJI was posted to Facebook

AT-2; AT-3; PL-4




RECENT REPORTED INCIDENTS — CY24-Q3
\ /4

\Event Type Other Info Related Controls

| (Credential Compromise VPN Credentials compromised IA-2

O Data Loss/Misuse Laptop was stolen with ClJI

Credential Compromise Email was compromised

Credential Compromise Email was compromised

Credential Compromise Email was compromised

14




CJIS SECURITY POLICY

PRIORITIES & IMPLEMENTATION
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data

ciated individual

1 SI-4 Information System

AN e risk score was deve opd by dividing the total attacks by the Q

total number of affected moderate controls
4,367

— A A

81
® Results in 73 controls and control enhancements scoring above the average?
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P3] & [P4]
2] and before [P4]
Rreaicrier [P3] o

® Ensures implementation is accomplished in a manner of dependency :
O ® Implementation does not imply any defined level of risk mitigation until all controls have bJen
implemented.
/ g



e o
P

red “existing”

ed '_-’rhe [Existing] marking.

* Priority 1 modernized requirements are indicated by the [Priority 1] marking.

* All [Priority 2], [Priority 3], and [Priority 4] modernized requirements fall into a

zero-cycle status. The zero-cycle begins October 1, 2024 and ends September 30,
2027.




CJIS APB: CONTROL PRIORITIES &

\\g IMPLEMENTATION
® Requirements Companion Document (RCD)
1 _IH

a_ Develop, document, and disseminate to all organizational personmnel with
PDUC AN EROCEOLNE-S systa'n and information i nEg'rcy resp-anslbimes and |r|fu-rrn.anon SYstem owners:

* CJISSECPOL
AU-3 CONTENT OF AUDIT RECORDS

(|Existing] [Priority 2

Control:

Ensure that audit records contain information that establishes the following:
(3) CONTENT OF AUDIT RECORDS | LIMIT PERSONALLY IDENTIFIABLE INFORMATION

‘= 1o faciltate the implementation of the system and informatig ‘-“
and the associated system and information integrity controls;

& organizational personnel with system and irformatian integrity
ton‘lanag#lhedeu\elopment documentation, and dissemination of ﬂ
1 information integ policy and procedures; and

and update the cument system and information integrity:

nually and following any security incidents involving unauthorized -n
nr tems used to process, store, or tramsmit CJI; and

&5 annually and following any security incidents involving

coess to CJl or systems wsed to process, store, or transmit CJL ‘

epart, and comect system flaws;

wiare and firmeare updates related to flaw remediation for

ind potential side effects before installation:
scunity-relevant software and fimmware updates within the number of

.

organizational configuration

licable security-relevant software and
ity scanming tools as least quarterty or
WJI or systems used to process, store, or

Limit personally identifiable information contained in audit records to the following elements mmmmrmmmmsos
2 malicious code;
protection mechanisms as new releases

identified in the privacy risk assessment: miimum PII necessary to achieve the purpose for which posen rereresrevees
it 1s collected (see Section 4.3).

mechanisms oo

e e s Seans o aes syseenl 3t keast daily and real-ime scans of

files from extemal sources at network entry and exit points and on all servers and
‘endpoint devices as the files are downloaded. opened, or executed in accordance
'with organizational policy: and

lu—rhl—ﬂilrluﬂ—l




CJIS APB: CONTROL PRIORITIES &

IMPLEMENTATION

® Priority 1 [P1] Controls (22):

Control Name

ACCOUNT MANAGEMENT

ACCESS ENFORCEMENT

INFORMATION FLOW ENFORCEMENT
SEPARATION OF DUTIES

LEAST PRIVILEGE

REMOTE ACCESS

USE OF EXTERNAL SYSTEMS

CONTINUOUS MONITORING

BASELINE CONFIGURATION

ACCESS RESTRICTIONS FOR CHANGE
CONFIGURATION SETTINGS

LEAST FUNCTIONALITY

SYSTEM COMPONENT INVENTORY
IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS)
AUTHENTICATOR MANAGEMENT
VULNERABILITY MONITORING AND SCANNING
BOUNDARY PROTECTION

FLAW REMEDIATION

MALICIOUS CODE PROTECTION

SYSTEM MONITORING

SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY
INFORMATION INPUT VALIDATION

Enhancements

AC-2 (1) (2) (3) (4) (5) (13)
AC-3 (14)

AC-4

AC-5

AC-6 (1) (2) (5) (7) (9) (10)
AC-17 (1) (2) (3) (4)
AC-20 (1) (2)

CA-7 (1) (4)

CM-2(2) (3) (7)

CM-5

CM-6

CM-7 (1) (2) (5)

CM-8 (1) (3)

IA-2 (1) (2) (8) (12)

IA-5 (1) (2) (6)

RA-5(2) (5) (11)

SC-7 (3) (4) (5) (7) (8) (24)
SI-2 (2)

SI-3

Sl-4 (2) (4) (5)

SI-7 (1) (7)

SI-10

Priority
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1
P1







CJIS APB: CONTROL PRIORITIES &
IMPLEMENTATION

® Priority 2 [P2] Controls (107):

Enhancements

Enhancements
CM-9

CM-11

CM-12 (1)
CP-1

CP-2 (1) (3) (8)
CP-6 (1) (3)
CP-7 (1) (2) (3)
CP-8 (1) (2)
CP-9 (1) (8)
CP-10 (2)

IA-1

IA-3

IA-4 (4)

IA-7

IA-8 (1) (2) (4)
IA-11

IA-12 (2) (3) (5)
IR-1

IR-4 (1)

IR-5

IR-6 (1) (3)
IR-8 (1)

Enhancements
MA-1
MP-1
MP-2
MP-4
MP-5
MP-6
MP-7
PE-1
PE-2
PE-3
PE-4
PE-6 (1)
PE-9
PE-10
PE-11
PE-12
PE-13 (1)
PE-14
PE-15
PL-1
PL-2
PL-8

Enhancements
PS-1

PS-2
PS-3
PS-4
PS-7
RA-1
RA-2
RA-3 (1)
RA-7
RA-9
SA-1
SA-2
SA-3
SA-4 (1) (2) (9) (10)
SA-8 (33)
SA-9 (2)
SA-10
SA-11
SA-22
SC-1
SC-2
SC-4

Enhancements
SC-5

SC-8 (1)
SC-12
SC-13
SC-15
SC-17
SC-20
SC-21
SC-22
SC-23
SC-28 (1)
SC-39

SI-1

SI-5

SI-16

SR-1

SR-5

SR-6

SR-11 (1) (2)




Enhancements Enhancements Enhancements

AC-7 PE-16 AC-11 (1)
AC-12 PE-17 AC-14
AC-21 PL-4 (1)

AC-22
AU-7 (1) PL-10

AT-4
CA-2 (1) PL-11
CA-6 PS-5 AU-11

. CA9 SA-5 CA-5
CM-4 (2) SA-15 (3) MA-3 (1) (2) (3)
CM-10 SC-10 PE-8 (3)
CP-3 SC-18 PL-O

CP-4 (1) SI-8 (2)

|PS-6
PS-8
PS-9
SI-18 (4)
SI-19

IA-6 SI-11

IR-2 SI-12 (1) (2) (3)

SR-2 (1)

IR-2 (3)

IR-3 (2)

SR-3

SR-8

IR-7 (1)

MA-2 SR-10

MA-4 SR-12
MA-5
MA-6

MP-3
PE-5



MULTI-FACTOR

AUTHENTICATION (MFA)



Presenter
Presentation Notes
Six new control families:  AU   CP   PE   PL   RA   SC


® [A-2: |IA (ORGANIZATIONAL USERS)

® Uniquely identify and authenticate organizational users and

associate that unique identification with processes acting on

behalf of those users.

® |A-2(1): Implement multi-factor authentication for

IDENTIFICATION access to privileged accounts.

AND ® |A-2(2): Implement multi-factor authentication for access
AUTHENTICATION to non-privileged accounts.
(1A)

October 1, 2024



® |A-5: AUTHENTICATOR MANAGEMENT

® Authentication Assurance Level (AAL) 2
® CJI = MODERATE

® Authentication SHALL occur by the use of either a multi-factor

authenticator or a combination of two single-factor

authenticators

IDENTIFICATION , , _
® *Unless multi-factor authenticator; use Memorized Secret plus...

AN D ® *Biometrics SHALL be used only as part of multi-factor

AUTH ENTICATI O N authentication with a physical authenticator (something you have).

(IA) ® *Device unlock is NOT a factor of authentication

October 1, 2024



* JA-5: AUTHENTICATOR MANAGEMENT |
AUTHENTICATOR TYPES

® Authenticator Types
®* Memorized Secret (PW /PIN)

Look Up Secrets
Out of Band

IDENTIFICATION
AN D One Time Pq.sscode .
Cryptographic Authenticators

AUTHENTICATION * Software based
(I A) ®* Hardware based

October 1, 2024



® |A-5: AUTHENTICATOR MANAGEMENT cont’d
KEY THING TO REMEMBER:

IDENTIFICATION REQUIREMENTS IN 1A-5(1) ‘o’

AND THRU ‘J’ AND ONLY THE

AUTHENTICATION ONES FOR THE

A AUTHENTICATOR(S) YOU
HAVE IMPLEMENTED ARE
REQUIRED TO BE MET

October 1, 2024
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Presenter
Presentation Notes
Assumptions:
1. All users are authorized (vetted and trained) and have access to all applications, services, and data including CJI
2. All users have the same profile allowing #1
3. All GREEN
4. All users must login using MFA


.
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Presenter
Presentation Notes
Assumptions:
1. Only authorized users (green) have access to all applications, services, and data including the CJI application
2. Unauthorized users (yellow) have a different profile preventing access to the CJI application
3. Authorized access in GREEN, unauthorized access in RED
4. Only authorized users (green) will use MFA to login to the CJI application




Presenter
Presentation Notes
Assumptions:
1. MDT users are authorized and have access to all applications, services, and data including CJI
2. MDT connects to agency resources over VPN (ORANGE)
3. MFA occurs when VPN (ORANGE LINE) is established by authorized MDT user or prior to any application, service, or data access (GREEN CIRCLE)





o€ rity

® Provide policy clarification to vendors in coordination with 1ISOs

e 1JIS / IACP Podcasts

|/ iso@fbi.gov
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CJISSECPO

Execufive Summary
Change Management
Summary of Changes
Table of Contents

List of Figures

List of Priorties

1 Introduction

2 CJIS Security Policy
Approach

3 Roles and
Responsibilities

4 Criminal Justice
Information and Personally
Identifiable Information

5 Policy and
Implementation

Appendices

ter Website

CJIS Security Policy Resource Center

Home | Requirements Companion Document (PDF | Excel) | 2024 1S5S0 Symposium Presentations |
Use Cases | Links of Importance | Submit a Question

Download Criminal Justice Information Services (CJIS) Security Policy - Version 5.9.5

Y D |

U. 8. Department of Justice
Federl Burean of [nvestigation

Criminal Justice [nformation Services Division

@

Criminal Justice Information Services (CJIS)

Security Policy

Version 5.9.5
07/09/2024




> meet

CJIS Security Policy

® New Excel version available

iso@fbi.gov




FLAW REMEDIATION |
AUTOMATED FLAW

a  Develop, document, and disseminate to all organizational personnel with
system and information integrity responsibilities and information system cwners:
Agency-devel 5 i :
(a) Addresses pumpo 3 ibilities, management commitment,
ordination among org i entities, liance; and
consistent with applicable laws, executive orders, directives, regulations,
standards, and guidelines; and
Procedures to facilitate the implementation of the systam and information
ity policy and the associated systemn and information integrity controls;
Designate organizational personnel with system and information integrity
responsibiliies to manage the pment, documentation, and dissemination of
ermn and information integri clicy and procedures; and

Test software and fimmaare updates related to flaw remediation for
effectivenass and potential side effects before installation;

- High— 20 days

- Medium — 80 days

- Low — 80 days: and

Dietemnine if system components have applicable security-relevant software and
fimmware updates installed using vulnerability scanning tools as least quarterty or
fiollowing any security incidents imvalving CJI or systems used io process, store, or
tramsmit C.J1.
a  Implement signature-based malicious code protection mechanisms at system
entry and exit points to detect and eradicate malicious code;
b.  Awutomatically update malicious code protection mechanisms as new releases
are available in accordance with organizational configuration management policy
and procedures;

Configure malicicus code protection mechanisms foc
1.  Perform perodic scans of the system at least daily and real-time scans of
files from extemal sources at network entry and exit points and on all servers and
endpaint ces as the files are downloaded, opened, or executed in accordance
with organizational policy; and




iso@fbi.gov
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