Utah Bureau of Criminal

Identification

New Cycle,

TAC Conference 2024

REVISED R/270°4



Out with the Old

Utah Bureau Of Criminal
Identification
Auditing and Training Staff

BCI Compliance Audit Agency Questionnaire
2021-2024

Agency Name and ORI:

Administrator Name, Title
and Email:

TAC Name, Email and
Phone:

OF PYUT

S2osssss’!



Presenter Notes
Presentation Notes
This next audit cycle we will be using the CJIS Audit System by Peak Performance. 


In with the New

Agencies will now be audited using Peak Performance

?
Active Audits Audit History My Info 1‘:)
Welcome, CHIEF BOGO Zootopia Police Department (UT0O000008)
New Audits Preview Start

(dBCI Compliance Audit 2024-2027



Presenter Notes
Presentation Notes
This next audit cycle we will be using the CJIS Audit System by Peak Performance. 


Audit Process

Email notification from CJIS Audit and
from BCIField Services Auditor that
audit has been initiated. Em ails are sent

to TAC &Agency Adm inistrator

Audit Assignment Notification (Bdemaly = Inboxx e &

donotreply@cjisapps.com T:30AM (27 minutes aga) ¥ &
to alisalarson, me -
Audit Name: BCI Compliance Audit 2024-2027

Audit Description: The BCI Compliance Audit is administered by BCl's Field Services section. This audit consists of assessing an agency’s usage of state and federal files as well as verifying all user types and agency personnel are properly
background checked, trained and tested, and using the system properly. This audit will evaluate agency policies to verify all required documents are in order for UCJIS and CJIS Security compliance.
Agency ORI UT0000003

Agency Name: Zootopia Police Department

Please log in to CJIS Audit to begin completing your online audit guestionnaire.

This audit questionnaire must be completed and submitted to your auditor, with any and all requested documentation, within 30 days. Failure to complete the audit questionnaire within the required time frame could put your agency's access to
criminal justice information at risk.

To legin to CJIS Audit please go tofhttps://utah.cjisapps.com/cjisaudit/fand click Agency Login. You will automatically be redirected to the Utah ID (id.utah.gov) login page.

Field Service Representatives (BCI) may ONLY assist with the BC| Compliance Audit. Should you have any guestions or concerns regarding the CJIS IT Security Audit, please reach out to gjisits(@utah.gov.

< “ Reply > («-1 Reply all) <r-> Forward>



Presenter Notes
Presentation Notes
Your agency will be required to login to the system to answer the audit questions. An email will be sent to both the TAC and the administrator when the audit is initiated. You will receive an email that looks like this from the system and you will also receive a separate email from your auditor.



Create Utah ID

e You will be asked to create a Utah ID

o Ifyou have gone through the ITaudit and created a Utah

account,you wontneed to make anotheraccount
U3l | [fUtahid

®
- ]
m U ta h zd O Remember my username

Forgot password?

About Get Help Contact Create an account



Audit Login

Agency will select “Agency Login” and it will open up the audit

home naoce
p 8 [«

CJIS Audit

Full Admin Login

Agency Login




Audit Process

Dear TAC,

required to complete the audit.

Your audit is due on November 1, 2024,

Email notification from CJIS Audit and Thanicyou.

from BCIField Services Auditorthat

Ofa Vaisima
Field Services
Litah Bureau of Criminal ldentification

to TAC & Agency Adm inistrator 2854001421

Monday-Thursday 7am-5pm

audit has been mmitiated. Em ails are sent

expressed permission by the original sender.

immediately and delete the email from your system.

'ﬂm Audit Information Request.pdf.idf (352.3 Kb)

o $P Messages.pdf.tdf (487.2 Kb)

'ﬁu Missed Hit Confirmations.pdf.tdf (281.4 Kb)

Please contact us if you have any questions or concerns.

¥e Criminal History Justification Logs.pdf.tdf (224.1 Kb)

Your agency administrator has also been copied on this message.

Your agency has been selected for a BCl compliance audit. The attached Audit Information Request outlines the actions

If immediate assistance is needed, please contact our Help Desk (CIC - available 24/7) 801-965-4446 Fax: 801-969-T065
This e-mail and any attachments are confidential and protected by legal, professional, or other privileges. Do not disseminate without

If you are not the intended recipient do not store, copy, re-transmit, use, or disclose any of its contents. Return it to the sender

Email from BCI will include an Audit
Information Request and any
applicable documents that your
agency will need to review and
answer questions on in the audit



Presenter Notes
Presentation Notes
The email that is sent from your auditor will look similar to his. It will include the audit information request where you will see exactly what documents, policies, and agreements that we may need from your agency. If your agency has any purged records or missed hits, BCI will provide your with the NIC number and OCA so your agency can review these records and provide BCI with an action plan to avoid purged records and missed hits in the future. If your agency has any criminal history logs, we will provide the logs for your agency to justify. Please read the Audit Information request carefully as it will tell you exactly what questions to answer for these files.


Audit Process Review

Email notification from CJIS Audit and
from BCIField Services Auditorthat audit
has been initiated. Em aili1s sent to TAC &

Agency Adm inistrator

Em ail from

FS Auditor

N

Em ail from CJIS A“‘g @‘I Uta hid

Utah Department of Public Safety
Bureau of Criminal Identification

2024-2027 Compliance Audit Information Request

Per the Agency User Agreement, each agency with an active ORI agrees to be audited by BCI and/or
the FBI at least every three years. This audit is a way of assessing agency usage of state and federal
files. If at any time the TAC or the Administrator has any questions about the compliance audit
process, please contact BCI Field Services.

Agencies willbe directed to

create a Utah ID

Em ail from FS Auditor willinclude the Audit
Inform ation Request outlining what documents BCI
willbe requesting in the audit along with additional

attachmentsthatapplyto youragency

CJIS Audit

Agency Login
Full Admin Login

Once created,agencywillbe able to

login and complete the audit




What does it look like?

e TAC & Agency administrator will be able to login and view audit

?
Active Audits Audit History My Info 1‘:)
Welcome, CHIEF BOGO Zootopia Police Department (UT0O000008)
New Audits Preview Start

i BCI Compliance Audit 2024-2027 s S




What does it look like?

e TAC & Agency administrator will be able to login and view audit

CII5 Audit & Survey - Google Chrome

23 utah.gjisapps.com/gjisaudit/audit/index pl7emd=PREVIEW_SURVEY&SURVEY_ID=68&SI0=1722251489293971708546907&TM=1722282975855 |... &

P View as PDF

. : ) ?
T e BCI Compliance ﬁtudlt 2024-2027 k__)
Preview
Welcome, CHIEF BOG( Zootopia Police Department (UTO000008) folice Department (UT0000008)
Report Created: Mon July 29 2024 15:56:15 GMT-0500 (Eastern Standard Time)

New Audits Section: On File Documents with BCI Preview Start
3 BCI Ccmplia nce Audl | 1)- Has your agency submitted the most recent Criminal Justice Agency Agreement to BCI? S

Yes ’_'._-l P

Mo

2). Has your agency submitted the most recent ORI Validation Form to BCI?

Yes
Mo

3). Has BCI received Security Agreements for all Users, Non-Access Users, and Non-Users for your
agency?

Yes

Mo

4). Has BCI received User Training and Testing Agreements for all Users and Non-Access Users in your
agency?

Yes
Mo



Presenter Notes
Presentation Notes
You will select preview if you just want to preview the audit, see how many questions there are, etc.


What does it look like?

e TAC & Agency administrator will be able to login and view audit

r
Active Audits Audit History My Info 1‘:)
We : nt (UT0000008)
Zootopia Police Department (UT0000008)
Ney freview Start
: Audit User: CHIEF BOGO Audit Name: BCI Compliance Audit 2024-2027 Questions in Audit: 48
wal , N\
Audit Progress: 0%  Answered: 0 of 48 questions @q View/Edit Audit / L
Audit Section: On File Documents with BCI
1 Has your agency submitted the most recent Criminal Justice Agency Agreement to BCI?
) Yes
) No

[Save and Continue »] [Close and Finish Later] [Skip Questi{m]



Presenter Notes
Presentation Notes
You will select “start” once you are ready to begin the audit and it will take you to the first question in the audit.


Must select “Confirm” to start

audit

e You will receive a pop up message asking if you would like to

start the audit,you must select “Confirm ”to start

WEBSCIS - Search @ BCl Agency Manage.. @9 B

Criminal History  £0§ Xchange Login @ @ B
utah.cjisapps.com says

Flease confirm you wish to start this new audit,

838 () cHiEF v
Cancel

B e e e e

CJIS Audit

e —————————)

(2
Active Audits Audit History My Info Q

Welcome, CHIEF BOGO Zootopia Police Department (UTO000008)
New Audits

Preview Start
@ BCI Compliance Audit 2024-2027

[ | D
Saved Audit(s)
Audit Name Answered Unanswered Progress Preview Continue
0 Q1S IT Security Audit 2 58

3% Complete D 2\/
Questionnaire 2023-2026 :




Can | exit out & pick it back up

later?

e Yes, it will save your progress as you answer questions

VEBSCIS - Search @ BCl Agency Manage.. @9 B @ Crminal History [} ¥change Login - @ BA
utah.cjisapps.com says

Please confirm you wish to Close and Finish the Audit Later.

Cl IS AUd it Flease note you may return at any time and pickup where you left off

Audit User: CHIEF BOGO Questions in Audit: 67
Cancel
fq view/Edit Audit

Audit Progress: o 6%  Answered: 4 ¢

Audit Section: Requested Documents
1 Please upload your Misuse Policy. Per UCA 53-10-108, the agency Misuse Policy must state one of the following: 1)

The "Commissioner and Director of BCI” will be notified if misuse of UCJIS information is
suspected; ar 2) The agency will abide by UCA 53-10-108.

|:| I don't have this document.

- GI- —

Flease do not upload documents that contain CI1.
Document Title File Upload

| Choose File | Mo file chosen Upload

Save and Continue »] [Close and Finish Later] [Skjp Question ]

S
OF PY 7,
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Can | exit out & pick it back up

later?

e \When you login again to answer more audit questions, you will

select “Continue”

Utah Department of Public Safety

CJIS Audit

Be sure to check out the CJIS Audit Tutorial! View Tutorial Dismiss

Active Audits Audit History My Info -)

Welcome, CHIEF BOGO Zootopia Police Department (UT0O000008)

New Audits Preview  Start Click here to
No New Audits Available N/A N/A continue
Saved Audit(s)

Audit Name Answered Unanswered Progress Preview Continue

0 CJIS IT Security Audit 2 58 3% Complete o }/

Questionnaire 2023-2026 e

L BCI Compliance Audit 2024-2027 4 63 6% Complete o } /




CJIS Audit Information

e Agencies will receive a weekly reminder email from the CJIS
Audit system
e Agencies willhave one month to complete the audit
e Agencies can edit questions before subm itting
o Use the “View/Edit” Audit button
e Audit can potentially hit an agency 3 times
o Initial
o Response Required

o Final Review




Uploading Documents

e Agencies will be able to upload the requested document

e Anything with CJI,cannot be uploaded in the audit system

Utah Department of Public Safety

d CJIS Audit

Zootopia Police Department (UTOD0D0008)

Audit User: CHIEF BOGO Audit Name: BCI Compliance Audit 2024-2027 Questions in Audit: 67
Audit Progress: . 6%  Answered: 4 of 67 questions R View/Edit Audit
Audit Section: Requested Documents

1 Please upload your Misuse Policy. Per UCA 53-10-108, the agency Misuse Policy must state one of the following: 1)

The "Commissioner and Director of BCT” will be notified if misuse of UCIIS information is
suspected; or 2) The agency will abide by UCA 53-10-108.

|_| I don't have this document. ]

Select “Choose file” to select
file you would like to upload

- Gr-__

Flzase do not upload documents that contain CILL

Document Title File Upload

| Choose File | fast Upload

Save and Continue x>] [Close and Finish Later] [Skjp Question]




Uploading Documents

e Select the file that your agency will be uploading

PV

", 1896
NS
~.! OF PY

2ossssr?

A\

Cancel

« BCIFS » Manuals 2024 > ) s Search Manuals 2024
Ider =~ [ o
MName Date modified Type Size
MNCIC Manuals 7/29/2024 9:09 AM File folder
Werd Versions of the Manuals 7/18/2024 2:09 PM File folder
Alerts Manual 7/18/2024 2:09 PM Adobe Acrobat D... B30 KB
Missing Persons Manual 47372024 11:45 AM Adobe Acrobat D... 420 KB
UCJIS Basics Manual 471172024 2:37 PM Adobe Acrobat D... 2,662 KB
E name: || v| All Files ~

1723059523

Ucls RH Canvas @ Utah-ID @ Criminal History ] Xchange Log

Select the file that you would like
to upload

jartment

pliance Audit 2024-2027 Questions in Audit: 67

(q view/Edit Audit

18, the agency Misuse Policy must state one of the following: 1)
id if misuse of UCIIS information is
108.

e this document.

or --

peuments that contain CII.

Choose File | Mo f

chosen Upload

[Save and Continue »] [Close and Finish Later] [Skip Question]




Uploading Documents

e Name the document and select “Upload” to complete the process

Utah Department of Public Safety

CJIS Audit

Zootopia Police Department (UTO0000D08)

Audit User: CHIEF BOGO Audit Name: BCI Compliance Audit 2024-2027

Audit Progress: o 6%  Answered: 4 of 67 questions

H Documents

Type the Document Title

pload your Misuse Policy. Per UCA 53-10-108, the agency Misuse Policy must st
The "Commissioner and Director of BCI” will be notified if misuse of UCIIS information is
suspected; or 2) The agency will abide by UCA 53-10-108.

Questions in Audit: 67

fQ View/Edit Audit

ate one of the following: 1)

Select “Upload” to complete the
uploading process

|:| I don't have this document.

- Gr _—

Please do not upload documents that contain CIL.
Document Title File Upload

[h-']isuae Palicy] ] | Choose File | UCJIS Basics Manual pdf

[Sa‘-.fe and Continue »] [Close and Finish Later] [Skjp Question]




Uploading Documents

e Not naming the document or not selecting upload will give you the

following errors

utah.cjisapps.com says

Please enter a document title

Untitled Document
Error

Not selecting

utah.cjisapps.com says

“Upload” Error

It appears that there is document prepared for uploading.
Please confirm you wish to continue WITHOUT uploading the

document?




Uploading Documents

e Once it is uploaded, it will give you a successful response

Utah Department of Public Safety

CJIS Audit

Zootopia Police Department (UTO00D00D08)

Audit Name: BCI Compliance Audit 2024-2027 Questions in Audit: 67

Audit User: CHIEF BOGO

fq View/Edit Audit

Audit Progress: o 6%  Answered: 4 of 67 questions

Audit Section: Requested Documents
L Please upload your Misuse Policy. Per UCA 53-10-108, the agency Misuse Policy must state one of the following: 1)
The "Commissioner and Director of BCI” will be notified if misuse of UCIIS information is
suspected; or 2) The agency will abide by UCA 53-10-108.

I don't have this document.

— Gr —_

‘ Upload Successful

Save and Continue n] [Close and Finish Later] [Skjp Question]




Uploading Documents

e You will be able to upload more than one document, if needed &

you willbe able to replace existing documents orremove them

Utah Department of Public Safety

altogether [B=RS[EFE:

Zootopia Police Department (UTO0000D08)
Audit User: CHIEF BOGO Audit Name: BCI Compliance Audit 2024-2027 Questions in Audit: 67
Audit Progress: . 6%  Answered: 4 of 67 questions €3 View/Edit Audit
Audit Section: Requested Documents
1 Please upload your Misuse Policy. Per UCA 53-10-108, the agency Misuse Policy must state one of the following: 1)
The "Commissioner and Director of BCI" will be notified if misuse of UCIIS information is
suspected; or 2) The agency will abide by UCA 53-10-108.
I don't have this document.
— Gr- —_
Please do not upload documents that contain CII.
Document Title File Upload
| Choose File | No file chosen Upload
Edit Document Title Filename Replace Remove
@ # Misuse Policy ucjis_basics manual.pdf Eg (%]
.,4' pr RN,
J [Save and Continue x»] [Close and Finish Later] [Skjp Question ]
o
2 \%




Uploading Documents

e If you upload multiple documents, it will look like this

Utah Department of Public Safety

CJIS Audit

Zootopia Police Department (UTO000008)

Audit User: CHIEF BOGO Audit Name: BCI Compliance Audit 2024-2027 Questions in Audit: 67

Audit Progress: o 7%  Answered: 5 of 67 questions [,; 2 View/Edit Audit

Audit Section: Requested Documents

2 Please upload a copy of the first page of your REPT report.

I don't have this document.

- Gr-__

Please do not upload documents that contain CI1.

Document Title File Upload
| Choose File | No file chosen Upload
Edit Document Title Filename Replace Remove
# REPT 2024 tac conference final... E[] [ ]
@ Test Two Documents bd loge art {4).png Em (%)

[Save and Continue »] [Close and Finish Later] [Skjp Question]

S
OF PY 7,
2000sss09"”,



Presenter Notes
Presentation Notes
Your agency can upload multiple documents if you need to. 


Submitting Documents with CJI

e CJl cannot be uploaded in the system. When CJl is requested, you

willbe asked to verify that you read the question and you comply to

send the documents to your auditor

Utah Department of Public Safety

d CJIS Audit

Zootopia Police Department (UTO000008)

Audit User: CHIEF BOGO Audit Name: BCI Compliance Audit 2024-2027 Questions in Audit: 67

Audit Progress: .. 12%  Answered: 8 of 67 questions €3 View/Edit Audit
Audit Section: Requested Documents

9 Does your agency have NCIC Case files to submit?

Yes

) 0[]

L 1. Please email a copy of your NCIC Case files to your auditor.

) 1 have read and will comply.

Save and Continue »] [Close and Finish Later] [Skjp Question]




Skipping Questions

e Agencies cannot submit audits when a question is skipped. This

screen willpop up when you skip a question.Ifagency tries to

subm i1t and a question 1s skipped, it will kick you back to the
skipped question

Utzh Department of Public Safety
8 CJIs Audit

Shipping Qaeestion
Yomn waill P redpuieesd Do anseeer The guestion later.

.
-c?, w:;h BSCIS - Search @ BCl Agency Manage (= ] Criminal History [0} Xchange Login - @Y EI

utah.cjisapps.com says

- a .
CJ IS AUd lt The following questions have NCT been answered. gﬁ ® CHIEF +~
If you do not wish to answer the gquestion you may click the Skip

Question button. You will be required to answer all questions,

Sub Question Mumber: 2 15 unanswered,

Audit User: CHIEF BOGO Questions in Audit: 67

Audit Progress: 45%  Answer

fq view/Edit Audit
Audit Section: Requested Documents

This question is marked for Re-Answer

g T wrmunr mmmseair = 34 b somaear )




Progress

e Agencies can view their progress on the main audit page

Utah Department of Public Safety

CJIS Audit

Be sure to check out the CJIS Audit Tutorial! View Tutorial Dismiss

7Y Halp
Active Audits Audit History My Info ("-)

Welcome, CHIEF BOGO Zootopia Police Department (UT0O000008)

Mew Audits Preview  Start
Mo New Audits Available N/A N/ A
Saved Audit(s)
Audit Name Answered Unanswered Progress Preview Continue
I CJIS IT Security Audit 2 58 3% Complete ® S
Questionnaire 2023-2026 — <
3 BCI Compliance Audit 2024-2027 8 59 12% Complete 17 7
| D
\ /

N\ /

If you are assigned more than one audit, carefully review the Audit Name to
ensure you are completing the correct audit. You will be able to see how

many questions in the audit have been answered and what percentage of
the audit is complete




Progress

e Agencies will also be able to view which questions have been

answered and which ones haven’t.It willbe color coded sim ilar to

this

" Sub Questions

1 Please upload your Criminal Histery Justification Document Not Provided
Logs.

Agencies that access Utah Criminal History (UCH)
and/or Triple I (III) will be required to justify the
purpose for the transactions. Please enter the
justification next to each log entry by answering
the following questions:

1)  Why was the transaction run?

2) Was the correct purpose code used and if
not, what should the code have been?

3) Was the requestor the person who recsived
the information?

4) Is the auditing purpose a case number or
specific phrase?

5) If an inguiry is highlighted in RED indicating
a Utah Right of Access inguiry, please provide the
signed ROA Waiver Form.

s Does your agency have NCIC Case files to submit? Mo Re-

1

=}
[%x}
(4]

10 Does your agency have Utah Statewide Warrant files No
to submit?

1

=}
[%x}
(4]

11 Does your agency have personnel that access UCIIS Yes
data from a mobile device?

>
e,

" Sub Questions

vd3g
g0seons,

”

oo,




Submitting Audit

e \When you are ready to submit, you will be taken to this page

where you can complete &subm it, Save 1t for later,or Review the

a u d it Utah Department of Public Safety

CJIS Audit

Finalize Audit

ORI: UT0000008
Ready to submit the following audit: BCI Compliance Audit 2024-2027

To complete and finalize the audit click the following button:

[ Complete Audit ]

To Save the audit for later click the following button:

[ Save For Later ]

To Review the audit dick the following button:

[ Review Audit ]




Submitting Audit

e If you are ready to submit, you will receive this pop up message

when you click “Complete Audit” Select “Ok”to confirm

SCIS - Search @Y BCl Agency Manage.. @ B @ Criminal History [§ Xchange Login - @ §
utah.cjisapps.com says

Flease confirm you wish to complete and finalize the audit.
CJIS Audit 88 (@ amerv
Cancel

ORI: UT0000008
Ready to submit the following audit: BCI Compliance Audit 2024-2027

To complete and finalize the audit click the following button:

Complete Audit

To Save the audit for later click the following button:

Save For Later

To Review the audit dick the following button:

Review Audit




Audit Submitted

e Once audit is submitted, the status will change to “Pending

Review”. This means it has been sent back to yourauditor at BCI

Field Services

"Pending Audit(s)

Audit Mame Date Completed Compliancy Status

B A "
Audit Report .\|_) Pending Review

id BCI Compliance Audit 2024-2027 August /, 2024




Response Notification Email

e Once the audit has been reviewed by the auditor, your agency

TAC and Adm mistrator willreceive an em aillnotifying you ofa

Ics p O0Nnsc Review Response Notification (Exemal nbox x S O

O donotreply@cjisapps.com Wed, Aug 7, 10:30PM (8 hours ago) ¥ &
] to me, mbiesinger
Audit Name: BCI Compliance Audit 2024-2027
Audit Description: The BCI Compliance Audit is administered by BCI's Field Services section. This audit
consists of assessing an agency's usage of state and federal files as well as verifying all user types
and agency personnel are properly background checked, trained and tested, and using the system
properly. This audit will evaluate agency policies to verify all required documents are in order for UCJIS
and CJIS Security compliance.
Agency ORI UT0000003
Agency Name: Zootopia Police Department

Your audit has been reviewed by the Utah DPS Audit Team. Some of your audit responses have been
identified as non-compliant and require an additional response. Please login to CJIS Audit to view your
agencya€™s compliance report and update your responses to the non-compliant findings. These
responses should include corrective action plans and estimated dates of correction for each item

To login to CJIS Audit please go to htips://utah.cjisapps.com/cjisaudit/ and click &€"Agency Logind€™.
You will automatically be redirected to the Utah ID (id.utah.gov) login page.

Field Service Representatives (BCI) may ONLY assist with the BCl Compliance Audit. Should you have
any questions or concermns regarding the CJIS IT Security Audit, please reach out to cjisits@utah. gov.

[Message clipped] View entire message

| & Reply )| * Replyall || ~ Forward |

seensssr?’ 5\ ¢
] OF P“?ﬂ'
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Response

e You will log into CJIS Audit to review the audit and respond. Your

home screen willlook like this once you log m.Please payclose

attention to this especiallyif you have multiple audits you are

working on (IT&BCICompliance Audit

Utah Department of Public Safety

CJIS Audit

Be sure to check out the CJIS Audit Tutoriall View Tutorial Dismiss
Active Audits Audit History My Info
Welcome, CHIEF BOGO Zootopia Police Department (UTO000008)
New Audits Preview  Start
No New Audits Available MNSA N/A
Saved Audit(s)
Audit Name Answered Unansw ered Progress Preview Continue
[ CJIS IT Security Audit 1 59 2% Complete o N
Questionnaire 2023-2026 - <
Pending Audit(s)
Audit Name Date Completed Compliancy Status
WBCI Compliance Audit 2024-2027 August 7, 2024 R T | NfA
SO T=TOTT You will be able to view the Audit Report and
Respond to the audit




Response

e \When you select “Response Required” a new window will pop up.

You willenter youragencyresponse byselecting “Add”

& CJIS Audit - Edit Motes - Google Chrome (] X

2% utah.gjisapps.com/gjisaudit/audit/index.pl?’cmd=AGENCY_RSP&SID=172374596018215472639031&55_ID=352&TM=1723746358

BCI Compliance Audit 2024-2027
Agency Information: Zootopia Police Department - (UT0000008)
Submitted By: CHIEF BOGO - On: August 7, 2024

Compliance Report with Agency Responses:

BCI

4315 S 2700 W

Ste 1200

Taylorsville, UT 84129

Compliance Report with Agency Responses

Per the Criminal Justice Agency Agreement, each agency with an active ORI agrees to be audited by BCI and/or the FEI at least once every three years. If at any time the TAC or
Agency Administrator has any questions about the compliance audit process, please contact your agency's BCI Field Services Representative.

Item: 1
Section Name: Court
Question: Was this agency provided Warrant number(s) to submit files for?
L Sub Question(s)
Item: 1.1
Section Mame: Court
Question: After reviewing these files for these warrants, were all statewide warrant listings valid and accurate?
User Answer: No
Compliance Response: Please review the QC sheet sent to your agency
Agency Response: Add Your Response By Clicking the Add button = Q

BCI appreciates the efforts your agency displays in complying with state and federal regulations and policies.

(Save For Later ] (Save For Final Review |




Response

BCI Compliance Audit 2024-2027
Agency Information: Zootopia Police Department - (UT0000008)
Submitted By: CHIEF BOGO - On: August 7, 2024

Compliance Report with Agency Responses:

BCI

4315 5 2700 W

Ste 1300

Taylorsville, UT 84129

Compliance Report with Agency Responses

Per the Criminal Justice Agency Agreement, each agency w
Agency Administrator has any qu

ith an active ORI agrees to be audited by BCI and/or the FBI at least once every three years. If at any time the TAC or
tions about the compliance audit process, please contact your agency's BCI Field Services Representative.

Ttem: 1
Section Name: Court
Question: Was this agency provided Warrant number(s) to submit files for?

L Sub Question(s)

Item: 1.1

Section Name: Court

Question: After reviewing these files for these warrants, were all statewide warrant listings valid and accurate?
User Answer: MNo

Compliance Response: Please review the QC sheet sent to your agency

Agency Response: Ediiting...

Editing Agency Response

B T U 8 o= 9)|

(Save Response ] [ Cancel Edit )

BCI appreciates the efforts your agency displays in complying with state and federal requlations and policies.

2onssss?’ 'y \ g
s. OF P“?ﬂ'

2ossssr?



Presenter Notes
Presentation Notes
You will add your response in the free text box. Make sure you select “Save Response” when done.


Response

BCI Compliance Audit 2024-2027

Agency Information: Zootopia Police Department - (UT0O000008)
Submitted By: CHIEF BOGO - On: August 7, 2024

Compliance Report with Agency Responses:

BCI

4315 S5 2700 W

Ste 1200

Taylorsville, UT 84129

Compliance Report with Agency Responses

Per the Criminal Justice Agency Agreement, each agency with an active ORI agrees to be audited by BCI and/or the FEI at least once every three years. If at any time the TAC or
Agency Administrator has any questions about the compliance audit process, please contact your agency's BCI Field Services Representative.

Item: 1
Section Name: Court
Question: Was this agency provided Warrant number(s) to submit files for?
L+ Sub Question(s)
Item: 1.1
Section Name: Court
Question: After reviewing these files for these warrants, were all statewide warrant listings valid and accurate?
User Answer: No
Compliance Response: Please review the QC sheet sent to your agency
Agency Response: This is where I enter my response to this question. Q

BCI appreciates the efforts your agency displays in complying with state and federal regulations and policies.

( Save For Later ] ( Save For Final Review |



Presenter Notes
Presentation Notes
Once your response is added for all compliance issues, you will select “Save for Final Review” if you are ready to submit it back to BCI. 


Save for Final Review

e You will be asked to confirm saving your response for final review

| Save For Later | (Save For Final Review)

Confirm Save For Final Review |E|

Please confirm you wish to save your audit for final

review.

Yes Mo




Save for Final Review

e The window will close and redirect you to the main screen where

the status willnow show “In Final Review”

Utah Department of Public Safety

CJIS Audit

Be sure to check out the CJIS Audit Tutoriall View Tutorial Dismiss

() Help Man

Active Audits Audit History My Info k‘-) e,
Welcome, CHIEF BOGO Zootopia Police Department (UT0O000008)
New Audits Preview  Start
No New Audits Available N/A M
Saved Audit(s)
Audit Name Answered Unanswered Progress Preview Continue
3 CI1S IT Security Audit 1 59 2% Complete ] }/\
Questionnaire 2023-2026 —

Pending Audit(s)

Audit Name Date Completed Compliancy Status
WECI Compliance Audit 2024-2027 August 7, 2024 les 1 NA -
g ! | Audit eyl ' (i ) In Final Review

Showing 1 -1 of 1
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Presenter Notes
Presentation Notes
If there are still any issues with your response after submitting, your field services representative will contact you.


Final Response

Notification Email

Final Response Notification (Extemal Peak Performance X
S donotreply@cjisapps.com Thu, Aug 15, 1115PM (11 days ago) <%
(] to jarrelbeal, me -

Audit Name: BCl Compliance Audit 2024-2027

Audit Description: The BCl Compliance Audit is administered by BCl's Field Services section. This audit consists of assessing an agency’s usage of state and federal files as well as verifying all user types and agency personnel are properly
background checked, trained and tested, and using the system properly. This audit will evaluate agency policies to verify all required documents are in order for UCJIS and CJIS Security compliance.

Agency ORI: UT0000008

Agency Name: Zootopia Police Department

Thank you for completing your audit. An audit report is available for your review in CJIS Audit. Please log in to confirm and complete your audit.

To login to CJIS Audit please go to https://utah.cjisapps.com/cjisaudit/ and click 3£ Agency Logind€™. You will automatically be redirected to the Utah ID (id utah.gov) login page.

Field Service Representatives (BCI) may ONLY assist with the BC| Compliance Audit. Should you have any questions or concerns regarding the CJIS IT Security Audit, please reach out to gjisitsi@utah.gov.




inal Response

otification

e The final portion will always be “Compliant”. The main page

should look like this mm the finalstage

Utah Department of Public Safety

CJIS Audit

Be sure to check out the CJIS Audit Tutorial! View Tutorial Dismiss

Z) nelp
Active Audits Audit History My Info ("')

Welcome, CHIEF BOGO Zootopia Police Department (UTOD0D0008)
Hew Audits Freview  Start
Mo New Audits Available M/A M A
Saved Audit(s)

Audit Name Answered Unanswered Progress Preview Continue
0 CJIS IT Security Audit 1 59 2% Complete = S
Questionnaire 2023-2026 <

Pending Audit(s)

Audit Name Date Completed Compliancy Status
WBCI Compliance Audit 2024-2027 August 7, 2024 ! Audit Report : @ [ Review Final Notes ]

Showing 1 -1 of 1




Review Final Notes

e BCI will provide any further notes in this section along with a

complhiance response. You willhave to confirm that you read

Utah Department of Public Safety

these notes @ CJIS Audit

Be sure to check out the CJIS Audit Tutorial! View Tutorial Dismiss

=~
Active Audits Audit History My Info U
Welcome, CHIEF BOGO Zootopia Police Department (UT0000008)
New Audits

Preview Start
No Mew Audits Available

N/A N/A
Saved Audit(s)
Audit Name Answered Unanswered Progress Preview Continue
I ity Audi 1 59 2% Complete
W CIIS IT Security Audit # p el }/
Questionnaire 2023-2026

Pending Audit(s)

Audit Name Date Completed

August 7, 2024

Compliancy Status

Audit Report | @ Review Final Notes

WEBCI Compliance Audit 2024-2027

Final Review Notes

Final Review Notes: Please provide what your agency will be implementing to be compliant.

Audit Completed: @ Compliant

ould like to commend this agency on suco

tion to both state and federal policies tha
5.

[ Click Here to Confirm You Have Read the Final Review Motes ]

Showing 1-1of1
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History

e Once you exit out of the window, the audit will now appear in the
Audit History tab

Utah Department of Public Safety

CJIS Audit

Active Audits Audit History My Info '\"-)
Welcome, CHIEF BOGO Zootopia Police Department (UTO000008)

Completed Audit(s)

Audit Mame Date Completed Compliancy Status

BCI Compliance Audit 2024-2027 August 7, 2024 R ——— i .
| Audit Report | @ @ Done

Showing 1 -1 of 1




History

e You will be able to download a PDF of the audit to store for your

records

o

Optional Items to Include in PDF Report

Audit

'H oC
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What documents will BCI
request?
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e BCI will request the following policies from agencies:

o Misuse Policy

m Per UCA 53-10-108,the agency Misuse Policy must state one ofthe followimg:
1) The “Commissioner and Director of BCI”willbe notified if m isuse of UCJIS

inform ation 1s suspected;or 2) The agency willabide by UCA 53-10-108
o NCIC Validation Policy and Procedures (ifapplicable)

o SWW Validation Policy and Procedures (ifapplicable)
o AMBER Alert Procedures/EMA Policy (ifapplicable)
o MDM Policy (ifapplicable)




Misuse Policy

e Misuse Policy
o Per UCA 53-10-108,the

agency Misuse Policy must

. Gotham Police Department Misuse Policy
state one ofthe followimg:

Summi%siog:{ EFFECTIVE DATE POLICY NUMBER
1) The “Com missioner and e 1, 1990 GPD.20-101
SUBJECT REFERENCE
Director of BCI”’willbe DA AS SR S UCAT 008
In bion System) In aton
. . o AMENDS RE-EVALUATION DATE NO. OF PAGES
notified ifmisuse of UCJIS Ry e :
inform ation 1s suspected; | puseosE

The Gotham City Police Department (GPD), as well as all city govemmenial
agencies and individuals are strictly govemed by state statutes/policies and

federal statutes/policies from disseminating Utah Crminal Justice Information
Or System (UCJIS) to unauthorized agencies or individuals. GPD follows state and
federal law and promulgating policies and procedures, which prolect an
ndividual's nght to privacy while maintaining a balance of faimess for which
criminal history information is used and disseminated

2) The agency willabide ——

In accordance with UCA 53-10-108, Gotham City Police Department (GPD) will
b UCA 53 10 10 8 notify the commissioner and director of the Utah Bureau of Criminal Identification

y = = (BCl) upon the discovery of unauthorized access, use, disclosure, or
dissemination of a record created, maintained, or to which access is granted by
BCI

Policy Number GPD-90-101




NCIC Validation
Policy & Procedure

Gotham Police Department
NCIC Validation Policy & Procedures

Procedure

1. TAC will log into UCJIS and download the validations for the current
month using the NVAL transaction the first Monday following the first
Saturday of the month

2. TAC will search all available UCJIS files and all available records
(CAD, Court files, reporting party, social media, etc.) and add missing
information to the record

3. TAC will validate each record using the modify transaction of the file
type (MW for Wanted Persons, MG for Guns, etc.) and add any
information found to the record

4. TAC will have the record checked by a second party

Paolicy
A second party check will be performed on all entries

This agency will follow NCIC protocol in confirming that the record is
complete, accurate and still outstanding or active.

Per NCICPalicy 3.4, this agency will accomplish validation by reviewing the
entry and current supporting documents, and by recent consultation with
any appropriate complainant, victim, prosecutor, court, nonterminal agency,
or other appropriate source or individual.

Revised 8/22/2024
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Policy & Procedure

S
e,
2ossssr?

Wil

Gotham Justice Court
SWW Validation Policy & Procedures

From Booking Report

1.
2.

Clerk will print booking report daily
Warrant will be recalled from CORIS if defendant’s name appeared in
the Booking Report

. If defendant is in custody, clerk will contact jail and arrange

video/transport

If defendant is not in custody, clerk will hold case for 2 weeks (10
days)

If defendant does not contact the court during those 2 weeks, their
case will be referred to judge for new warrant

If defendant was to contact the court during the 2 weeks, matter will
be set for hearing accordingly

From Audit Report

1.
2.

3.

Clerk will print audit report every Monday

Information from audit report will e clarified to information from
CORIS system

If warrant was recalled by court's order, but defendant’s name/warrant
still appeared on Audit Report, clerk will recall the warrant from

UCJIs

Revised 8/22/2024
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ROA Contracts and Waivers (If applicable)
Copyofthe first page of your REPT

Hit Confirm ation Agreement

o Ifyouragencyowns NCIC records butisnota 24-houragency,you should

have an agreement in place (e.g.with a dispatch center)outlining roles for
after-hours hit confirm ation

NCIC Case Files (ifapplicable)

SWW Documents (ifapplicable)




Criminal History Logs

Justification

e Agencies that access Utah Criminal History (UCH) and/or Triple | (llI) will
receive a PDF file with logs for themragency

TRANS | PURPOSE SEARCH
TYPE CODE |AUDIT PURPOSE |REQUESTEUSER ID |ORI DATE/TIME TYPE SEARCH CRITERIA

Smith, John

1 QH C 17-1425441 jjones jjones UT030021410/29/17 12:12 |NAME |(11/30/1979)
Doe, John

2 CHQ C 65201110 jjones jjones UT030021411/14/17 13:25 |[INAME |(07/26/1982)

3 CHQ J New hire LK7766 LK7766 |UT030021411/31/17 9:44:5/SID 24115511
Doe, Jane

4 QH J 17-2544874 C jjones UT030021412/18/17 9:34 |NAME |(02/07/1981)
Mars, Bruno

5 QH C Investigate Sgt. Jones |LK7766 |UT03002141/1/18 11:27 NAME |(05/05/1978)

6 QH C 18-1525584 me bmerrill |JUT03002141/14/18 10:50 |SSN 1111111111




Criminal History Logs

Justification

e Agencies that access Utah Criminal History (UCH) and/or Triple | (lII) will

be required to justify the purpose for the transactions

o 1) Why was the transaction run?

o 2) Wasthe correct purpose code used and ifnot,what should the code
have been?

o 3) Wastherequestorthe person who received the inform ation?

© 4) Isthe auditing purpose a case number or specific phrase?

© 5) Ifan mquiryis highlighted in RED indicating a Utah Right of Access
inquiry,please provide the signed ROA Waiver Form.




Criminal History Logs
Justification

| Criminal History Log 1: EW Entry: Purpose Code is correct. Yes, the

requestor received the information. Audit Purpose is a valid Incident
number.

Criminal History Log 2: Disorderly Arrest: Purpose Code is correct.

Yes, the requestor received the information Audit Purpose is a valid
Incident number.

Criminal History Log 3: EW Entry: Purpose Code is correct. Yes, the

requestor received the information Audit Purpose is a valid Incident
number.

Criminal History Log 4: Traffic Offense / Drugs: Purpose Code is

correct. Yes, the requestor received the information Audit Purpose is
a valid Incident number.




Criminal History Logs
Justification

PURPOSE SEARCH
CODES JAUDIT PURPOSE REQUESTER USER ID DATE/TIME TYPE SEARCH CRITERIA

s ¥

10/27/2020 12:38 | NAME

12/3/2020 15:46 |SSN

10/22/2020 19:54|5D

10/30/2020 12:37|SID

8/13/2020 9:05 SSN

10/5/20208:32 |SID

10/16/2020 16:03|F8I N

12/20/2020 17:48| NAME

9/13/2020 13:36 |DL

§ T :‘fz‘ L
9/9/2020 21:45 D ¢ qURBHES
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SP Messages

e Agencies that have $P messages for failure to validate will receive a PDF
file with the NIC and OCA ofthe purged record

Purged Records
NIC OCA
G123456789 GTEST123
W123456789 WTEST123
G012345678 GTESTO12
B123456789 BTEST123
M123456789 MTEST123




SP Messages

e Your agency will need to review the purged records and answer the
following question:
0 Please explain in detailthe changesthisagencyhasmplemented to ensure
NCIC Validations are validated m a timelymanner and to prevent future

records from purging




Missed Hit Confirmations

e |f your agency had any missed hits, you will receive a PDF file with the NIC
and OCA ofthe record(s)with a missed hit

Missed Hit Confirmations
NIC OCA
5123456789 GTEST123
W123456789 WTEST123
G012345678 GTESTO12
B123456789 BTEST123
M123456789 MTEST123




Missed Hit Confirmations

e Your agency will also need to answer the following question:
0 Please explam in detailwhat changes youragencyhasmplemented to

ensure hits are confirm ed within the specified times




What files will you be
audited on?
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Files

If your agency accesses and runs criminal history in CHQ or lll, you

willbe provided criminal history logs to justify

If youragencyowns records that are listed in NCIC, you willbe
audited on entering records,validating records,and dealing with

any hits and missed hits

Ifyouragencyis able to queryinto the DL file,youragency willbe

audited on the use ofthose files and dissem ination ofthose files



If your agency is a court, you will be audited on packing warrants

Cou rts with searchable mform ation,accessing booking reports,and

warrant validation processes

Agencies that are able to queryinto the SWW system willbe

audited on adding warrant com ments,serving warrants and

when agencies queryinto the system



Auditing & Training

Allagencies willbe audited on training and testing users,

non-access users and and training non-users

Allagencies willbe audited on the implem entation of Security Awareness

tramming that was presented at TAC Conference 2023. You can find this

inform ation i the CJIS Policy

All agencies will be audited on training and testing agreements

and securityagreements being submitted to BCI




Audit Reminders/Information

e The end result of your agency’s audit will always be “Compliant”

o Your audit willnot close untilit is in com pliance

® Youragency willreceive weeklyremimderem ails when an audit 1s still
incomplete/not submitted

e Youragency willhave 30 days to subm it your audit to your auditor

® Youragency willreceive an em ail from your auditorifthere 1s anything
missing in your audit response

e If you have any questions,please contact your auditor
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