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Discla im e r

As of now, this presentation may be used for 
s e curit y aware ne s s  t ra in ing for a ll us e r t ype s . 

Th is  can  be  us e d  for in it ia l t ra in ing, bu t  not  
con t inuous  t ra in ing. Age nc ie s  m us t  have  t he ir 
own  t ra in ing t ools  t ha t  a re  us e d  and  upda t e d  

annua lly pe r CJ IS Policy AT- 2.



Ob je ct ive s

● Your role  in  p rivacy and  s e curit y
● Laws  and  polic ie s  p rot e c t ing in form a t ion
● Pe na lt ie s  for viola t ion



Pr iva cy & Se cu r it y

● Us e r Se curit y
○ Diffe re n t  role s

● Workp lace  Se curit y
● In form a t ion  Se curit y



Use r  Se cu r it y



Use r  Se cu r it y

● Role s
● Background  Che cks
● Tra in ing
● Te s t ing
● Logins
● Pas s words



Role s

● CJ IS Se curit y policy now s t a t e s  t ha t  role  
bas e d  t ra in ing be  give n  t o:
○ All ind ivid ua ls  wit h  une s cort e d  acce s s  t o  a  p hys ica lly 

s e cu re  loca t ion  (Non  us e rs )
○ Ge ne ra l Us e rs  (Us e rs  and  Non  acce s s  us e rs )
○ Privile ge d  Us e rs  (Se curit y ad m in is t ra t ors , s ys t e m  

p rogram m e r, e t c .)
○ Organ iza t iona l Pe rs onne l wit h  Se curit y 

Re s p ons ib ilit ie s  (LASO, Con t rac t or, e t c .)

CJ IS Se curit y Policy 5.2 AT- 3

Presenter Notes
Presentation Notes
As stated before, this training does cover all of these types of roles. However, you should familiarize yourself with these roles which you can find in the CJIS Security Policy 5.2 AT-3



Ba ckgrou n d  Ch e cks

● Who ne e ds  it ?
○ Eve ryone  wit h  acce s s  (d ire c t  or ind ire c t ) t o  

UCJ IS in form a t ion  or s e cure d  a re a s  t ha t  hous e  
UCJ IS in form a t ion



Tra in in g

● Ne w us e rs  & nonus e rs  m us t  be  t ra ine d  
wit h in  s ix m on t hs  of re ce iving t he ir login

● Tra in  a t  le a s t  once  a  ye a r t he re a ft e r or:
○ Aft e r CJ IS Se curit y Policy Up d a t e s
○ Change  in  t he  in form a t ion  e nvironm e n t
○ Whe n  a  s e cu rit y e ve n t  hap p e ns

■ Tra in ing m us t  be  wit h  t he  ind ividua ls  involve d



Te st in g

● Ne w us e rs  m us t  be  t e s t e d  wit h in  s ix 
m on t hs  of re ce iving t he ir login

● Te s t e d  e ve ry t wo ye a rs  t he re a ft e r



Login s

● Login  un ique  wit h in  your age ncy
● Login  + ORI ide n t ifie s  you
● BCI t racks  e ve ry t rans ac t ion
● Log off UCJ IS or lock works t a t ion



Login  Re sp on s ib ilit y

● Whe n  s om e t h ing is  acce s s e d  wit h  your 
login , you  will be  he ld  re s pons ib le  for it



Pa ssw ord s

● Do not  us e  a  d ic t iona ry word  or nam e
○ ad m in , p a s s , p a s s 2, p a s s t wo, p a s s p as s
○ change m e

● Avoid  pe rs ona l in form a t ion  
○ Birt hd ays
○ Hob b ie s
○ Favorit e  s p ort s  t e am
○ Fam ily m e m b e rs  nam e s
○ Frie nd s
○ Pe t s



Pa ssw ord s

● Pas s words  m us t  be  e igh t  cha rac t e rs  
inc lud ing uppe r and  lowe r ca s e  le t t e rs , 
num be rs  and  t he  following s p e c ia l 
cha rac t e rs  (!̂ *()_- =;:.’,[]{})

● Change  your pas s word  e ve ry 90  days
○ Re com m e nd  e ve ry 45 d ays  for s ys t e m  

ad m in is t ra t ors



Pa ssw ord s

● Ke e p  pas s words  confide n t ia l
● Ne ve r le t  anyone  us e  your pas s word
● If you  t h ink s om e one  knows  your pas s word

○ Login  t o  UCJ IS and  change  it  im m e d ia t e ly
○ Cont ac t  your TAC or BCI



Pa ssw ord s

● Whe re  a re  s om e  bad  p lace s  t o  ke e p  your 
pas s word?



Workp la ce  
Se cu r it y



Com p u t e r  Sit e s

● Se cure  loca t ion
● Not  vis ib le  by unau t horize d  pe rs ons
● Log off UCJ IS whe n  not  in  us e
● Lock your s c re e n  



Vis it o r s

● The  age ncy s ha ll con t rol phys ica l acce s s  by 
au t he n t ica t ing vis it ors  be fore  au t horizing 
e s cort e d  acce s s  t o  t he  phys ica lly s e cure  
loca t ion

● Mus t  be  accom pan ie d  a t  a ll t im e s
● Age ncy m ay choos e  t o  ke e p  a  vis it or log



Workp la ce  Se cu r it y

● Pub lic  m us t  not  be  ab le  t o  vie w 
in form a t ion

● Ke e p  p rin t ou t s  in  a  s e cure  a re a



In fo rm a t ion  
Se cu r it y



In fo rm a t ion  Se cu r it y

● All UCJ IS file s  a re  s ub je c t  t o
○ Fe d e ra l, s t a t e , and  loca l laws  and  p olic ie s



In fo rm a t ion  Se cu r it y

● Fire wa lls , Spam , and  Pa t ch  Upda t e s
○ Ne t work
○ Pe rs ona l

■ Re q u ire d  for m ob ile  d e vice s
● Manage  p rogram  acce s s  t o  in t e rne t
● Block uns olic it e d  re que s t s  t o  acce s s  PC
● Filt e r incom ing t ra ffic  by IP, p rot ocol or port
● Main t a in  an  IP t ra ffic  log



In fo rm a t ion  Se cu r it y

● Wire le s s
○ WEP/ WPA d oe s  not  m e e t  s e curit y re q u ire m e nt s
○ WPA2 is  a  m ore  s e cure  conne c t ion  and  m e e t s  

FIPS re q u ire m e nt s



In fo rm a t ion  Se cu r it y

● Lap t ops / Mob ile  Equipm e n t
○ If us e d  ou t s id e  of a  s e cure d  a re a , m us t  have  an  

Ad vance d  (t wo- fac t or) Aut he n t ica t ion  (AA)
■ Som e t h ing you  know
■ Som e t h ing you  have / a re

● Inc lude s  b iom e t rics



In fo rm a t ion  Se cu r it y

● Mobile  De vice s
○ Ad vance d  au t he n t ica t ion  (t wo- fac t or) or ot he r 

com p e ns a t ion  con t rols
○ Mob ile  De vice  Manage m e nt  (MDM) m us t  b e  

im p le m e nt e d
■ Pas s word  p rot e c t ion
■ Re m ot e  locking
■ Re m ot e  d a t a  d e le t ion / wip ing
■ Re m ot e  t racking



In fo rm a t ion  Se cu r it y

● Pe rs ona l De vice s
○ Sha ll not  b e  au t horize d  un le s s  t he  age ncy ha s  

e s t ab lis he d  and  d ocum e nt e d  t he  s p e c ific  t e rm s  
and  cond it ions  for us age

○ Sha ll b e  con t rolle d  in  a ccord ance  wit h  age ncy 
d e vice s
■ Mob ile  De vice  Manage m e n t



In fo rm a t ion  Se cu r it y

● UCA 53- 10- 108
○ Out line s  re s t ric t ions  on  acce s s , u s e , and  con t e n t s  of 

d ivis ion  re cord s
○ (12)(a )It  is  a  c la s s  B m is d e m e anor for a  p e rs on  t o  

knowingly or in t e n t iona lly acce s s , u s e , d is c los e , or 
d is s e m ina t e  a  re cord  c re a t e d , m a in t a ine d , or t o  wh ich  
acce s s  is  gran t e d  b y t he  d ivis ion  or any in form a t ion  
con t a ine d  in  a  re cord  c re a t e d , m a in t a ine d , or t o  
wh ich  acce s s  is  gran t e d  b y t he  d ivis ion  for a  p u rp os e  
p roh ib it e d  or not  p e rm it t e d  b y s t a t u t e , ru le , 
re gu la t ion , or p olicy of a  gove rnm e n t a l e n t it y.



In fo rm a t ion  Se cu r it y

● Dat a  Backup  and  St orage
○ Ce nt ra lize d  vs  De ce n t ra lize d



In fo rm a t ion  Se cu r it y

● UCJ IS Login  Cave a t



Acce ss in g UCJIS

● UCJ IS acce s s  is  re s t ric t e d  t o  t he  following 
purpos e s :
○ Crim ina l J us t ice  Em p loym e nt
○ Crim ina l J us t ice  Inve s t iga t ions



Cr im in a l Ju s t ice  Em p loym e n t

● UCJ IS Us e rs
● UCJ IS Non- Acce s s  Us e rs

○ Ind ivid ua ls  who d o not  a cce s s  UCJ IS d ire c t ly, 
b u t  re ce ive  UCJ IS in form a t ion  s uch  a s  jud ge s , 
p olice  ch ie fs , s he riffs , e t c .

● UCJ IS Non- Us e rs
○ Une s cort e d  ind ivid ua ls  s uch  a s  IT p e rs onne l, 

jan it ors , e t c .



Cr im in a l Ju s t ice  In ve s t iga t ion

● De t e c t ion

● Appre he ns ion

● De t e n t ion

● Pre t ria l re le a s e

● Pos t - t ria l re le a s e

● Pros e cu t ion
● Adjud ica t ion
● Corre c t iona l 

s upe rvis ion
● Re hab ilit a t ion  of 

offe nde rs
● Crim ina l jus t ice  

e m p loym e n t



Con se q u e n ce s  o f Misu se

● Viola t ing s e curit y re gu la t ions  can  re s u lt  in :
○ Civil laws u it s
○ Crim ina l p ros e cu t ion

■ Clas s  B Mis d e m e anor
○ Los s  of a cce s s  for Us e r, Age ncy, or St a t e



Wh a t  is  Disse m in a t ion ?

● Giving UCJ IS in form a t ion  t o  anot he r pe rs on
○ Prin t , ve rba l, or e le c t ron ic  form



Disse m in a t ion

● If you  d is s e m ina t e  in form a t ion  t o  an  
ou t s ide  age ncy, you  m us t  docum e n t :
○ Who?
○ Wha t ?
○ Whe n?
○ Why?

● Confirm ing if s om e one  doe s  or doe s n ’t  
have  a  c rim ina l h is t ory is  d is s e m ina t ion



In fo rm a t ion  De s t ru ct ion

● Prin t e d  In form a t ion
○ Burn
○ Cros s - cu t  s h re d

● Ele c t ron ic
○ De s t roy a ll m e d ia  wit h  s t ore d  UCJ IS in form a t ion

■ Hard  d rive s , CDs , Thum b  d rive s , e t c .
○ Thorough ly d e s t roy or s an it ize
○ Once  re le a s e d  from  your con t rol, it  m us t  b e  

unre ad ab le



Socia l En gin e e r in g

● Te chn ique s
○ Ba it ing

■ As king a  va rie t y of q ue s t ions  t o  p rob e  for 
in form a t ion

○ Piggyb acking or Ta ilga t ing
■ Following an  au t horize d  p e rs on  t h rough  a  s e cu re d  

e n t rance
○ Should e r s u rfing

■ Vie wing wha t  is  on  a  com p ut e r s c re e n
■ Lis t e n ing in  on  conve rs a t ions



Socia l En gin e e r in g

● Te chn ique s
○ Phis h ing

■ Em ails  a s king for p e rs ona l d a t a  or d ire c t  you  t o  a  
we b s it e / p hone  num b e r whe re  t he y will a s k for 
p e rs ona l in form a t ion

○ Sp e a r p h is h ing
■ Targe t e d  form  of p h is h ing t ha t  t a rge t s  a  s p e c ific  

p e rs on  of an  organ iza t ion  in  an  a t t e m p t  t o  acce s s  
confid e n t ia l d a t a

■ Ap p e a rs  t o  com e  from  a  t ru s t e d  s ource



Socia l En gin e e r in g

● Te chn ique s
○ Pre t e xt ing
○ Im pe rs ona t ion
○ Quid  p ro quo
○ Thre ad - jacking
○ Soc ia l m e d ia  Exp loit a t ion



Socia l Min in g

● Soc ia l m in ing is  an  a t t e m p t  t o  ga t he r 
in form a t ion  abou t  t he  organ iza t ion  t ha t  
m ay be  us e d  t o  s upport  fu t u re  a t t acks



LASO

● Loca l Age ncy Se curit y Office r 
○ Id e n t ify us e rs  a cce s s ing UCJ IS in form a t ion

■ Prot e c t  aga ins t  unau t horize d  us e / acce s s
■ Docum e n t  conne c t ion  t o  St a t e  s ys t e m
■ Ens ure  p e rs onne l s e cu rit y p roce d ure s  a re  

followe d
● Inc lude s  s e curit y t ra in ing



In cid e n t  Re sp on se

● To e ns ure  p rot e c t ion  of CJ I, age nc ie s  s ha ll:
○ Es t ab lis h  op e ra t iona l inc id e n t  hand ling 

p roce d ure s  t ha t  inc lud e  ad e q ua t e  p re p a ra t ion , 
d e t e c t ion , ana lys is , con t a inm e nt , re cove ry, and  
us e r re s p ons e  ac t ivit ie s ; 

○ Track, d ocum e nt , and  re p ort  inc id e n t s  t o  
ap p rop ria t e  age ncy offic ia ls  and / or au t horit ie s . 

CJ IS Se curit y Policy 5.3



Th re a t s  a n d  Vu ln e ra b ilit ie s

● Thre a t s
○ Na t ura l d is a s t e rs
○ Fore ign  and  d om e s t ic

● Voice  ove r In t e rne t  Prot ocol (VoIP)
○ Cla s s ica l wire t ap  
○ IP p hone  ne t m as k
○ Swit ch  d e fau lt  p a s s word  



Qu e st ion s?
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