
Lesser Known Things

and Transactions



Local



LOGS

Presenter Notes
Presentation Notes
LOGs is a transaction for users and TAC’s. It allows a user/TAC to see what they have run. A user will only be able to see what they have run. TAC’s can view what the agency as a whole has run, or what they, themselves have run.
This example will briefly show you how to utilize them. 



Presenter Notes
Presentation Notes
Your results will look like this. If you click on a specific line, it will pull up the transaction that was run. Depending on what you have run, it may bring up multiple pages of results, you will be able to go to the next page of results by scrolling down to the bottom of page and clicking “next page.” 

For TAC’s LOGs is used to ensure that your agency does not have misuse happening, that the proper auditing purpose and codes are being used and that UCJIS is being utilized correctly.

A user would find LOGs useful if they needed to verify they have run something, to view the results again without having to run it again or to pull up results. Some transactions post the results in the log instead of popping them up for the user.



Presenter Notes
Presentation Notes
Clicking on the specific line will pull up the results as was mentioned in the previous slide. This is an DQM we ran, we needed the results again and were able to find the transaction in the LOGs transaction to view it.



New Broadcast Message Buttons
● Once opened, the New Broadcast message and N   

messages buttons will be blue- but are always searchable 
via the BMSG transaction



LSE Messages
● You will need to look at the message so that you    

fields to resubmit
● The message will tell you what field has incorrect 

information in it

Presenter Notes
Presentation Notes
These are livescan submission errors. The livescan required fields (EBTS) show there is an error and our system automatically sends the LSE message. The message will tell you what the issue is. You will need to fix the issue and resend the prints.



Presenter Notes
Presentation Notes
We can see that there is an issue associated with the offense date and the statute code we used. We will need to ensure that statute was in place during that date and update whatever may be incorrect on the livescan machine. Once we have fixed the issue, transfer the prints again via livescan.



SC Messages
● Secure Communities messages
● You will only need to pay attention to the IDENT ones
● Informational pertaining to the US citizenship status of 

the individual
● SCL transaction will provide more information on the 

individual listed in the message

Presenter Notes
Presentation Notes
These messages are informational only. You cannot disseminate any information from them, nor can you make any arrests based on the information. ICE has received notification that the individual has been arrested and will take an appropriate action.





SCL Transaction



Presenter Notes
Presentation Notes
You will need to fill in your ORI and the TCN or you can enter the name of the individual who is listed in the message and hitting submit should provide you with information. Again, you would only need to pay attention to the IDENT ones.





Nlets



TQM

Presenter Notes
Presentation Notes
TQM will show you the information that Nlets has for your or another agency. This includes contact information. We had an agency who ran an individual on III. Found they had an out of state criminal history. Upon running III, the results showed the person has a NM SID, yet NM didn’t show they had that SID #. The agency was able to find contact information for New Mexico’s criminal history record managing agency via TQM to ask questions regarding it. 

You can search by ORI, location or agency ID. The next slide will cover those for you.

This is also something your agency should run every year when the agency agreements are due to ensure that BCI has the most up to date information for you.





TQM Results

Presenter Notes
Presentation Notes
Your results will display like this. If something is incorrect for your own agency, as a TAC/alt TAC, please let us know so we can update it.



Sending an AM Message

Presenter Notes
Presentation Notes
AM messages are used to correspond with other agencies. Typically, you will not use an AM to communicate with other agencies in Utah.

An Administrative Message (AM) is:
A criminal justice related point-to-point free form message.
Differentiated from other Nlets traffic in that it is free form.
May be used for practically any type of information transmission not associated with a specific message type.
May ask for information or assistance.
May be in response to a request from another agency.


An Administrative Message "law enforcement only" (AML) is:
A "law enforcement only" related point-to-point free form message.
May be used for practically any type of law enforcement only information transmission not associated with a specific message type.
May ask for information or assistance.
May be in response to a request from another agency.
Nlets will insert the caveat "FOR LAW ENFORCEMENT DISSEMINATION ONLY" within the body of the message prior to sending.








Presenter Notes
Presentation Notes
An acknowledgement screen will let you know your message has been sent.



Broadcast View

Presenter Notes
Presentation Notes
This is what the AM will look like once it has been sent



NCIC



NCIC Tidbits
3.8 RETENTION OF TERMINAL-PRODUCED PRINTOUT

When an operational inquiry on an individual or property   
valid positive response (hit), the terminal-produced printout 

showing the inquiry message transmitted and the recor    
in the NCIC System should be retained for use in docu  

probable cause for the detention of the missing person,    
wanted person, or seizure of the property.  

Presenter Notes
Presentation Notes
The printout may also prove valuable in a civil suit alleging a false arrest, a false imprisonment, a civil rights violation, or an illegal seizure of property.  If two-part paper is used, either the original or the legible copy is admissible in federal court.  Whether a state court will accept the legible copy or whether only the original will suffice depends on the state's rules of evidence. 



NCIC Tidbits
Files, such as the Gang, Threat Screening Center, Supervised  
National Sex Offender Registry, Protective Interest, Violent Pe   
NICS Denied Transaction do not require hit confirmation and a  
designed to provide law enforcement officers with adequate wa  
regarding individuals who have had involvement in criminal act   
are known to represent potential danger to the public.
● However the FBI does say, you should respond if s  

sends a YQ on those file types

Presenter Notes
Presentation Notes
There are some files that are informational and do not require a YQ to be sent to confirm. However, IF your agency receives one, please respond.



$.M. Unidentified/Missing 
Person Match Notification
● QM will now give you 

this response and your 
results will come via a 
$.M.

Presenter Notes
Presentation Notes
With the changes in the FBI’s format (NEIM) there is a specific transaction to query missing persons. QM is that new transaction and the results will be sent via a broadcast message, or $.M. ($M). From the message, you will be given the results.



Presenter Notes
Presentation Notes
Your results will look something like this.



Benefits and Effectiveness Data
● Benefits and effectiveness data are collected by the NCIC System to provide    

means of collecting data associated with solving cases. Monthly summaries of benefits 
and effectiveness data may be obtained by performing an RBED transaction. 

● Entry of benefits and effectiveness data is not mandatory. H owever, users are encouraged 
to include it in locate, clear, and cancel transactions as it provides valuable information.

● If a user obtains benefits data after a record has been cleared or located, there are two 
transactions available to add the benefits data to the previously cleared or located records. 
Those are respectively an Enter Benefits Data after a Clear transaction (CRBD) and an 
Enter Benefits Data after a Locate transaction (LRBD).

Presenter Notes
Presentation Notes
If a user obtains benefits data after a record has been cleared or located, there are two transactions available to add the benefits data to the previously cleared or located records.  Those are respectively an Enter Benefits Data after a Clear transaction (CRBD) and an Enter Benefits Data after a Locate transaction (LRBD).  Additional details can be found in the Other Transactions chapter of this manual. ), RBED ( Monthly summaries of benefits and effectiveness data may be obtained by performing an RBED transaction), RPDQ.




SMT Search from the FBI
● Text-based search of SMT images in the Next Generation Identification (NGI) System for INVESTIGATIVE LEAD ONLY

○ NGI houses: criminal histories, fingerprints, mugshots and associated biometrics of criminal subjects
○ NGI Interstate Photo System (IPS) is a photo repository within the NGI and supports enhanced photo enrollment and 

searching capabilities for SMT
● In order  for the SMT images to be searchable, the body location and image description must be populated during enrollment
● Agency must provide the following:

○ Requestor’s Name
○ Requestor’s Agency
○ Requestor’s Phone Number
○ Requestor’s Email Address
○ Type of case (reason for requesting search)
○ Case number
○ Tattoo image, if available
○ Tattoo description
○ Tattoo body location
○ Any additional information: sex, race, etc

SMTS@fbi.gov.

Presenter Notes
Presentation Notes
The SMT team will accept search requests from external law enforcement agencies. The SMT Program offers a text-based search of SMT images in the Next Generation Identification (NGI) System. The NGI houses the criminal histories, fingerprints, mugshots and associated biometrics of criminal subjects. The NGI Interstate Photo System (IPS) is a photo repository within the NGI and supports enhanced photo enrollment and searching capabilities for SMT. For the SMT images to be searchable, the body location and image description must be populated during enrollment.

For your requests, the below information is used to facilitate a search and for documentation. The external agency must request a search by email at SMTS@fbi.gov. Required information includes:

Requestor’s Name
Requestor’s Agency
Requestor’s Phone Number
Requestor’s Email Address
Type of case (reason for requesting search)
Case number
Tattoo image, if available
Tattoo description
Tattoo body location
Any additional biographic information: sex, race, etc.

The SMT response is the result of text-based searches and is provided as an INVESTIGATIVE LEAD ONLY. SMT may, in conjunction with other biometric and biographic information, assist in the identification of an individual, it DOES NOT ON ITS OWN PROVIDE POSITIVE IDENTIFICATION. Law Enforcement action should not be taken solely based on information provided in this response. 




YQ2- Confirmation Request

Presenter Notes
Presentation Notes
To start the confirmation process, you will do the YQ transaction. Dependent on the file type, you will do a YQ1, YQ2 or YQ3. In our scenario we will be confirming a wanted person entry. The transaction to confirm a person file is YQ2. This is what the entry screen looks like and we will now go through the process of confirming our entry. You will select your ORI and the destination ORI. If you wish to send it to a second ORI, you can enter that in the 2nd destination ORI field. You will not need to send the message to yourself as UCJIS will automatically send your agency a YQN which is a copy of your request. 
You will need to put in the request 1. If this is a second or third request, you will notate that by selecting a 2 or 3 in that field. Request priority will either be urgent, which is 10 minutes or routine which is an hour. This lets the agency know how long they have to respond. Please ensure you are giving the proper time if it isn’t urgent.



Presenter Notes
Presentation Notes
You will fill out all that you can within the person information portion. This is going to help the agency who has the individual listed on NCIC to verify the information for you. You will need their case number, the NIC, and the name and DOB. Again, anything extra is a bonus and can help.



Presenter Notes
Presentation Notes
Within the person info portion, you will fill out who is asking for the record to be verified. You will put the users name in, the agency who has the individual and contact information in case they would like to contact you about the record. You then will put your message in the mis/comment field. This field is free text so that you can put anything you need in, just be sure that you provide relevant information.
Don’t forget to hit submit. The agency to whom the message was sent will receive a broadcast message and should follow up according to the requested priority.



YR2 Hit Confirmation Response

Presenter Notes
Presentation Notes
Upon receiving a YQ, your agency will need to respond in the request priority time. YQ1, YQ2 or YQ3 will need to be utilized. Since our scenario is a person file, we will use YQ2. In the confirm info, you will put in the status: yes, no, pending or awaiting extradition decision. If you put pending or awaiting extradition decision, you will need to put the estimated time it will take in the hours to complete confirmation field.



Presenter Notes
Presentation Notes
Person information section will be the information that was filled out in the YQ, so the individual in question that you are confirming the status for.



Presenter Notes
Presentation Notes
You will fill out the user who is confirming the individual, their agency and phone number as well as  message.
Once you hit submit, you will get the notification that it has gone through.



Q0

Presenter Notes
Presentation Notes
Allows Users to search for previous inquiries made in the NCIC database to see if a person, vehicle, license plate, or property has been previously searched. The transaction will go back 30 days. 





Q0 Results



ZE

Presenter Notes
Presentation Notes
This transaction is used to inquire upon the date and time of entry of a record and date and time of last update to a record. The ZE transaction is available to all users.



ZE Results



QQ
● Allows Users to search for previous inquiries mad     

database

● See if a person, vehicle, license plate, or property has been 
previously searched

● Look up who has looked something up

● Look up an individual to see who else has run them







LM- Locate Missing

Presenter Notes
Presentation Notes
If you read in the Missing Persons manual, you will find this information under the clear procedures. The last bullet on the slide is what I want to focus on. As an agency sends a locate missing message, it REMOVES the entry off of NCIC. This will show that the locating agency is the one who cleared it in the locate message.



Presenter Notes
Presentation Notes
Notice on the broadcast message it will show the ORI that sent the Locate message by CLEARED- because you located the entry, NCIC automatically retires it. This is just a notification that the entry will not be on NCIC anymore. As the locating agency, you will see the LM in your LOGS and as the owning agency, you will see the $L in your BMSG.



NOEX Extradition Limits
● Apprehending ORI should not place a locate on a  

entry that has no extradition limits or if the locating 
agency is outside of the extradition limit

● If a locate is placed on a NOEX, the entry will remain on 
NCIC until a second locate is place. At that point, the entry 
will be removed from NCIC

Presenter Notes
Presentation Notes
A located NOEX NCIC will remain on NCIC until it is cleared by the listing agency. I.e. Utah sent Alabama a YQ and Alabama said they aren't going to extradite but the NIC already had a locate status and it was from June but the system let Utah put another locate on it. With Utah placing that second locate, the entry will be retired now



NICB- VIN Check
● Allows the public to check to see if a vehicle is listed as stolen or salvaged
● Results are pulled from participating insurance companies 
● Search requires a VIN

https:/ / www.nicb.org/ vincheck

Presenter Notes
Presentation Notes
The National Insurance Crime Bureau (NICB) is a not-for-profit organization that assists law enforcement in the prevention, detection, and prosecution of insurance fraud and insurance crimes.NICB publishes materials for assisting law enforcement in the investigation of the financial crimes of theft, fraud, and arson.
There are Nlets transactions that can assists LE on checking the database, but you can also use this public website. It will allow the public to search as well. Every stolen vehicle entered on NCIC will be passed to NICB by NCIC. NICB will enter this record on their file and interrogate Impound (last 60 days entries), Export, Auction and International Index Files.



III



Purpose Code “C”
● The following examples provide clarification of authorized uses of Pu    

in situations that are not part of a criminal justice investigation but are    
agency where a record check is necessary to accomplish the agency   
However, these examples are not all-encompassing. Some of the authorized   
Purpose Code C in relation to the security of the criminal justice facil    
Vendors or contractors at the criminal justice agency who are not inv    
actual administration of criminal justice at the criminal justice agency    
cleaners, individuals responsible for maintaining vending machines, j   
etc.



Purpose Code “J”
● Involves employment with a criminal justice agency or the screening of em   

other agencies over which the criminal justice agency is required to have management 
control.

● Purpose Code J may also be used to initiate background checks on: A. Vendors or 
contractors at the criminal justice agency who are involved with the actual 
administration of criminal justice at the criminal justice agency, e.g., personnel 
involved with maintenance of computer systems, upgrading records systems, data entry 
clerks, etc. B. Volunteers at the criminal justice agency who are involved with the actual 
administration of criminal justice at the criminal justice agency, e.g., volunteer 
dispatchers, volunteer data entry clerks, volunteers at a confinement facility who are 
providing inmate rehabilitation, etc. 



Purpose Code “P”
● The Purpose code “P” is used for Right of Accesses
● An agency must be under contract with BCI as a ROA agency



CJIS Security 
Policy



● Changes will be required starting October 1st 202

Change in Security Awareness 
Training



AT-1 Policy & Procedures

Presenter Notes
Presentation Notes
Discussion: Awareness and training policy and procedures address the controls in the AT family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of awareness and training policy and procedures. Security and privacy program policies and procedures at the organization level are preferable, in general, and may obviate the need for mission- or system-specific policies and procedures. The policy can be included as part of the general security and privacy policy or be represented by multiple policies that reflect the complex nature of organizations. Procedures can be established for security and privacy programs, for mission or business processes, and for systems, if needed. Procedures describe how the policies or controls are implemented and can be directed at the individual or role that is the object of the procedure. Procedures can be documented in system security and privacy plans or in one or more separate documents. Events that may precipitate an update to awareness and training policy and procedures include assessment or audit findings, security incidents or breaches, or changes in applicable laws, executive orders, directives, regulations, policies, standards, and guidelines. Simply restating controls does not constitute an organizational policy or procedure. Related Controls: PS-8, SI-12. 



AT- 2 Literacy Training & Awareness

Presenter Notes
Presentation Notes
Discussion: Organizations provide basic and advanced levels of literacy training to system users, including measures to test the knowledge level of users. Organizations determine the content of literacy training and awareness based on specific organizational requirements, the systems to which personnel have authorized access, and work environments (e.g., telework). The content includes an understanding of the need for security and privacy as well as actions by users to maintain security and personal privacy and to respond to suspected incidents. The content addresses the need for operations security and the handling of personally identifiable information. Awareness techniques include displaying posters, offering supplies inscribed with security and privacy reminders, displaying logon screen messages, generating email advisories or notices from organizational officials, and conducting awareness events. Literacy training after the initial training described in AT-2a.1 is conducted at a minimum frequency consistent with applicable laws, directives, regulations, and policies. Subsequent literacy training may be satisfied by one or more short ad hoc sessions and include topical information on recent attack schemes, changes to organizational security and privacy policies, revised security and privacy expectations, or a subset of topics from the initial training. Updating literacy training and awareness content on a regular basis helps to ensure that the content remains relevant. Events that may precipitate an update to literacy training and awareness content include, but are not limited to, assessment or audit findings, security incidents or breaches, or changes in applicable laws, executive orders, directives, regulations, policies, standards, and guidelines. Related Controls: AC-3, AC-17, AC-22, AT-3, AT-4, CP-3, IA-4, IR-2, IR-7, PL-4, PS-7, SA-8.





(2) Literacy Training & 
Awareness/Insider Threat

Presenter Notes
Presentation Notes
Discussion: Potential indicators and possible precursors of insider threat can include behaviors such as inordinate, long-term job dissatisfaction; attempts to gain access to information not required for job performance; unexplained access to financial resources; bullying or harassment of fellow employees; workplace violence; and other serious violations of policies, procedures, directives, regulations, rules, or practices. Literacy training includes how to communicate the concerns of employees and management regarding potential indicators of insider threat through channels established by the organization and in accordance with established policies and procedures. Organizations may consider tailoring insider threat awareness topics to the role. For example, training for managers may be focused on changes in the behavior of team members, while training for employees may be focused on more general observations.



(3) Literacy Training & 
Awareness/Social Engineering

Presenter Notes
Presentation Notes
Discussion: Social engineering is an attempt to trick an individual into revealing information or taking an action that can be used to breach, compromise, or otherwise adversely impact a system. Social engineering includes phishing, pretexting, impersonation, baiting, quid pro quo, thread-jacking, social media exploitation, and tailgating. Social mining is an attempt to gather information about the organization that may be used to support future attacks. Literacy training includes information on how to communicate the concerns of employees and management regarding potential and actual instances of social engineering and data mining through organizational channels based on established policies and procedures.



AT-3 Role-Based Training

Presenter Notes
Presentation Notes
Organizations determine the content of training based on the assigned roles and responsibilities of individuals as well as the security and privacy requirements of organizations and the systems to which personnel have authorized access, including technical training specifically tailored for assigned duties. Roles that may require role-based training include senior leaders or management officials (e.g., head of agency/chief executive officer, chief information officer, senior accountable official for risk management, senior agency information security officer, senior agency official for privacy), system owners; authorizing officials; system security officers; privacy officers; acquisition and procurement officials; enterprise architects; systems engineers; software developers; systems security engineers; privacy engineers; system, network, and database administrators; auditors; personnel conducting configuration management activities; personnel performing verification and validation activities; personnel with access to system-level software; control assessors; personnel with contingency planning and incident response duties; personnel with privacy management responsibilities; and personnel with access to personally identifiable information. Comprehensive role-based training addresses management, operational, and technical roles and responsibilities covering physical, personnel, and technical controls. Role-based training also includes policies, procedures, tools, methods, and artifacts for the security and privacy roles defined. Organizations provide the training necessary for individuals to fulfill their responsibilities related to operations and supply chain risk management within the context of organizational security and privacy programs. Role-based training also applies to contractors who provide services to federal agencies. Types of training include web-based and computerbased training, classroom-style training, and hands-on training (including micro-training). Updating role-based training on a regular basis helps to ensure that the content remains relevant and effective. Events that may precipitate an update to role-based training content include, but are not limited to, assessment or audit findings, security incidents or breaches, or changes in applicable laws, executive orders, directives, regulations, policies, standards, and guidelines. Related Controls: AC-3, AC-17, AC-22, AT-2, AT-4, CP-3, IR-2, IR-4, IR-7, PL-4, PS-7, PS-9, SA-3, SA-8, SA-11, SR-5, SR-6, SR-11.









Presenter Notes
Presentation Notes
Organizations determine the content of training based on the assigned roles and responsibilities of individuals as well as the security and privacy requirements of organizations and the systems to which personnel have authorized access, including technical training specifically tailored for assigned duties. Roles that may require role-based training include senior leaders or management officials (e.g., head of agency/chief executive officer, chief information officer, senior accountable official for risk management, senior agency information security officer, senior agency official for privacy), system owners; authorizing officials; system security officers; privacy officers; acquisition and procurement officials; enterprise architects; systems engineers; software developers; systems security engineers; privacy engineers; system, network, and database administrators; auditors; personnel conducting configuration management activities; personnel performing verification and validation activities; personnel with access to system-level software; control assessors; personnel with contingency planning and incident response duties; personnel with privacy management responsibilities; and personnel with access to personally identifiable information. Comprehensive role-based training addresses management, operational, and technical roles and responsibilities covering physical, personnel, and technical controls. Role-based training also includes policies, procedures, tools, methods, and artifacts for the security and privacy roles defined. Organizations provide the training necessary for individuals to fulfill their responsibilities related to operations and supply chain risk management within the context of organizational security and privacy programs. Role-based training also applies to contractors who provide services to federal agencies. Types of training include web-based and computerbased training, classroom-style training, and hands-on training (including micro-training). Updating role-based training on a regular basis helps to ensure that the content remains relevant and effective. Events that may precipitate an update to role-based training content include, but are not limited to, assessment or audit findings, security incidents or breaches, or changes in applicable laws, executive orders, directives, regulations, policies, standards, and guidelines. Related Controls: AC-3, AC-17, AC-22, AT-2, AT-4, CP-3, IR-2, IR-4, IR-7, PL-4, PS-7, PS-9, SA-3, SA-8, SA-11, SR-5, SR-6, SR-11.



(5) Role-Based Training/ Processing 
Personally Identifiable Information

Presenter Notes
Presentation Notes
Discussion: Personally identifiable information processing and transparency controls include the organization’s authority to process personally identifiable information and personally identifiable information processing purposes. Role-based training for federal agencies addresses the types of information that may constitute personally identifiable information and the risks, considerations, and obligations associated with its processing. Such training also considers the authority to process personally identifiable information documented in privacy policies and notices, system of records notices, computer matching agreements and notices, privacy impact assessments, [PRIVACT] statements, contracts, information sharing agreements, memoranda of understanding, and/or other documentation.



AT-4 Training Records

Presenter Notes
Presentation Notes
Discussion: Documentation for specialized training may be maintained by individual supervisors at the discretion of the organization. The National Archives and Records Administration provides guidance on records retention for federal agencies. Retention of records for three (3) years accounts for a triennial audit cycle. Related Controls: AT-2, AT-3, CP-3, IR-2, SI-12.
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