CJIS Security Policy Updates

TAC Conference 2023



Presenter Notes
Presentation Notes
The CJIS Security Policy, otherwise known as CJISSECPOL, holds an essential premise to provide appropriate controls to protect the full life cycle of criminal justice information, whether at rest or in transit. The CJIS Security Policy provides guidance for the creation, viewing, modification, transmission, dissemination, storage, and destruction of criminal justice information. This Policy applies to every individual-contractor, private entity, noncriminal justice agency representative, or member of a criminal justice entity-with access to, or who operate in support of, criminal justice services and information.

This presentation will cover the recent changes made to the CJIS Security Policy. 


Overview of CJIS Security Policy Changes
Security Awareness and Training Updates
Role - Based Training Content

TAC Next Steps





Presenter Notes
Presentation Notes
Let’s go over the updates made to the CJIS Security Policy, including what they are and where they can be found.


= APB Approved Changes

Section 5.2
Modernization of Awareness Training in CJISSECPOL

Section 5.6
Modernization of Identification and Authentication in CJISSECPOL

Section 5.14
Update CJIS Security Policy for Unsupported System Components

Section 5.15
Modernization of System and Information Integrity in CJISSECPOL



Presenter Notes
Presentation Notes
The Advisory Policy Board recommended to the FBI that the Criminal Justice Information Services (CJIS) Division expand upon the existing security management structure in 1998. Since this time, the CJIS Security Policy has been revised numerous times, with the most recent revision made in 2022. This list provides a brief overview of Advisory Policy Board approved changes across four sections- changes were made in Section 5.2, 5.6, 5.14, and 5.15-. We will go into detail on some of these section changes throughout this presentation.



Administrative Changes

Section 5.8

Modernization of Discussion to Include Community - Relevant Example of
Access to Non - Digital Media

Appendix A Terms and Definitions

Include Definition for “Non - Digital Media”


Presenter Notes
Presentation Notes
Administrative changes were made as well within section 5.8 and Appendix A. We will not be going into more detail on these given the simplicity of the changes, but more you can find more in-depth information on all the changes in the CJIS Security Awareness Training presentation on the TAC website.


o AT-1

Section 5.2 o AT-2

Awareness and Training (AT) o AT-3

o AT-4



Presenter Notes
Presentation Notes
Let’s start off by going over the changes made to Awareness and Training in Section 5.2. We modernized the CJIS Security Policy requirements for Awareness and Training Policy and Procedures, Literacy Training and Awareness, Role-Based Training, and Training Records in subsections AT-1, AT-2, AT-3, and AT-4.


5.2 Awareness and Training (AT)

Security training is key to the human element of
information security. All users with authorized access
to CJl should be made aware of their individual
responsibilities and expected behavior when accessing
CJl and the systems which process CJIl. LASOs require
enhanced training on the specific duties and
responsibilities of those positions and the impact those
positions have on the overall security of information
systems.



AT- 1: Policy and Procedures

e Agencies must:
o Develop, document, and disseminate awareness and
training policy and procedures
o Manage the development, documentation, and
dissemination of the awareness and training policy and
procedures
o Review and update policy and procedures

POLICIES
AND

PROCEDURES
AMEre—




AT- 1: Policy and Procedures

e Organization level awareness and training policy

Purpose

Scope

Responsibilities

Management commitment

Coordination among organizational entities

Compliance

Consistent with applicable laws, executive orders,
directives, regulations, policies, standards and guidelines
e Procedures to implement policy

O 0O O 0O O O O



= AT- 1: Policy and Procedures

e Manage the development, documentation, and dissemination
of the awareness and training policy and procedures
o Designate personnel


Presenter Notes
Presentation Notes
Your agency must designate personnel to manage the development, documentation, and dissemination of security awareness and training policy and procedures.


AT- 1: Policy and Procedures

e Review and update the current awareness and training policy and
procedures annually and following any changes to:
o CJIS Security Policy
o Information system operating
environment
o When security incidents occur

IWANT REGULAR l’JPDATES NETFLIX



AT- 1: Policy and Procedures

e \What does this mean for you?

o Develop and implement policy and procedure

m Can be included as part of your agency’s general
security and privacy policy

m Can be represented by multiple policies

o Procedures can be documented in system security and

privacy plans

m Can be in one or more separate documents

o Review and update policy and procedures annually



AT-2: Literacy Training and Awareness

e Provide the following:
o Security and privacy literacy training to system users

o Literacy training on recognizing and reporting potential
indicators of insider threat

o Literacy training on recognizing and reporting potential
and actual instances of social engineering and social mining



AT-2: Literacy Training and Awareness

e Provide security and privacy literacy training to system users

©)

©)

©)

Includes managers, senior executives, and contractors

As part of initial training and annually thereafter

When required by system changes or within 30 days ofany
security event for individuals involved in the event


Presenter Notes
Presentation Notes
Training for privacy and security will not be required annually starting October 1, 2023. This training will also be required whenever there are system changes or within 30 days of a security event. This training will need to be for the individuals involved in the event.


Privacy & Security
Training

BCI has updated the Privacy & Security training on the TAC website. This will be
live on October 1,2023. This can be used for security awareness training for all
user types, however it shouldn’t be the main source for security awareness

training. You must have your own training tools that you use and update
annually per CJIS Policy AT- 2.



AT-2: Literacy Training and Awareness

e Increase security and privacy awareness of system users by:
o Displaying posters

o Offer supplies with security and privacy reminders
inscribed

o Display logon screen messages
o Emails
o Awareness events

e Update content annually and following changes in CJIS Policy,
information system operating environment, and when
iIncidents occur

e |lJse internal or external incidents as exambles



(ATTENTION

Security

4 Awareness }
Week

October 23-27,
2023

~ /
/v'
V4 ~N
WE WILL SEND OUT DAILY FACTS &
HAVE SOME GAMES

PARTICIPATION IS REQUIRED

Name:

CJIS SECURITY AWARENESS

Complete the crossword puzzle below

T

Created using the Crossword Maker on TheTeachersCorner.net

Across
2. A user that is authorized and trusted to
perform security-relevant functions that
general users are not authorized to perform
3. Attempt to trick individuals into revealing
information of taking an action that can be
used to breach, compromise or impact
5. Giving UCJIS information to another
person
6. Attempt to gather information about the
organization that may be used to support
future attacks
7. A user, but not a process, who is
authorized to use an information system

Down
1. Responsibility to ensure the
confidentiality, integrity, and availability of
CJI and the implementation of technology
inama
4. A password you should never use

WORKPLRCE

SECURITY

000

Public must not be able to
see information

- E C
i}

Make sure you keep print

outs in a secure area ~ I

Make sure you have your badge and

Vistors must be keycard with you at all times

accompanied at all times

IMPORTANT



Presenter Notes
Presentation Notes
Here are some examples on how you can increase privacy and security training. You can hold a security awareness week, create a game, or create flyers/posters to post around the office and send out to your agency via email.


AT-2: Literacy Training and Awareness

e Provide literacy training on recognizing and reporting potential indicators of
insider threat

o Potential indicators
m Inordinate, long - term job dissatisfaction
m Attempts to obtain information not related to job
m Unexplained access
m Workplace violence
o Tailor insider threat awareness topics to the role

m Training for managers may be focused on changes in the behavior of
team members

m Training for employees may be focused on general observations



AT-2: Literacy Training and Awareness

Provide literacy training on recognizing and reporting potential and actual
instances of social engineering and social mining

o Social engineering

m Attempt to trick individuals into revealing information of taking an
action that can be used to breach, compromise or impact a system

o Social mining

m Attempt to gather information about the organization that
may be used to support future attacks




Social Engineering Techniques

[ L1 1]]
SOCIAL

BAITING

PIGGY BACKING/TAILGATING

MINING

Make sure that no one is
following you through a
secured entrance

1
[
e o e

If they are asking you
questions and it seems like
they are trying to get more
information from you, stop

conversation ASAP.

People viewing what's on your
screen or listening in on
conversations. If this is

happening, contact TAC or
admin ASAP.

Be on the lookout for any
emails that may ask for
sesitive information.

If something looks
suspicious, contact your
LASO or TAC
immediately

Social mining is an
attempt to gather
information about the
organization that may be
used to support future
attacks




AT-3: Role- Based Training

e Provide role - based security and privacy training to personnel with the
following roles and responsibilities:

o Individuals with unescorted access to a physically secure location
o General users
o Privileged users

o Organizational personnel with security responsibilities


Presenter Notes
Presentation Notes
AT-3 Role-Based Training is one of the most prominent changes made to the CJIS Security Policy. Instead of the four levels of security awareness training we have used in the past, we now utilize role-based training. With this update, Agencies will provide role-based security and privacy training to personnel with the following roles and responsibilities: all individuals with unescorted access to a physically secure location, general users, privileged users, and organizational personnel with security responsibilities. 

Agencies will be responsible for updating role-based training content annually and following audits, any changes in the information system operating environment, security incidents, or when changes are made to the CJIS Security Policy. The training should incorporate lessons learned from internal/external security incidents or breaches, as well as incorporating the minimum required topics into appropriate role-based training content. 




Individuals with unescorted access to a physically secure location

$

General Users

$

Privileged Users

4

Organizational Users



Presenter Notes
Presentation Notes
This diagram displays a “chain of command” for the required role-based training content in each role. As we descend down the chain of command, each role will accumulate the training topics required to be incorporated into the training for the role-base or role-bases above it. For instance, privileged users will need to be trained on all the topics stated in the subsections for both general users and individuals with unescorted access to a physically secure location. Looking at this diagram, your organizational users with security responsibilities will be required to have training on the most amount of topics because the content topics of the three roles above them are included.
Now that we have provided a basis of understanding for the role-based training command chain, let’s move on and discuss what the different roles mean and what the role-based training content required for each role looks like.


AT-3: Role- Based Training (continued)

e All individuals with unescorted access to a physically secure location.


Presenter Notes
Presentation Notes
The first role we will discuss is for all individuals with unescorted access to a physically secure location.



AT-3: Role- Based Training (continued)

e In BCI Language
o Access Levels

m Non- User



Presenter Notes
Presentation Notes
In BCI language, your individuals with unescorted access to a physically secure location would be non-users. Individuals that fall into this category take on roles such as cleaning, computer programming, roles of that nature. The user types and access levels do not always correspond with a specific role, it will more so depend on the type of role and description individuals have in your agency. Individuals with unescorted access to a physically secure location are usually non-users, however, if your IT personnel are non-users for example, they will fall into a more specialized role for training content that we will cover in a few minutes.



AT-3: Role- Based Training (continued)

e General User: A user, but not a process, who is authorized to use an information
system.



Presenter Notes
Presentation Notes
The next role applies to general users. A general user is a user, but not a process, who is authorized to use an information system, such as UCH or III.


AT-3: Role- Based Training (continued)

e In BCI Language
o Access Levels
m User

m Non-Access User


Presenter Notes
Presentation Notes
So what does this mean? In BCI language, the access levels that fall under this role are users and non-access users. 



AT-3: Role- Based Training (continued)

e In BCI Language
o Manager
o Supervisor

o Senior Executive


Presenter Notes
Presentation Notes
General users can be identified in positions such as managers, supervisors, senior executives, etc. General users are also individuals within your agency that have direct access to UCJIS and have a login and password to get in, so individuals within this role will not always be in a more advanced or specialized position such as a manager or supervisor. 



AT-3: Role- Based Training (continued)

e Privileged User: A user that is authorized and trusted to perform security -
relevant functions that general users are not authorized to perform.



Presenter Notes
Presentation Notes
This next role applies to privileged users. A privileged user is a user that is authorized and trusted to perform security-relevant functions that general users are not authorized to perform. 


AT-3: Role- Based Training (continued)

e In BCI Language
o System Programmer
o Security Administrator
o System and Network Administrator
o Information System Security Officer

m CJIS Systems Officer (CSO)


Presenter Notes
Presentation Notes
So what does this mean? In BCI language, privileged users can be your system programmer, security administrator, system and network administrator, or information system security officer such as CJIS Systems Officers- otherwise known as CSO. A good rule of thumb or example rather, of a privileged user would be someone who has admin privileges on their computer, so they are able to change security settings and install software on employee computers.



AT-3: Role- Based Training (continued)

Organizational Personnel with Security Responsibilities: Responsibility to
ensure the confidentiality, integrity, and availability of CJI and the
implementation of technology in a manner compliant with the CJISSECPOL.

o Manage the development, documentation, and dissemination of the
awareness and training policy and procedures.

<0 ® )

L]



Presenter Notes
Presentation Notes
Lastly, we have organizational personnel with security responsibilities. These personnel are responsible for ensuring the confidentiality, integrity, and availability of criminal justice information and the implementation of technology in a manner compliant with the CJIS Security Policy. Organizational personnel with information security awareness and training responsibilities are designated to manage the development, documentation, and dissemination of the awareness and training policy and procedures.




AT-3: Role- Based Training (continued)

e In BCI Language
o Conftractor
o Guest Researcher

o Local Agency Security Officer (LASO)


Presenter Notes
Presentation Notes
So, what does this mean? Organizational users are employees or individuals who organizations consider to have an equivalent status to employees. This can be a contractor, guest researcher, or local agency security officer-otherwise known as a LASO-.






AT-4: Training Records

e Document and monitor information security and privacy training activities

o security and privacy awareness training
o specific role - based security and privacy training

e Retain individual training records for a minimum of three years.



Presenter Notes
Presentation Notes
Moving along to AT-4 within section 5.2, the requirements for training records were modernized. This subsection essentially states that agencies will document and monitor information security and privacy training activities, including security and privacy awareness training and specific role-based security and privacy training. Furthermore, agencies will retain individual training records for a minimum of three years.

The documentation for specialized training may be maintained by individual supervisors at the discretion of the organization. The National Archives and Records Administration provides guidance on records retention for federal agencies. Retaining records for three years allows it be accounted for within a triennial audit cycle. 

The training records section also offers numerous Security Awareness Training Use Cases for different role-based personnel. So, let’s go through and discuss a few cases of different roles and what training content is required for each role.


Security Awareness Training Use Case #1

/A local police department

hires custodial staff that
will have physical access
throughout the police
department (a physically
secure location) after
normal business hours to
clean the facility.

/

Who does this apply to?

General Users
Privileged Users

Organizational Users

o o o >

Individuals with
unescorted access to a
physically secure location


Presenter Notes
Presentation Notes
In this first training use case, a local police department hires custodial staff that will have physical access throughout the police department-a physically secure location- after normal business hours to clean the facility. What type of role-based personnel would this scenario apply to?


Security Awareness Training Use Case #1

/A local police department

hires custodial staffthat
will have physical access
throughout the police
department (a physically
secure location) after
normal business hours to
clean the facility.

/

Who does this apply to?

A.
B.
C.

General Users
Privileged Users

Organizational Users

. Individuals with

unescorted access to a
physically secure location


Presenter Notes
Presentation Notes
The answer is D- these personnel have unescorted access to a physically secure location and therefore must be given the awareness training on all the topics identified in CJISSECPOL AT-3(d)(1).
So, what do individuals with unescorted access to a physically secure location need to be trained on and what does CJISSECPOL AT-3(d)(1) entail?


Individuals with unescorted access to a

physically secure location

e Visitor Control e System Use Notification

e Reporting Security Events e Physical Access Control

e Access, Use and Dissemination e Incident Response Training

of CHRI and NCIC files


Presenter Notes
Presentation Notes
Each role-based position will yield a list of topics required to be incorporated into the training. Individuals with unescorted access to a physically secure location need to be trained on visitor control, reporting security events, the access, use and dissemination of criminal history record information, NCIC Restricted Files information, and NCIC Non-Restricted Files information penalties. They will also be trained on system use notification, physical access control, and incident response training.

These are just a few of the minimum topics that should be incorporated into their appropriate role-based training content. For the sake of time, we will provide an overview of training topics each role requires. The full list of topics will be made available on the TAC website following conference.


Security Awareness Training Use Case #2

/Aschool district maintains \

a locked file cabinet with
hard copies of background
check results of all
teachers and employees
which may include CJI
(CHRI). Only authorized
personnel have the ability

K to open the cabinet. /

Who does this apply to?

o o o >

General Users
Privileged Users
Organizational Users

Individuals with
unescorted access to a
physically secure location


Presenter Notes
Presentation Notes
Moving on to training use case 2. A school district maintains a locked file cabinet with hard copies of background check results of all teachers and employees which may include criminal justice information related to Criminal History Record Information (CHRI). Only authorized personnel have the ability to open the cabinet. What type of role-based personnel would this scenario apply to?


= Security Awareness Training Use Case #2

Cschool district m aintaib

a locked file cabinet with
hard copies of background
check results of all
teachers and employees
which may include CJI
(CHRI).Only authorized
personnel have the ability

K to open the cabinet. /

Who does this apply to?

A. General Users

B.
C.

Privileged Users

Organizational Users

. Individuals with

unescorted access to a
physically secure location


Presenter Notes
Presentation Notes
The answer is A- general users have direct access to criminal justice information and therefore must be given the baseline security awareness training on all the topics identified in CJISSECPOL AT-3 d 1 and 2.


General Users

System Access Control e Criminal Justice Information

Proper Handling & Storage e Passwords and Encryption

Literacy Training and

e Security, Protection and
Awareness

Management of Devices


Presenter Notes
Presentation Notes
So, what is the training content required for this role? Along with what topics were mentioned for individuals with unescorted access, General users need to be trained on system access control, proper handling and storage, literacy training and awareness- which includes social engineering and mining-, criminal justice information, passwords and encryption, and the security, protection and management of devices. As mentioned before, we aren’t covering all the topics included in each of the role-based trainings, this is just a general overview to provide examples of required training topics.


Security Awareness Training Use Case #3

State Police hired system and \

network administrator personnel
to help bolster security of the
state network. Part of their daily
duties may include creating
accounts for new personnel,
implementing security patches
and creating backups for existing
systems, and implementing
access controls throughout the
network.

Who does this apply to?

o o o >

General Users
Privileged Users
Organizational Users

Individuals with
unescorted access to a
physically secure location


Presenter Notes
Presentation Notes
Training use case 3- State Police hired system and network administrator personnel to help bolster security of the state network. Part of their daily duties may include creating accounts for new personnel, implementing security patches and creating backups for existing systems, and implementing access controls throughout the network. What type of role-based personnel would this scenario apply to?


Security Awareness Training Use Case #3

State Police hired system and\

network administrator personnel
to help bolster security of the
state network. Part of their daily
duties may include creating
accounts for new personnel,
implementing security patches
and creating backups for existing
systems, and implementing
access controls throughout the
network.

Who does this apply to?

c a0 w »

General Users
Privileged Users

Organizational Users

. Individuals with

unescorted access to a
physically secure location


Presenter Notes
Presentation Notes
The answer is B- privileged users have privileged access to criminal justice information and criminal justice information processing systems and therefore are required to be given the awareness training on all the topics identified in CJISSECPOL AT-3 d 1, 2, and 3.


Privileged Users

e Patch Management e Access Control

e Data Backup and Storage e CIJIS Security Policy Changes

e System and Communications

. e Information Integrity
Protection


Presenter Notes
Presentation Notes
So, what does training look like for this role? Along with the topics incorporated into training for the two previous roles we just covered, privileged users will be trained on patch management, data backup and storage-including a centralized or decentralized approach, system and communications protection, access control, the most recent changes to the CJIS Security Policy, and information integrity.



Security Awareness Training Use Case #4

A County Sheriff’'s Office

Who does this apply to?

employs a private contractor
to perform criminal justice
functions on behalf of their
police department. The
contractor is responsible for
managing the development,
documentation, and
dissemination of the
awareness and training policy
and procedures.

o o o >

General Users
Privileged Users
Organizational Users

Individuals with
unescorted access to a
physically secure location


Presenter Notes
Presentation Notes
Lastly, Training use case 4- this is a generated scenario so it is not available in the CJIS Security Policy. In this case, a County Sheriff’s Office employs a private contractor to perform criminal justice functions on behalf of their police department. The contractor is responsible for the implementation of technology in a manner that is compliant with the CJIS Security Policy. What type of role-based personnel would the required training apply to?


Security Awareness Training Use Case #4

A County Sheriff’s Office

: Who does this apply to?
ernploys a private contractor ML)

to perform criminal justice

functions on behalfoftheir General Users

pOliCG dep artment. The Privileged Users

contractor is responsible for

managing the development, . Organizational Users

o 0o o »

documentation, and Individuals with

dissemination ofthe
unescorted access to a

awareness and training polic : :
2 DO physically secure location
and procedures.



Presenter Notes
Presentation Notes
The answer is C- organizational personnel or users with security responsibilities. Individuals in this role must be given the baseline security awareness training on all the topics identified in CJISSECPOL AT-3 d 1, 2, 3, and 4.


Organizational Users

e LASO Role e ARSORole
e State Audit Findings e FBI CJIS Audit Findings
e State/local/tribalagencyroles e Federalagencyroles &

&responsibilities responsibilities


Presenter Notes
Presentation Notes
So, what does training look like for this role? In addition to the topics incorporated in role-based training content for all three previous roles we just covered, your organizational users will need to be trained on the local agency security office role, a summary of audit findings from previous state audits of local agencies, additional state/local/tribal/territorial agency roles and responsibilities, the authorized recipient security officer role- otherwise known as ARSO-, findings from the last FBI criminal justice information services audit findings, and federal agency roles and responsibilities if applicable.





Presenter Notes
Presentation Notes
So, let’s discuss what you should takeaway from this and the steps that follow.

Following the conference, TACs will take this information back to their agency and act as the messenger on behalf of the information. There should be TAC coordination with IT/LASO to relay what relevant information was presented, especially as it relates to CJIS Security Policy changes so the LASO can implement them. TAC’s will ensure that LASO’s are familiar with certain section changes as it relates to system changes, as well as the CJIS Security Policy requirements overall. These are critical steps that need to be taken as all changes moving forward are subject to audit.





= APB Approved Changes

Section 5.6
Modernization of Identification and Authentication in CJISSECPOL

Section 5.14
Update CJIS Security Policy for Unsupported System Components

Section 5.15
Modernization of System and Information Integrity in CJISSECPOL



Presenter Notes
Presentation Notes

The following sections contain changes that will need to be relayed to the appropriate personnel with which it applies to. You can notify the appropriate agency personnel of the following section changes for them to review on their own or together with you.


Section 5.6

Identification and
Authentication (IA)



Presenter Notes
Presentation Notes
The changes made to the following subsections of Identification and Authentication in section 5.6 will apply to and therefore should be relayed to General Users, Privileged Users, and Organizational Users.


Section 5.14 e Unsupported System

Components

System and Services
Acquisition (SA)



Presenter Notes
Presentation Notes
Changes made to the System and Services Acquisition in Section 5.14 apply to and therefore should be relayed to Privileged Users and Organizational Users such as your IT/LASO.


Section 5.15

System and Information
Integrity (SI)



Presenter Notes
Presentation Notes
The changes made to the following subsections of System and Information Integrity in section 5.15 apply to and therefore should be relayed to Privileged Users and Organizational Users.


October 1, 2023

Requirements sanctionable for audit
beginning on this date


Presenter Notes
Presentation Notes
The changes we discussed will go into effect and be required for all agencies beginning October 1st, 2023. This means if you’re audited on September 30th, you will be in compliance, however, if you’re audited on October 1st or any time thereafter, you would be marked out of compliance. So, please make sure your agency has these changes implemented by October 1st.


Manuals

BCI Operating Manual

UCJ1S Ba

New TAC Welcome Packet 20

Utah Criminal History

Missing Persons

g Persons

Utah Alerts: AMBER/E

/Blue/Silver Alert

CJIS Acronyms Q
FBI/NCIC/TI Manuals

NCIC

ng Manual

NCIC Code Manual
111 Manyal

ecurity Policy —

Where to Find



Presenter Notes
Presentation Notes
The most current and up to date document is CJIS Security Policy version 5.9.2. It is available for you to look at on the UCJIS TAC website. 


Questions?
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