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Validations

Presenter Notes
Presentation Notes
This presentation will cover downloading validations, double checking the entry has all the available information as well as accurate information and validating the protective order.



NCIC Requirements

● NCIC records must be kept accurate and up-to-
date
○ modification to update information
○ validations

● Agencies that enter records in the NCIC System 
are responsible for their accuracy, timeliness, 
and completeness

Presenter Notes
Presentation Notes
NCIC requires that entries be entered in a timely manner, that they contain all available information and that the information is the most accurate. Because of the NCIC requirements, this also means that anything that is entered on NCIC needs to be verified if a result is positive on a query. This means that if the court is not open to verify the PO, another agency will need to be able to. NCIC requires a Hit Confirmation agreement. This agreement is between the court and a local PD or Sheriff’s office. This verifies that someone will be able to confirm if a PO is still active and the hours/days the second agency will be verifying those for the court. NCIC also requires that the court validate the PO’s as they fall into the validation schedule. 



Hit Confirmation 
Agreement





Validations



When to Validate
●Within 60-90 days after entry
○ NCIC will automatically keep track of all that 

needs to be validated and when
●Annually thereafter

Presenter Notes
Presentation Notes
Each file type is different, but you will have to validate a record within 6 months of the initial entry and then every year thereafter. The FBI will forward to BCI a set of entries that are up for validation. BCI will help agencies get setup to login to the server so agencies can download them as soon as they become available. All file types will need to utilize UCJIS to validate the entry.



When are Validations Available?
●Validations are available from the FBI the week 

of the first Monday following the  first Saturday 
of the  month

●Validations are  available  on SFTP servers for 
agencies to access for one week

Presenter Notes
Presentation Notes
NCIC has set the validation schedule. A copy of that schedule (if the entry is entered this month it will be up for validation on this month) within the NCIC Operations manual- Introduction. The validation files will be available for download the first Monday after the first Saturday of the month and will only be available on the SFTP server for one week.



Downloading 
Validations
Utilizing an SFTP Server

Presenter Notes
Presentation Notes
In order to download validations you will need to have been set up by BCI. This process ensures that the IP that will be downloading them has been added to a list maintained by State. Once that has been verified it is whitelisted, BCI will provide the designated user for that IP the login username and password. The host name and port will be the same for all agencies. The username will be the agency’s ORI in lowercase and then the password that has been assigned to the agency. You will also need to download an SFTP server, we recommend that you use WinSCP. The next few slides will walk you through how to login.



Logging into the SFTP Server

Presenter Notes
Presentation Notes
The host name and port number will be the same for all agencies. The username will the ORI in lower case. The password is created when the IP is listed for new agencies. It will be provided to the new user of the IP address if hands have changed in the agency. 



Presenter Notes
Presentation Notes
This is close to what your login screen looks like when you are ready to login. Remember the username will be your ORI in lower case and the password will be the one assigned to your agency. If you do not have it, reach out to your TAC or Field Services representative who will send that in a secure email to the individual who will be downloading the validation file.



Downloading Validations

UTBCI0000.TXT

Files from server

Folders on your
computer

Presenter Notes
Presentation Notes
You will need to make sure you know where you are saving the txt file to. You will look on the right side of the pane to see the folder where your validations will be. Once you get to the file, you can drag it into the folder where you will be storing those. 



Downloading Validations

UTBCI0000.TXT
Use to select which 
folder you want to 
store validations in

Presenter Notes
Presentation Notes
Drag the txt validation folder into the folder where you are storing it. Make sure you log out when you are done downloading them



Downloading Validations

UTBCI0000.TXT

Hold down the file and drag it to 
the folder you want it stored in



TXT File Will Contain Entries that need 
to be Validated

Presenter Notes
Presentation Notes
The file will be a txt file and will open in a program such as word pad. This is an example of what those will look like when you open the file. You will notice, this is an older example, I pulled it from the NCIC manual. You will see the date of entry on PO’s can be older, but the DLU or the date of last update will be the last time it was modified or validated. 



Is the PO accurate?

Presenter Notes
Presentation Notes
Before we validate the record, we must ensure that it 1) should be listed on NCIC and 2) that is has all available information



View Entry- Ensure listed information is 
accurate

●Message Key
●Identifying information
●OCA
●Protective Order Expiration date
●Protective Order Number is correct
●Name
●Compare what is listed on the txt file for the entry 

with the information you have

Presenter Notes
Presentation Notes
We need to make sure we have the correct message key, case number PO number and expiration date. You will also want to make sure that you have all available information and that it is updated. Make sure you use ALL available files, systems, etc so that you have the most accurate information.



Ensuring listed information is accurate:

●Search all available UCJIS files
○Purpose code “C”
○Audit purpose “NCIC Validation (NIC #)”
●MIL transaction
●Court case files
●Always run the individual to ensure you do not 

have that PO listed twice - this is a compliance 
issue

Presenter Notes
Presentation Notes
As we mentioned- make sure you utilize all available resources for your agency. You should be running all available files in UCJIS, looking at your records within your own system and anything that was supplied to you from a PD or attorney’s office.



“Pack” the Record
●Any additional information that can be entered 
●Aliases
●Scars, marks and tattoos
●Further description in miscellaneous field
●Anything that will increase likelihood of a positive hit

Presenter Notes
Presentation Notes
If you do have more information that needs to be added, be sure to add them when doing the modify transaction to validate. The more information the better. It will help establish a positive hit from a negatives result/hit.



MIL

Presenter Notes
Presentation Notes
These slides will show you how to use the MIL transaction in UCJIS to run a background check using all available files to your agency.You will need to enter your ORI as the Originating Agency Identifier and then fill out the requester information. The requestor information is filled with what we call auditing information. This lets us know WHY, WHOM and the PURPOSE for the search. You should always be using the audit purpose of “c.” The requestor will be the individual who is wanting the information/running it and the audit reason will be the case number. We encourage you to to put the case number and then validation- that way you know you ran someone within the case file to validate the record and not for court purpose, etc.



Presenter Notes
Presentation Notes
If the individual has a DL out of Utah, you can prefill by SSN or by license number. However, those prefill options will not work if the individual has more than one name attached to the SSN or the license number. So it is probably best to search by name and DOB. In the state field you will want to put the state that the individual is from. As you insert more information in the search fields, you will notice at the bottom of the transaction screen you will be able to search more files. You will not be searching out of state records if you do not select that state the individual is from.



Presenter Notes
Presentation Notes
These are the fields you will be able to search with the MIL transaction. As I mentioned on the last slide, the more information you enter in the search fields, the more you can run. Some transactions require more information than others. And as you add more information in to the search fields, you will be able to these transactions go from grayed out to being checked. There may be some transactions that you don’t have access to, they will remain grayed out even if you fill in the correct fields.



Validating the PO
Utilizing UCJIS

Presenter Notes
Presentation Notes
UCJIS is the only way to validate that NCIC entry.



Validity
●If everything is accurate and there is no additional 

information, we can use the modify transaction and 
validate it
●If there is additional information, the modify 

transaction will be used to enter the information as 
well as validate the NCIC entry

Presenter Notes
Presentation Notes
The modification transaction for a PO is going to be MPO or TPO, it will depend on the protective order type. TPO is to modify a Temporary protection order while MPO is to modify a normal PO. Both transactions will allow you to modify any information needed. 



Required Information to match to the 
NCIC entry

NAM & NIC NAM & OCA NIC & OCAOR OR

Presenter Notes
Presentation Notes
In order for NCIC to match up your record and your modification/validation, certain fields are required. You can match them up by using the NAME & NIC, the NAME & OCA or by the NIC & OCA.



Modify Transaction - MPO

Presenter Notes
Presentation Notes
To modify and/or validate a PO, you will use the MPO transaction. You will need to make sure you select the proper message key. You will see the option to modify a PO or to modify a temporary PO. In this example, we will modify a plain PO and we will do it by NAME and NIC.



Presenter Notes
Presentation Notes
If you need to add more information, the next few slides will show you those sections that can be modified/added. In this slide, we have personal information- this will be name, DOB, gender, DOB, etc.



Presenter Notes
Presentation Notes
In this section of MPO, we have the opportunity to modify identifying information for the respondent. This will include the III number, SID number, a misc number, etc if available or if it has changed and needs to be modified.



Presenter Notes
Presentation Notes
The next portion is the case information. This is where you can modify the case number, the expiration date of the PO, any misc comments, etc.



Presenter Notes
Presentation Notes
You then will be given the option to modify the protected person information as well.



Presenter Notes
Presentation Notes
If you need to add any medical conditions or any cautions regarding the respondent. This will also allow you to enter information on whether the respondent has any DNA on file.



Presenter Notes
Presentation Notes
You may add vehicle information to a PO if you need to. This portion will also give you the option to delete that vehicle if it is no longer needed on the listed PO.Under the vehicle information you will see the submit button. Whether you need to modify/add any new information or not, you will need to hit the submit button to validate the PO.



Modification Acknowledgement Screen

Presenter Notes
Presentation Notes
Once you have validated your PO, you will get an acknowledgement screen. You will want to keep a copy of this within your files. When BCI audits your agency, we will want to see a copy of this to show that it has been validated.



Supplemental

● Have more information that can be entered, but 
that field is already listed in the PO?
○ Add a supplemental
■ ENPO
■ A maximum of 9 additional identifiers of 

various kinds may be entered in one 
supplemental record



Failure to Validate
$.F.’s and $.P.’s

Presenter Notes
Presentation Notes
What happens if we don’t validate our NCIC entries? You have one month to validate the PO’s on your download file. We are now going to cover $.F.’s and $.P.’s



$F Message

●Notification of failure to validate entry for previous 
month

●Notification is sent for each unvalidated entry
●If it is not validated by the next validation cycle, the 

entry will be purged



$F Message

Presenter Notes
Presentation Notes
$.F. messages are broadcast messages your ORI will receive letting you know that you have failed to validate a file that was up for validation last month. Those messages will be sent to the owning ORI on the first Sunday after the first Saturday of the month. If you choose the messages, it will pull up the specific entry that message is for. 



$.F. Message

Presenter Notes
Presentation Notes
You can see the specific information for your NIC number that wasn’t validated. You will receive one of these for each entry that wasn’t validated.



$.P. Messages

●Notification that NCIC entry has been purged because 
of failure to validate or 5 days prior to expiration of a 
PO

●Notification for each entry
●Will need to be re -entered into NCIC
●Automatic failure on BCI Compliance Audit

Presenter Notes
Presentation Notes
$.P. messages are received when an NCIC entry was not validated. It can also be received when it is purged due to meeting the retention period. We will talk about the retention period for PO’s later on. You will receive a notification for each entry that is purged. These will be received the first Sunday after the first saturday of the month. If you receive a $.P. for failing to validated the record, you will be out of compliance with our audit and the PO will need to be reentered onto NCIC.



$.P. Messages

Presenter Notes
Presentation Notes
You can see in our broadcast messages here, we have a $.P. Again, we can click on that line and have the message brought up



$.P. Message: Failure to Validate

Presenter Notes
Presentation Notes
We can see that this one was purged due to failure to validate and not because the record has met the retention period.GET A BETTER SCREENSHOT OR EDIT THIS ONE…. THOUGHT I ALREADY DID- SO THERE MAY BE ONE IN THIS PRESENTATION



$.P. Message: Inactive Status

Presenter Notes
Presentation Notes
5 days prior to the expiration date, the owning agency will receive a $.P. letting them know the record will be expiring in 5 days. If the court wants it to remain on file longer, they need to modify the expiration date for the PO. Once the expiration date has come, the PO will be considered in an inactive status. Inactive records will stay on NCIC for the remainder of the year and than an additional 5. NCIC will not send another message once that time frame expires.



Retention Period



PO Retention Period

● Records for protection orders that have no expiration 
are referred to as nonexpiring records (NONEXP). 
These records will remain active until cleared or 
canceled by the entering agency

● Inactive records (cleared or expired) will be 
maintained on -line for the remainder of the year plus 
5 years. At the  end of that time, NCIC will not notify 
the  ORI of record

Presenter Notes
Presentation Notes
Remember inactive records are the records that have expired. Those will automatically purge from NCIC without any notification. Those are entered inactive status when the PO expires.  Inactive records (cleared or expired) will be maintained on-line for the remainder of the year plus 5 years. At the end of that time, NCIC will not notify the ORI of record. If you need to update the expiration date, this message is a good reminder to do so.



Auditing



Compliance:

● If your agency has a $.P. for failure to validate - this 
will be a compliance issue

● If your agency is found to have an NCIC entry that 
shouldn’t be listed any longer - this will be a 
compliance issue

● If the listed Protective Order is missing information 
your agency has access to- this will be a compliance 
issue

Presenter Notes
Presentation Notes
Upon auditing of PO’s we will want to see the case file and all documents your agency has for the PO. We will quality control the PO to see if there is anything your agency could have added as well as check to make sure you are doing your validations. 



Compliance
● If the listed Protective Order has inaccurate 

information - this will be a compliance issue
● If the Protective Order isn’t entered within 3 

days of issuance- this will be a compliance 
issue

● Always ensure you do not have the same PO 
entered twice - this is a compliance issue



Hit Confirmation Process



Positive Hit:

Presenter Notes
Presentation Notes
A positive Hit means that the information we entered matches a record that shows up as a result. It is important to note that: your response will contain any active, cleared, or expired records that may be identical with the subject of the query. The active PO’s are the only ones that need to be verified. The reason for this is they are the only ones with conditions that need to be followed. However, your agency can view the others and can use them in your investigations as needed.Now, courts typically aren’t going to be running these, so this information pertains to those who will be running NCIC checks. But this is where courts do come in. Someone will need to verify your PO is still active. Each court will need to have a hit confirmation agreement with a local PD, SO that lets them know when they will be verifying those for the courts.



Hit Confirmations

●NCIC procedure demands the agency which placed the 
record in NCIC be contacted by the inquiring agency to 
confirm that data is accurate and up to date prior to 
taking official action

●An NCIC HIT alone does not establish positive 
identification

●It is one fact that must be added to others to provide 
legal grounds or probable cause to arrest

Presenter Notes
Presentation Notes
Any agency which receives a record(s) in response to an NCIC 2000 inquiry must confirm the hit on any record(s) which appears to have been entered for the person or property inquired upon prior to taking any of the following actions based upon the hit NCIC record: 1) arresting the wanted person, 2) detaining the missing person, 3) seizing the stolen property, or 4) charging the subject with violating a protection order.



Confirm a Hit

●Ensure subject inquired upon is identical to the 
person or property identified in the record;

●Ensure warrant, missing person report, protection 
order, or theft report is still outstanding



Hit Confirmation Priorities
● Priority 1: Urgent
○You have no other reason to detain the subject

o i.e., minor traffic stop
○Must confirm in 10 minutes

● Priority 2: Routine
○You have person or object in custody, and have more time to 

work with
o Booking person for DUI

○Must confirm in 1 hour

Presenter Notes
Presentation Notes
Hit confirmation procedure is based on two levels of priority: “Urgent” and “Routine”.Priority 1: UrgentThe hit must be confirmed within 10 minutes. In those instances where the hit is the only basis for detaining a suspect or the nature of a case requires urgent confirmation of a hit, priority one should be specified.Priority 2: RoutineThe hit must be confirmed within 1 hour. Generally, this priority will be used when the person is being held on local charges, property has been located under circumstances where immediate action is not necessary, or an urgent confirmation is not required.



Responding to Hit Confirmation
●Upon receipt of a hit confirmation request, the 

ORI of the record must furnish a substantive 
response within the designated time frame
○ i.e., a positive or negative confirmation or 

notice of the specific amount of time 
necessary to confirm or reject

Presenter Notes
Presentation Notes
If the agency requesting confirmation does not receive a substantive response with in the designated time frame, the agency should generate a second request with a copy to its CTA and to the CTA of the agency that originated the record. The CTA of the originating agency will initiate appropriate action to ensure proper response to a hit confirmation request and to comply with system standards. The CTA actions may include canceling the record.If the agency still fails to receive a response, the agency should then notify the NCIC quality control staff by a third message with a copy to the CTA involved. Failure on the part of any control terminal to ensure such compliance will be brought to the attention of the Advisory Policy Board.



Responding to Hit Confirmation
●Use Nlets
●Even if initial confirmation is handled via 

telephone, Nlets should be used for 
documentation

●Nlets has an inquiry ( YQ) and a response (YR) 
format for hit confirmation

Presenter Notes
Presentation Notes
Without a paper trail it becomes a case of he said/she said.  Using proper NLETS procedures proves you did what was necessary.



Resources:
● NCIC Operating Manual- Protection Order 
○ located on the TAC website
○ located in LEEP

● Field Service Representative
● Help Desk

Presenter Notes
Presentation Notes
If you have any questions about this process you will be able to find it in the NCIC Operating manual introduction or the manual specifically for PO’s. If you have further questions, you can contact the UCJIS help desk or your FS representative.

https://ucjis-tac.utah.gov/wp-content/uploads/sites/38/2023/01/Protection-Order-File.pdf
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