Misuse & What NOT To Do

Regional Training 2023



Presenter Notes
Presentation Notes
Today we are going to cover Misuse and What NOT To Do

This training will teach you what is the proper use of UCJIS Information and also, examples of what NOT to do. We will cover possible files that can be ran depending on the purpose and more scenarios that will help define our definition of misuse. 


Vab

use (something) in the wrong way or for the wrong purpose
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Misuse

Verb

Use (something) in the wrong way or for the wrong purpose

“She was found guilty of misusing UCJIS information”


Utah Code 53-10-108 (12) (a):

Itis a for a person to knowingly or intentionally access,
use, disclose, or disseminate a record created, maintained, or to which access is
granted by the division for a purpose prohibited or not permitted by statute,
rule, regulation, or policy of a governmental entity.


Presenter Notes
Presentation Notes

7.0 Misuse of UCJIS Information All of the information acquired from any file accessed in UCJIS is governed by the dissemination, privacy, and security regulations and policies of the FBI and the state of Utah. UCJIS information is for criminal justice investigations and criminal justice employment only

Misuse of UCJIS information: Violation of dissemination, privacy, and security regulations can result in criminal prosecution of the person(s) involved and loss of state computer access by the agency. There is also the potential for civil sanctions as well. BCI maintains an automated dissemination log of all UCJIS transactions to help ensure that this information is being accessed for proper reasons. Dissemination of criminal history record information is controlled by federal regulations and Utah State Law. Utah Code Annotated 53-10-108(12)(a) states: 
Under Utah Code 53-10-108(12) (a): It is a class B misdemeanor for a person to knowingly or intentionally access, use, disclose, or disseminate a record created, maintained, or to which access is granted by the division for a purpose prohibited or not permitted by statute, rule, regulation, or policy of a governmental entity. 



User Security Agreement

ation: Violation of dissemination, privacy, or security regulations may result in
and/or eriminal pr ition of the person(s) involved and loss of state computer access for the user and
his/her agency. BCI maintains an automated dissemination log of all UCIIS file transactions to help ensure this
information 1s being accessed for authorized purposes. Any unauthorized request or receipt of this informat
could be considered misuse. Utah C Annotated 53-10-108(12) (a) stat

It is a class B misdemeanor for a person to knowingly or intentionally access. wse, disclose, or
disseminate a re ted, maintained, or to which access is granted by BCI ox information contained

in a record created, maintained, or to which access is granted by BCI for a purpose prohibited or not permitted
by statute, rule, 1 lation, or policy of a governmental entity.
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One of the agreements as a user that is required for you to sign, outlines Misuse of UCJIS Information:

Violation of dissemination, privacy, or security regulations may result in civil and/ or criminal prosecution of the person(s) involved and loss of state computer access for the user and his/her agency. BCI maintains an automated dissemination log of all UCJIS file transactions to help ensure this information is being accessed for authorized purposes. Any unauthorized request or receipt of this information could be considered misuse. Utah Code Annotated 53-10-108(12) (a) states:

(12) (a) It is a class B misdemeanor for a person to knowingly or intentionally access, use disclose, or disseminate a record created, maintained, or to which access is granted by BCI or any information contained in a record created, maintained, or to which access is granted by BCI for a purpose prohibited or not permitted by statute, rule, regulation or policy of a governmental entity.

You as a User sign and date this document for access to UCJIS is granted. 


User Testing Agreement

USER OR NON-ACCESS USER ID

ed and submitted to BCI after the completion of the user or
non-access user’s initial training and testing and after each biennial training and testing.

UCJIS USER AND NON-ACCESS USER AGREEMENT
I certify that by signing this document that I have been trained and/or proficiency tested according to the procedure
set by my agency, BCI, and CJIS. 1 accept that I will be held accountable for any information access T My
user ID. [ understand per Utah Code Annotated 53-10-108 {12}{a). it is a class B misdemeanor for a person to
knowingly or intentionally access, use, disclose, or disseminate a record created, maintained, or to which access 1s

oranted by BCI or any information contained in a record created, maintained, or to which access 15 granted by BCI be procedure

for a purpose prohibited or not permitted by statute, rule, regulation, or poli a governmental entity.

for a purpose prohibited or not permitted by statute, rule, regulation, or policy ernmental entity.

USER OR NON-ACCESS USER'S SIGNATURE

TAC SIGNATURE DATE SIGNED BY

ORI

it to your BCI Field Services representative or beifs@utah.gov per Utah Administrative Rule R722-900-4
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Another form that you as a user sign is the User Testing Agreement:

This agreement also outlines information regarding Utah Code Annotated 53-10-108 (12)(a).

It states: I certify that by signing this document that I have been trained and/or proficiency tested according to the procedure set by my agency, BCI and CJIS. I accept that I will be held accountable for any information accessed under my user ID. I understand per Utah Code Annotated 53-10-108 (12) (a), it is a class B misdemeanor for a preston to knowingly or intentionally access, use, disclose, or disseminate arecord created, maintained, or to which access is granted by BCI or any information contained in a record created, maintained, or to which access is granted by BCI for a purpose prohibited or not permitted by statute, rule, regulation, or policy of a governmental entity.

This agreement is updated at a minimum of every two years.  


FBI BCI Criminal Justice
Agency
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The FBI monitors and audits BCI and in return BCI monitors and audits all Criminal Justice Agencies in the state of Utah that have access to UCJIS. 




All Transactions In UCJIS Are Logged

BCI and the FBI can see :

° What was ran

° Who ran the transaction

° When the transaction was ran

) Why the transaction was accessed

CRIMINAL HISTORY QUERY
REQUESTER ORI REQUESTER USER ID REQUESTED FOR PURPOSE CODE AUDITING PURPOSE FORMAT
chakert CBAKER. C MISUSE PRESENTATION REGIOMALS 23

[ Fo |
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All Transaction in UCJIS are logged

BCI and the FBI can see:

What was ran

Who ran the transaction

When the transaction was ran

Why the transaction was accessed

Image: example of the auditing information that is at the top of the Criminal History Query


Dissemination Logs

LOGS Transaction: TAC’s must periodically run the LOGS
transaction to see what transactions users are running and to
assist in the protection for your agency from misuse

Agency TAC’s can view all transactions ran by users
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The LOGS Transaction must periodically by ran by the agency’s TAC this is to see what transactions the users are running and to assist in the protection for the agency from misuse. 

When these are being reviewed TAC’s are going over them to make sure that the Users are not running anything for concern. 

Please keep in mind that TACs can view all transactions ran by the Users of their agency.


Transaction LOGS

Date / Time

ome LOGSL X
Query Results %

° Agency ORI

Created by chakert on 01/

Received Time Agency UserlD  Transaction ORI Search Fields Index Summary

UTBCN

° User ID

° Transaction

° Information Accessed
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You as a user are able to look at your own history by using the LOGS transaction.

You can see the following:

Date/ Time

Agency ORi

User ID

Transaction

Information Accessed


Valid UCH Inquiry Purposes

° Detection ° Prosecution ° Rehabilitation of Offenders
° Apprehension g . .
° Adjudication ° Correctional Supervision
° Detention
° Correctional Supervision ° Criminal Justice Employment
° Pretrial Release

° Post- Trial Release
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Valid UCH Inquiry Purposes

Detection

Apprehension

Detention

Pretrial Release

Post- Trial Release

Prosecution

Adjudication

Correctional Supervision

Rehabilitation of Offenders

Correctional Supervision

Criminal Justice Employment


Inquiring into any of the UCJIS files is NOT
permitted for the following purposes:

° Curiosity and Personal Inquiries ° Military Recruiters

° Employment for Non-criminal Justice o City/County Employees
Purposes

. Business Licenses ° Citizen Advisory Boards,

etc.
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Inquiring into any of the UCJIS files is not permitted for the following purposes:

Curiosity and Personal Inquiries

Employment for Non-Criminal Justice Purposes

Business Licenses

Military Recruiters

City/County Employees

Citizen Advisory Boards, etc. 




Scenario 1

The friend of the son of a deputy in your agency is pulled over. His background check reveals a
history of violence, fraud, an NCIC known or suspected terrorist hit and several outstanding
warrants. The deputy wants to know if anything came up on his check. Can he have this

information?



Scenario 1 Answer

Dissemination of this information, even within the department, is not authorized in this
situation. Unless there is a valid criminal justice purpose for the dissemination, what was
found through UCJIS may not be passed to the deputy. If the information is passed, it is then
considered to be a case of misuse.



Scenario 2

You have new renters for your basement apartment and want to screen them to ensure that
you they don’t have any outstanding warrants.



Scenario 2 Answer

This type of check is not authorized through UCJIS, however on the DPS public website, there
is a link to check for warrants. If a UCJIS User completes this transaction it would be

considered misuse.

* https:/ /bci.utah.gov/check-your-utah-warrants/



Scenario 3

An officer took a screenshot from their RMS system, which was reflecting UCJIS information,
and then posted it on social media as a public service announcement.

Is this considered misuse?



Scenario 3 Answer

This is considered unauthorized dissemination and therefore misuse.Although the individual
may have had good intentions - it is still not allowed.

UCJIS information is protected and should not be shared with the public



Scenario 4

A city/county legislature or representative’s aide wants to know who has parked in their
parking spot or who has parked in the lot of the building. What information can you run and

give to them?



Scenario 4 Answer

You cannot give them any information. They are not authorized to receive it. Even running this
transaction is not for a criminal justice purpose and is considered misuse.



Scenario 5

If an officer is driving down the road and runs the license plate of the car driving in the other
lane, to get contact information of the driver to ask them on a date, is this considered misuse?



Scenario 5 Answer

Yes, this is considered a curiosity check which falls under the qualifications of misuse.



Scenario 6

A user calls dispatch to run MMJL (Medical Marijuana transaction), is it considered misuse to
disseminate their findings?



Scenario 6 Answer

The Dispatcher should verify the person is a Law Enforcement User, then they can run the
transaction and disseminate according to their agency policy.

If the person is not Law Enforcement the transaction should not be completed. If it is, it then it
would be considered misuse.

Some agencies/ users do not have permission to receive MMJL information.



Sharing CJIS Info With Another Agency?

Consider the following questions before disseminating:

° Do they have authorization?
° Why do they need this information?

° What is my agency’s policy/procedure?
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Sharing CJIS Information with Another Agency?

Consider the following questions before disseminating:

Do they have authorization?

Why to they need this Information?

What is my agency’s policy/procedure regarding this matter?


Internet Access to UCJIS

UCJIS is a web-based system that is being accessed from many different devices. This includes
mobile devices such as smartphones, tablets, laptops, etc.

No matter which device is used, dissemination, privacy, and security laws governing misuse of
UCJIS information all apply.
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UCJIS BASiCS MANUAL: 8.0 Internet Access to UCJIS 

UCJIS is a web-based system that is being accessed from many different devices. This includes mobile devices such as smartphones, tablets, laptops, etc.

 No matter which device is used, dissemination, privacy, and security laws governing misuse of UCJIS information all apply. Agencies accessing UCJIS through an Internet Service Provider (ISP) are required to have firewalls in place.


Laptop, Phone, & Tablet Access (MDM Policy)

Any portable device that is used to access UCJIS is under the same dissemination, privacy,
security and misuse regulations as a desktop computer located in a locked office.
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Laptop, Phone, & Tablet Access (MDM Policy): Any portable device that is used to access UCJIS is under the same dissemination, privacy, security and misuse regulations as a desktop computer located in a locked office. 


Working Remotely

Agencies should review their policies to see under which scenarios working from home is
appropriate and which positions are authorized

Reporting security incidents for unauthorized access to CJI including unauthorized transfer of
CJI to a non agency device should be included

Unauthorized individuals (family members, roommates, ect.) are not permitted to view CJI or
operate devices that contain or can access CJIS
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Agencies should review their policies to see under which scenarios working from home is appropriate and which positions are authorized.

 Reporting security incidents for unauthorized access to CJI including unauthorized transfer of CJI to a non-agency device (data spills) should also be included.

Unauthorized individuals(family members, roommates, ect.) are not permitted to view CJI or operate device that contain or can access CJIS. 


Creating A Controlled Area

Remote employees must designate areas where CJIS is stored or processes as a controlled area
to properly protect CJIS

In a home environment, individuals must take necessary precautions to protect the information
from not being disseminated to anyone who should not have it
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Creating a Controlled Area: Remote employees must designate areas where CJI is stored or processed as a controlled area to properly protect CJI. In a home environment, individuals must take necessary precautions to protect CJI.


At A Minimum

° Limit access to the controlled area

° Lock the area, room or storage when unattended

° Position devices to prevent unauthorized access/viewing of information
° Follow encryption requirements
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At a minimum, remote employees must: 1. Limit access to the controlled area during CJI processing times to only those personnel authorized by the agency to access or view CJI. 2. Lock the area, room, or storage container when unattended. 3. Position information system devices and documents containing CJI in such a way as to prevent unauthorized individuals from access and view. 4. Follow the encryption requirements found in Section 5.10.1.2 for electronic storage (i.e. data “at rest”) of CJI.


[s it okay to print information from UCJIS?



Hard Copy Destruction

Cross-cut Shred Burn

Or
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Any media that has been associated with criminal justice information should be destroyed.  CD’s Diskettes, all should be shredded, broken, or micro waved.

The hard drive on a computer when being sold to the public should either be destroyed or wiped using a government wipe.

Once released from your control it must be unreadable


UCJIS Test Account

UCIIS

Utah Criminal Justice
Information System

User Authentication

https:/ /ucjis-test.ps.utah.gov/ucjis/ #tree

Agency

@& Login 1 Reset
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There is a UCJIS Test Account that you can use to get familiar with UCJIS and not use the Live version. 

The email address is https://ucjis-test.ps.utah.gov/ucjis/#tree


How To Setup A Test Account

Have your agency’s TAC email your Field Service Representative

*TAC* it is not required but | have found it helpful if you have a test account created for yourself with the
permissions your users will need to test it helps us to create your testing accounts quicker
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How to Setup A Test Account

Have your agency’s TAC email your Field Service Representative

*TAC* it is not required but I have found it helpful if you have a test account created for yourself with the permission your users will need to test, it helps us to speed up the process of creating testing accounts for your users. 


Test Records To Use In Test Account

TAC

Manuals
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Even though you are using the Test Account Site, you will still need to use Test Records that are created for this reason. You do not want to use live records because then it is considered misuse even if it is in the Test Account. 

You can find the UCJIS Test Records document on the TAC website. Even though it is called the TAC website it is for all UCJIS users. You can put TAC in the UCJIS search bar and it will bring up a link to the website. 


Utah Motor Vehicle Test Records

Unlike most other files (Utah Criminal History, Utah Driver License, Utah Statewide Warrants,
NCIC 1II, etc.) there are not always test records for Utah Motor Vehicle Transactions.

As of January 30, 2015, license AAA111 is a valid test record for MVQ. At any time, this record
may be removed.

Remember, DO NOT use the license plate numbers of friends, neighbors, co-workers, etc., for
use in testing or training. This is considered Misuse of UCJIS information.
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Utah Motor Vehicle Test Records
Utah Motor Vehicle Test Record Unlike most other files (Utah Criminal History, Utah Driver License, Utah Statewide Warrants, NCIC III, etc.) there are not always test records for Utah Motor Vehicle Transactions. 

As of January 30, 2015, license AAA111 is a valid test record for MVQ. At any time, this record may be removed. 

Remember, DO NOT use the license plate numbers of friends, neighbors, co-workers, etc., for use in testing or training. This is considered Misuse of UCJIS information. 
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In this clip I want you to watch it and find the misuse and then we will discuss it after. 

Misuse Answer: Giving computer to civilian (not authorized) and looking himself up (curiosity check)

http://drive.google.com/file/d/1FG4Qvc6HjFhs4Ws9paC-q_h7RMWrLJ9l/view

What NOT To Do




NEWS

Officer allegedly used law —
enforcement system to get
woman’s name after he saw

her shopping
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after allegedly a sing the Connecticut On-Line Law Enforcement Telepro

illey obtain information on a woman he saw while on an assignment.

Josh Zarbo, a patrolr with the Old Saybrook police departmen ©2017, had looked up the
wom. ehicle registration “for his own personal gain,” according to police. He has been charged

with thire omputer crime, which i
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woman, he

another officer to run herv

The woman told police that she saw
arbo while shopping and later noticed that the man who followed her on Instagram was the same

officer.

TRENDING STORIES

1 Burglars stole total of $37K from
Queens home: NYPD

2 Pregnant fiancée thrown from car
in ST s
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OLD SAYBROOK, Conn. (WTNH) – A Connecticut police officer was released on bond Wednesday after allegedly accessing the Connecticut On-Line Law Enforcement Teleprocessing System to illegally obtain information on a woman he saw while on an assignment.
Josh Zarbo, a patrolman with the Old Saybrook police department since 2017, had looked up the woman’s vehicle registration “for his own personal gain,” according to police. He has been charged with third-degree computer crime, which is a felony.
Josh Zarbo (Credit: Old Saybrook Police Department)
Zarbo, 30, was on security detail at the Walmart in Old Saybrook on Black Friday to monitor activities inside and outside the store.
The arrest warrant states that when Zarbo saw the woman, he texted another officer to run her vehicle registration, and then asked for it over the radio system. After getting her information, he allegedly followed her on Instagram.
The woman told police that she saw Zarbo while shopping and later noticed that the man who followed her on Instagram was the same officer.
Zarbo told police during an interview that the woman was “being suspicious” by the way she looked at him and because she pulled through a parking space instead of backing out of it, according to the arrest warrant. He also allegedly texted a dispatcher with slang that meant he was trying to pick up women when he originally asked for her registration to be run through the system.
According to the arrest warrant, he called dispatch asking for her information 15 minutes after he saw her and did not ask for anyone else’s information during the shift. Zarbo reportedly told police that he followed her on Instagram after noticing they had mutual friends.

“The Old Saybrook Police Department takes our responsibility to ensure that Department
Employees are adhering to workplace expectations and the law very seriously,” Old Saybrook Police Chief Michael A. Spera said in a written announcement. “Old Saybrook Citizens must be assured that they can trust their Police Department not only to provide superior traditional and nontraditional law enforcement services every day, but that they can also trust their Police Department to maintain high standards, swiftly address internal matters, and possess the ability to properly police our own.”
Michael Lawlor, an associate professor of criminal justice at the University of New Haven, said police officers must provide a query or a case number when accessing this online database. He said falsely claiming a crime to access someone’s information is a forgery.
“It’s a very serious offense,” Lawlor said. “Police officers and others in the criminal justice system have access to data that you and I would never have access to. As you saw in this case, you can trace people’s license plates to find out who they are, find out if they have been involved in any cases. You can just find out an extraordinary amount of information about people using this system.”

Lawlor said, typically, a police officer would have their certification revoked if found guilty of computer crime in the third degree.
Zarbo was released on a $5,000 bond. He is currently on administrative leave with no law enforcement authority.



MAMNCHESTER, OH (FO - A Manchester police officer accused of illegally - ) law enforcement databases has been indicted

by an Adams Count nd jury.

St. Louis County officer accused of
illegally using police databases to
look up information on 17 other
officers

Charging documents said her department discovered she conducted 17
searches of fellow officers and one search of her mother between
January and April 2020

SBOROUGH — It's not your personal Google. That's what Lanesborough
Police Officer Brennan J. Polidoro was told after the town’s chief determined that
he violated state law by looking up women on a criminal justice database without

a valid police purpose.
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Different cases I found on Google of Misuse. 


Actual Cases of Misuse

Officer purchasing firearm ran criminal history on previous firearm owner - disciplined by
department

State employee exchanged criminal history record information for methamphetamines -
criminal charges filed

Officer ran ‘curiosity’ record checks on women he met at a party - lost POST certification,
terminated by department

State employee ran DL searches on coworkers to get Christmas card address list - disciplined
by department
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Actual Cases of Misuse
Officer purchasing firearm ran criminal history on previous firearm owner - disciplined by department

State employee exchanged criminal history record information for methamphetamines - criminal charges filed

Officer ran ‘curiosity’ record checks on women he met at a party - lost POST certification, terminated by department

State employee ran DL searches on coworkers to get Christmas card address list - disciplined by department


Recent Cases of Misuse

Multiple examples of users running themselves or coworkers when “testing” a transaction.
Including scanning their own DL to test a patrol scanner.

Officer allowed teenage children to stay in office alone while responding to a call, which means
they had unescorted access to UCJIS information.
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Recent Cases of Misuse:
Multiple examples of users running themselves or coworkers when “testing” a transaction. Including scanning their own DL to test a patrol scanner.

Officer allowed teenage children to stay in office alone while responding to a call, which means they had unescorted access to UCJIS information.


Recent Cases of Misuse

UCJIS user that did not get along with their neighbor ran their criminal history and kept a file
of it at their home. In a dispute, they not only had illegally run and printed the record but they
shared it with other neighbors and their spouse.

UCJIS user ran their soon to be live-in girlfriend just to be sure about things before moving in
together.
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Recent Cases of Misuse:

UCJIS user that did not get along with their neighbor ran their criminal history and kept a file of it at their home. In a dispute, they not only had illegally run and printed the record but they shared it with other neighbors and their spouse.

UCJIS user ran their soon to be live-in girlfriend just to be sure about things before moving in together.


Reporting Misuse

For suspected misuse contact the following individuals to report:

The Director of BCI

Captain Greg Wlllmore

CC:

The Commissioner of Public Safety

Commissioner Jess Anderson
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You will need to email the Director of BCI and CC the Commissioner of Public Safety. You will receive a response from the Field Service Supervisor Mandy Biesinger and her email is mbiesinger@utah.gov

mailto:gwillmor@utah.gov
mailto:jessanderson@utah.gov

Questions?
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Questions?
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