UHP Fingerprint scanner training

This module covers the UHP Fingerprint policy and how to properly use the
fingerprint scanner

™, Fingerprint Scanner Training and Usage



Lesson1of1

Fingerprint Scanner Training and Usage

What is a fingerprint scanner? —

In simple terms, a Watson Mini fingerprint scanner is used to capture and save a graphical image
of a single flat (not rolled) fingerprint onto your computer.

Why should | use one? What can it do for me?

Use it to help identify persons who cannot (or will not) provide means of identification OR to
attempt verification of any presented identification documents.




How will a fingerprint tell me who a person is? _

You should be able to confirm a person's identity - - under the following conditions....
» The scanner captures a good-quality fingerprint.

o Recommended that you scan more than two fingerprints during the initial scan
process. See training instructions below on how to capture a good quality print.

« Officer has access rights to the BCI transaction 'QUIDL'.
» The person being fingerprinted has a criminal history.

o When you run a person's fingerprints, you are ONLY checking the criminal databases
(Western Identification Network [WIN] and FBI). It does not check any other database
that might contain a fingerprint.

What if nothing is found? _

« Itispossible the scanner did not capture a good quality fingerprint.

o Without a good quality fingerprint, a person might have a criminal record but you
won’t get a positive hit showing that information.

o If you get a negative result, you can try searching it again with the other capture
fingerprints (thus the reason for getting more than just two fingers scanned initially).

 Or,it'slikely that the individual does not have a criminal history.




WHAT IT CAN DO WHAT IT CANNOT DO

 Capture a fingerprint and save in a picture format (bmp, jpg, png) to your computer

« Allow for a search of the WIN and FBI databases (via BCI) for any criminal history attached to
a specific set of fingerprints

WHAT IT CAN DO WHAT IT CANNOT DO

« Show identification information for someone who does NOT have a criminal record (IE:
children and others who have not been booked into ajail).

« Identify someone with a poor quality fingerprint image. Even if a person has a criminal
history the poor quality image will not allow the record to be located in the database search.

« Currently it cannot capture a fingerprint and send it electronically to BCI to attach to a
citation or criminal record. Presently, if the individual is not being booked you will still need
to take an ink print for a cite-and-release.




CANdo

Capture a fingerprint and save Search the WIN and FBI
a graphical version onto your databases for a criminal
computer history
CANNOT do

Electronically submit a
fingerprint along with a Show ID for a child
citation

Show ID for someone without
a criminal history



Complete the content above before moving on.

FUTURE
PERMITTED USES OBTAIN CONSENT PROCEDURES
CONSIDERATIONS




« The use of the fingerprint scanner shall be for law enforcement purposes only and done in a
manner consistent with provided training, local, State, and Federal laws. Only those officers
who have been trained in the use of the Department approved scanner will operate the
scanner.

« Always proceed lawfully! Remember that everything you do during an investigation has to
be reasonable and justified. IE: you do not need a fingerprint on-scene during a DUT arrest
(or any other arrest), even if you suspect false information. They will be fingerprinted
during booking at the jail.

FUTURE
PERMITTED USES OBTAIN CONSENT PROCEDURES
CONSIDERATIONS

» Voluntary consent must be obtained from all persons who are conscious and capable of
giving consent prior to scanning their fingerprints. A person may revoke their consent at any
time during the scanning process. If the person refuses to allow their fingerprints to be
scanned, no scanning will be conducted.

« If anindividual is under arrest, is unconscious, or is otherwise incapable of providing
consent, request for consent is not required.

« Officers are prohibited from using force to obtain a fingerprint scan. This does not prevent
you from holding the subject's finger down on the scanner as the image is captured.

 If during the scan, the person decides not to allow any further fingerprinting, you may keep
any fingerprint digital images that you have already saved, and if you have two or more
images you may run the fingerprints through the WIN and FBI database.

« If the individual refuses to provide fingerprints and you have probable cause that they have
provided false information, consider placing them under arrest for false information and
booking them into jail to have their fingerprints taken and identity confirmed.




PERMITTED USES OBTAIN CONSENT FUTURE PROCEDURES

CONSIDERATIONS

« If in the future, a database exists for the identification of missing or run-away juveniles,
supervisor approval should be obtained for fingerprint scanning of individuals under the age
of 18.

FUTURE
PERMITTED USES OBTAIN CONSENT PROCEDURES
CONSIDERATIONS

« The officer who administers the fingerprint scan should explain the process to the individual,
including the fact that the purpose of the scan is to confirm their identity.

« When using the scanner, it is recommended that two officers be present to ensure officer
safety and control of the individual during the fingerprint scanning process.

 Capture the fingerprint images and transmit them to BCI

A positive notification (from BCI) simply means that the individual has been identified; it
does NOT necessarily mean that an active warrant exists for the individual. A positive
notification is NOT probable cause for an arrest. Officers must continue their investigation
and should query additional BCI databases to determine if the individual is actively wanted.

o At minimum, an Officer Information report will be completed to document the law
enforcement purpose and supporting rationale for using the mobile scanner. This data may
be documented in a Crime Report, should one be appropriate for the incident.

« When an officer uses a mobile scanner to assist another agency, an Officer Information
report will be completed and will include the other agency’s case number, officer name, law
enforcement purpose for the mobile scanner use, data disseminated to that agency, and any
other relevant information.






Please contact finger with scanner case







Never risk your safety at any point during the fingerprinting process! Getting fingerprints is

not worth putting yourself into a unneccessarily dangerous situation.




Complete the content above before moving on.




Officer

» Explain the process to the subject being fingerprinted.
» Gun-side away from the subject.

» The primary officer can gather the fingerprint while the secondary officer operates the computer
(saving the graphical image and getting the software ready for a scan). If you are the only one
handling all tasks, you will probably need to have the subject sit in the front seat of your patrol car so
that you can operate the computer AND scanner.



Subject

Instruct the subject to firmly press down (do not roll) the finger of your choosing onto the scanner and to
wait until you instruct them to remove it - - you are waiting for the scanner to beep, indicating a print has
been captured.






A

Officer

While the subject is handcuffed:

« Fingerprinting while they are handcuffed would typically mean you are detaining someone for your
safety and trying to correctly identify them.

 Outside the car -- With another officer maintaining control of the subject, you can gather the
fingerprints.

« Don't forget that if you have arrested them and are taking them to jail, there really is no reason to
fingerprint them on the side of the road.



Subject

Use your thumb to firmly press the subject's finger onto the scanner. Do not press too hard or enough to

cause discomfort on their part. You may need to turn the scanner to maintain proper finger orientation.




Twa lmgers are reguined for fingerrind submission. The thamb and index froim the fehl kaed reguined. 1] the personhas an ampitstion disability or bandaged
finger annatate al limger with “Unable e Print” ar B9, Substitute with the next hiphest sumbered limger,

® Complete the content above before moving on.



Proper documentation -

To run prints through the WIN and FBI database, there MUST be a valid criminal justice purpose
and you must enter a case number into the UCJIS website.

NEVER run fingerprints through UCJIS for curiosity or testing purposes. The same restrictions
apply to fingerprints as for running Triple-I or UCH.

UCJIS Home = QUIDL x

Query
QUID Transaction Query

Click Here to View Fingerprint Priority Image

Originating Agency Identifier
ORI:* UTUHP1300-UHP SALT LAKE E| @ ENTER CASE NUMBER

Upload Fingerprint

No file selected.

Fingerprint: *

Fingerprint Type:* RIGHT THUMB E‘

Proper tool for the job _

Fingerprint scanners are another tool for law enforcement to use. Be sure you are using the tool
correctly and for the correct purpose/reasons.



If warrants are found

If an active warrant is found during a fingerprint search, be sure to follow Department training
and policy for properly confirming a warrant before making an arrest.

File names —

It isrecommended that you give the digital file a filename with the case number, followed by the
finger type that was scanned. You will need to know later, and properly identify which finger was
scanned, when you upload the graphical image to BCI. For example: ''042200001-RThumb"

UCJIS Home QUIDL x

Query
For each graphical image
uploaded to BCI, you will need
Upload Fingerprint to select from the dropdown list,
which finger is represented by
the image.
No file selected. ¢
Fingerprint: *
Fingerprint Type:* ‘ RIGHT THRMB

Upload Fingerprint M

Right index finger
No file selected. | Right middle finger

Fingerprint: * Right ring finger

Right little finger

Left thumb

Left index finger

Fingerprint Type:*

Left middle finger

Left ring finger
Q Submit  Q Clear Al Left litile finger

Garbage in, Garbage out —_

The software is not smart enough to know if you are scanning the proper portion (fingertip) of a
finger. It is only making sure that it has enough data points before it will let you save the
fingerprint (IE:you could scan the side of a finger and it might accept it as ‘valid’). Therefore, be



sure to put firm (not painful) downward pressure on the finger being scanned and make sure
that the center of the finger tip is clearly seen in the image before saving it.

SPOOFING
PROTECTION

TOO DARK TOO LIGHT GOOD PRINT

|
Images are too dark or poorly defined. This could indicate too much moisture on the fingers.

 Solution: Dry the fingers with a towel or cloth before fingerprint capture.

SPOOFING
PROTECTION

TOO DARK TOO LIGHT GOOD PRINT




Images are too light. This can indicate that the fingers are very dry.

« Solution: Rub a small amount of moisturizer (or drop of water) on the fingertips.

toa Hght

SPOOFING
PROTECTION

TOO DARK TOO LIGHT GOOD PRINT

A good print will have defined lines and good contrast. You can easily see the pattern area.




SPOOFING
PROTECTION

TOO DARK TOO LIGHT GOOD PRINT

The Watson Mini has hardware-based Automatic Spoof Rejection built-in.

« The Watson recognizes real vs. manufactured fingerprints.

« The scanner automatically rejects fingerprints based on silicone, glue, rubber, or other
common spoofing materials that may be on the finger.

If it detects a manufactured fingerprint, you will not see anything on the scanning software
(screen). Try a different fingertip or check for foreign substances.

e '
PR

Liquid Latex PlayDoh Monster Liquid Wood Glue
Body Paint (Orange) Latex

Crayola Model 2D Printed on 2D Printed on
Magic Transparency Matte Paper

Ecoflex (Silicone) Ecoflex with Ecoflex with Ecoflex with Silver
Nanotips Coating BarePaint Coating  Colloidal Ink Coating



Complete the content above before moving on.




Step 1 - Capture the fingerprint

L&y DPS Quick ID Scanner has - "
[ ]
INTEGRATED
BIOMETRICS
Devices )
[wATSON Mm_v1.1.2_%0 [
Fingerprint Caplure
------------------------------------------------------ Don't change any of the settings. Just sele
FLAT_SINGLE_FINGER i START' when ready to scan the next finger
(] Automatic contrast optimzation

| Automatic capture for fingerprints
[] Trigger invald finger count on auto-capture

\¥] save images

START

Device Qualty

[i] Detect clear Piaten

[#] Draw quadrangie for s

il nFi2

Ready

1. Load the Fingerprint Scanning software

2. Select 'START"

3. Have the subject press the fingertip of your choosing onto the surface of the
Watson scanner. You should see animage of the finger begin to appear (this may
happen quickly--or may take a few attempts). When the software has enough

data, you will hear a beep and the fingerprint will remain on the screen.



Step 2

Step 2 - Save thefile

WATSON MINLv1 1_2.
Fingerprint Capture

FLAT_SINGLE_FINGE

[¥] Automatic contra

¥] Automatic capury

(] Trigger invald fin

¥] save mages

File Namey” |

Device Qualty

b

Files of Tybe;

Save all images (bmp, wsq) |
_—----‘—

acqguisition completed success fully

e Save the file and repeat the previous step for the next finger being scanned.

e Note: You can use the software to scan any prints you would like. You can test with your
own prints. This program is used ONLY for capturing fingerprints.



Step 3

Step 3 - Login to UCJIS

UcClis Mew Broadcast Message

Utah Criminal Justice

Information System Close All

UCJIS Home = QUIDL %

Select your ORI from
the drapdown box.

Query

Click Here to View Fingerprint Priority Image

Originating Agency Identifier

ORL:*

UTUHP1300-UHP SALT LAKE
UTUHPOO00-UTUHPOO00

Upload Fingerprint

1. Open a web browser and login to the UCJIS website (https://ucjis.ps.utah.gov)

2. Run the QUIDL transaction (enter QUIDL into the transaction box and press
ENTER)

a. This transaction will be added to your BCI account by your agency TAC after
you have completed this training.

3. Verify that your ORI is selected



Step 4 - Enter a case number

UCJIS Home QUIDL x

Query
QUID Transaction Query

Click Here to View Fingerprint Priority Image

Originating Agency |dentifier

ORI:* UTUHP1300-UHP SALT LAKE E‘ Case Number:* ENTER CASE NUMBER

Upload Fingerprint

No file selected.

Fingerprint: *

Fingerprint Type: * RIGHT THUMB E‘

All fields on this screen are required in order to successfully submit a request.

1. Enter a case number.




Step 5 - Upload image

UCJIS Home QUIDL x

Query

Upload Fingerprint

No file selected.

Fingerprint: *

Fingerprint Type: *

Upload Fingerprint

No file selected.

Fingerprint: *

Fingerprint Type: *

Q Submit  Q, Clear All

fingerprint image folder.

1. Click on Browse and search for the
fingerprint file that you saved ina
previous step.

2. Select the proper finger from the
dropdown list (for that image).

I

RIGHT THUMB

M

Right index finger

Right middle finger
Right ring finger
Right little finger
Left thumb

Left index finger
Left middle finger
Left ring finger

Letft little finger

Clickon 'Browse' and select one of the fingerprint images that were saved to your



Step 6 - Select finger type

Quick ID has been successfully submitted

OK

1. From the 'Fingerprint Type' dropdown list, pick which finger is being uploaded.
2. Repeat the 'Browse' process for the next fingerprint image.

3. After both fingerprints are showing on the screen, press the 'Submit' button. You
should receive a pop-up box that indicates you were successful with submitting the

fingerprints.

a. Make sure your web browser allows pop-ups for the UCJIS website or you will not

receive this notification




Step 1- Viewing the results screen

UClIs

Utah Criminsl Justice

Information System

Continue pressing the "Refresh’
button (periodically) until it changes
from PENDING to 'HIT or "NO HIT

UCJIS Home QUIDL x QLOGL x

Query Resulis x

Audit Log Results

Created by on 07/28/2021 10:36:32

MIP results are only avg

Submission WIN Response FBI Response
Date Casa # Status Date SID Level Date FBI Hit Level Date Ermror
077282021 TEST SUCCESS 07iZ8/2021 PEROMNG PG
10:38 10:36
05112021 TEST SUCCESS 051172021 UT000321323 - 05/11/2021 . 051172021
11:53 11:53 11:56 11:56

If you are not automatically taken to the 'results' or 'log' screen, you can run the
transaction 'QLOGL'.

¢ Once at the 'QLOGL' screen, you will see a list of all of the fingerprint queries that
you have run through UCJIS using your account. You can review the last 30 days of
scans before the results are removed.

o Thelist of queries will not disappear after 30 days, only the ability to review the
results of each individual query.



Step 2

Step 2 - Viewing a'HIT'

UCJIS Home | QLOGL x

Query | Results x

As soon as you get the 'VIEW MIPS' button on the left Audit Log Results
side of your fingerprint query, you can click on it and Created by on 12/16/2020 14:54:53

MIP ros it Bire iy, avai ablo Tor 30 Gavs see what was found in the criminal databases

Q, Refresh

ransaction Date Case # Status Submission Date SID

WIN Response Date FBI Hit Level FBI Response Date
12/08/2020 21:22 12/08/2020 21:21

[view mip J 12/08/2020 21:20 TEST SUCCESS 12/08/2020 21:20 UT000000001
[VIEW MIP J 12/08/2020 21:10 TEST SUCCESS 12/08/2020 2110 UT000321323 - 12/08/2020 21:13 . 12/08/2020 2113
10/28/2020 )5:23 TESTCASE The 'VIEW MIPS' buttons are UT000321328 . 10/28/2020 15:27 . 10/28/2020 15:26
Prn— gone because the queries are
020 141 TEST older than 30 days... UT000321323 - 10/01/2020 14:19 . 10/01/2020 14:19

e Within 5-10 minutes of submitting the fingerprints, you should have results
(either positive or negative) from the WIN and FBI databases.

o If the status remains 'pending' after 10 minutes, that database may not be
responding. You can try resubmitting the same fingerprints again, or select
two different prints and retry the process. You may also contact BCI's 24/7
helpdesk (801-965-4446) to see if they are aware of any issues that may be
happening.

¢ Assoonasyousee the 'View MIP' button on the left side of the query, you can
clickon the button and begin examining any of the '"HIT' data. You will need to
periodically click on the 'refresh' button so that any new information can be

displayed on your screen.



Step 3

Step 3 - Analyzing the 'HIT'

UCJISHome | QUIDL X | QLOGL X | LOGSL X
T T Remember that you can click on Any NCIC or UCCH record that returns is a match for the subject, based on the.
L e any of the TABS above to retum fingerprints taken, and the 10-print card made during booking. These records will
to that transaction. Audit Log Results contain some or all of the following: name, aliases, date of birth, social security
Gais iy e i e number and possibly driver license number.
Received Time Agency UserlD Transaction ORI Search Fields n x\ Summary
e - T e e (R
0912412021 13:00 UHPORE aw UTUHP1000 TNOT QW.UTUHP 1000 NAMBEAR YOO! SEXIM RAGI FBINA SOG/529629590. OLN/ 172443851 b anicicbquest DETAIL
0812442021 1301 UHPORE asw UTUHP1000 LAST_NAVE=BEARFIRST_NAME=YOG 23844524 WarmanisByName SEARCH
0912420211301 UHRORE PO UTUHF1000 LAST_NAME=BEAR FIRST_NAME=YOG MIDDLE_NAME=E 2384526 SearchPO
0912412021 1301 UHPORE asw UTUHP1000 ‘SGN=620620500 23844530 WamanisByPersonidentier SEARCH
00/24/2021 1301 UHPORE asw UTUHP1000 DL_NUMBER=172443851 23844528 WaranisByPersonidentiier SEARCH

When the results of the database search are shown (referred to as the 'Audit Log
Results' screen), you will need to review the summary which is located in the far right
column of the screen.

If there are any UCCH records or NCIC records found, they will be a positive match with
your subject based on their fingerprints. These records will contain some or all of the
following information about your subject: name, aliases, date of birth, social security
number and possibly driver license number.



Examine the records found

UCJIS Home | QUIDL X | QLOGL X | LOGSL X

If records are found that list specific identifiers (IE: Social security number or
Query | Resuls % driver license number), it means that those records are a direct match o the
fingerprints you submitted. In the example below, each of the items are

Audit Log Results associated with an active warrant.

Greated by on 0812412021 13:02:18

Received Time Agency UsedD. Transaction ORI Summary

0912402021 1300 UHPORE cHa UTUHP1000 23844516 UcchRapsheetBySID DETAIL
0912412021 13:00 UHPORE aw UTUHP1000 processNcicRequest DETAIL
0812442021 1301 UHPORE asw UTUHP1000 23844524 WamanisByName SEARCH
0912420211301 UHPORE PO UTUHP1000 2384526 SearchPO

0912412021 1301 UHPORE asw UTUHP1000 23844530 Y EARCH
00/24/2021 1301 UHPORE asw UTUHP1000 23844528 y H

If you see in the 'search field' column a driver license number or social security

number, these are matches to the fingerprints you submitted and most likely link to an
active warrant (as indicated by a unique index number).



Step 5

'Name' results

UCJIS Home QUIDL X QLOGL X  LOGSL x
Query | Results x Any s by BCl as possible matches

| and must be examined further.
Audit Log Results

Created by ©on 0312412021 13:02:18
Received Time. Agency UserD Transaction ORI Index Summary
0912412021 1300 UHPORE cHQ UTUHP1000 23844516 UcchRapshestBySID DETAIL
0912412021 1300 UHPORE aw UTUHP1000 processhcicRequest DETAIL
0972412021 1301 UHPORE asw UTUHP1000
0972412021 1301 UHRORE PO UTUHR1000 AST_NAME=BEARFIRST_NAME=YOG MIDDLE_NAME=E
0012412021 1301 UHPORE asw UTUHP1000 SSN=529620500 23844530 WarrantsByPersonidentfier SEARCH
00/24/2021 1301 UHPORE asw UTUHP1000 DL_NUMBER=172443851 23844528 WarrantsByPersonidentiier SEARCH

Any search results based on names, are provided by BCI as possible matches and must

be examined further.




Complete the content above before moving on.

True or False

@] You MUST complete the content above before you will get credit.



RECEIVE CREDIT




