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Traditional Audits vs. New Audits

BCI 
Compliance 
Audit 
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ServiceNow

Audit s

Excel

Audit process agencies 
have had in past audit 
cycles. Uses excel and 
email to relay information.

Audit process starting this 
audit cycle. Agency audits 
will be conduct solely 
online through the 
ServiceNow software

BCI Compliance Audit
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Tradit ional Audit s

Traditionally, audits have been conducted using email and excel.

1. Field Service Representative initiates the audit through an encrypted email
2. TAC completes/emails the audit questionnaire and requested documents back to BCI
3. Field Service Representative assesses all submitted documents and complies the 

information into an audit report for the agency Admin and TAC
• If any questions arise or further clarification is needed, your Field Service Representative 

will communicate with you through email
4. When the audit report is completed, the agency Admin and TAC will receive the audit 

findings through their emails on file
5. Two outcomes for audits – Compliant & Non-Compliant

• If your agency is found to be in compliance, you will receive a letter notifying you that no 
further action needs to happen on your part

• If your agency is found to be out of compliance, you will need to email a compliance plane 
on agency letterhead to your Field Service Representative 

BCI Compliance Audit
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Tradit ional Audit s

Emails are sent to the TAC and agency Admin 
to let them know their compliance audit has 
been initiated by BCI. Compliance emails will 
include attachments and requests:

• Agency documents and policy requests
• Audit questionnaire
• Criminal history logs – if applicable
• NCIC record requests – if applicable
• SWW record requests – if applicable

BCI Compliance Audit
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Tradit ional Audit s

Informat ion  Request
Form requesting agency 

documents

Criminal History
Agencies will need to 
justify why criminal 
histories were ran

SWW & NCIC
All records associated with 
requested SWW or NCIC 

records must be submitted

BCI Compliance Audit
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Tradit ional Audit s

The BCI Compliance Audit Agency Questionnaire:

• Fill in agency information

• Yes or no, fill in the blank, and select the 
best option questions 

• Excel format

If at any time questions come up regarding the 
questionnaire, please reach out to your Field 
Service Representative.

BCI Compliance Audit



8BCI Compliance Audit

Presenter
Presentation Notes
As we scroll down the audit questionnaire, you will come to the ‘Files Accessed by Agency’ portion. Here you will click and/or unclick the files your agency has access to. If you are unsure what files your agency has access to, you can contact your Field Service Rep. We can pull up your agency and tell you if you have NCIC Entry or Inquiry or both. If you are not a court, you will deselect the Court option. 
Next, you will complete the ‘Dissemination’ portion of the questionnaire. For Dissemination Logs, BCI requires that agencies log Date, Requesting Agency, Requesting Individual, and File Shared. These are the bare minimum requirements. Agencies can log as much as they’d like as long as the minimum requirement is met. 
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Presenter
Presentation Notes
Materials Used in Training: Must include the BCI Operating Manual as well as the NCIC Operating and Code Manuals if the agency has access to NCIC.
Training and Testing: Per Utah Admin Code R722-900-4 the tac is responsible for ensuring that all users and non-users are trained. All users and non-access users are tested. Must be done within six months of hire and every two years thereafter. 
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Presenter
Presentation Notes
Type in if you have volunteers and what they do for your agency. If your agency does not have volunteers, you can put not applicable there. 
Shared Logons: Users should have individual logons unique to their access permissions for usage tracking and auditing purposes.
Fingerprints/Agreements: Anyone with access to UCJIS information either directly or indirectly must have a signed security agreement and have been fingerprinted, and trained on dissemination, privacy and security. 
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Presenter
Presentation Notes
You will go through each one and select if you do run transactions in UCJIS for it and what purpose code you use for it. If you do not run those types of things, you will select the ‘Don’t run’ option 
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Presenter
Presentation Notes
If you are ever curious about what purpose code to use for a situation, you can check the III manual. You can hit the ‘CTRL’ and ‘F’ buttons at the same time to search in the manual. If you search ‘Purpose Codes’, it will take you to Chapter 3 where the manual goes into detail for each purpose code. You can also email your Field Service Rep for assistance with purpose codes
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Presenter
Presentation Notes
Release from Jail: Agencies are required to run an NCIC Inquiry prior to releasing an incarcerated person(s).
Vehicle Impound: Agencies are required to run an NCIC Inquiry prior to impounding a vehicles. 
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Presenter
Presentation Notes
Case File Access: Case files must be made accessible 24 hours a day. If another agency enters your NCIC records, please communicate with this agency to confirm accessibility. 
Copy Retained: BCI requires that a hard copy of any investigation files that were reviewed be retained in the file until the case is closed.
Second Party Check: The accuracy of NCIC records is an integral part of the NCIC system. Records must be double-checked by a second party to ensure accuracy. 
Procedures: Agencies need to have procedures in place to ensure that records are accurate.
Validate Records Timely: A record that has not been validated within a month from the request for validation will generate a $F failure to validate notification to the ORI on the Monday following the First Sunday of the month. Failure to validate $F’s result in a $P the following month meaning the entry has been purged. 
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Presenter
Presentation Notes
Confirming a Individual/Property: The inquiring agency is required to immediately check with the entering agency to verify the extradition details if applicable. 
Wanted Person (3 days): To ensure maximum system effectiveness, NCIC records must be entered immediately when the conditions for entry are met, not to exceed three days, upon receipt by the entering agency. 
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Presenter
Presentation Notes
Release from Jail: BCI requires that agencies inquire into the statewide warrants database prior to releasing a person from jail.
Comments Field: BCI requires agencies enter pertinent information into the statewide warrant’s comment field for both officer safety reasons as well as identification and apprehension of a subject.
Warrant Served Status: Failure to update the SWW system with ‘Served’ information is a violation of Utah State Law and degrades the integrity of the SWW system, leaving the arresting agency liable in the event that the wanted individual is arrested again on the same warrant.
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Presenter
Presentation Notes
Access Reasons: Driver License and Motor Vehicle information are protected records and should not be accessed for reasons other than criminal justice.
Disseminate Photos: The use of and access to Driver License photos is regulated by the Driver Privacy Protection Act of 1994. Under DPPA, Drive License photos are classified as highly restricted personal information and may be disclosed only for use by a government agency in carrying out its official functions. 
Release DLD/MVD Information: The Driver Privacy Protection Act allows Driver License information to be accessed for criminal justice purposes only. 
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Presenter
Presentation Notes
You will need to type in your Court ID. If you do not know or have your Court ID number, you can reach out to your Field Service Rep and we can get that to you. 
Personal Identifiers: BCI requires that agencies do not enter statewide warrants without either a DOB, SSN, or DL number. The ability for Law Enforcement to serve said warrant is unlikely without that identifying information.
Search Available UCJIS Files: Utah Code requires that SWW identifiers are assessed by the issuing agency. The Clerk of the court is responsible for ensuring quality control on all warrants of arrest or commitments. 
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Criminal History Logs Just ificat ion

TACs will have to answer four questions regarding each criminal history log. 
1. Why was the transaction run? 
2. Was the correct purpose code used and if not, what should the code have been?
3. Was the requestor the person who received the information?
4. Is the auditing purpose a case number or specific phrase?

5. *If Applicable* If an inquiry is highlighted in RED indicating a Utah Right of Access inquiry, 
please provide the signed ROA Waiver Form. 

Questions are included on the Audit Information Request form emailed to you in the initial 
audit email from your Field Service Representative.

BCI Compliance Audit
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Presenter
Presentation Notes
Criminal History 
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Presenter
Presentation Notes
This is what the NCIC Entry Quality Control portion of the Audit Report looks like. We send agencies a random sample of NCIC NICs. The agency will then provide all case information to us. We then check the NIC to the reports to verify there is no missing information. 
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Presenter
Presentation Notes
This is what the Utah Statewide Warrant Quality Control Sheet looks like for Court audits. 
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Tradit ional Audit s

Once you have completed and emailed all 
requested documents back to your Field 
Service Representative, BCI will begin 

reviewing your agency audit. When finished 
reviewing you will receive an email with your 

audit report and an agency letter. 

BCI Compliance Audit

Presenter
Presentation Notes
Agency Admin and TAC’s both receive this email with the audit report and letter. The audit report details the findings of your agency audit and the letter is the audit report formal letter. 
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Presenter
Presentation Notes
Here is an example of that letter. Gets sent to both agency admin and TAC. Information concerning the audit. 
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Presenter
Presentation Notes
Here is an example of the audit report front page. Gets sent to both agency admin and TAC. Information concerning the audit. 
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Presenter
Presentation Notes
Here is an example of an audit report with zero compliance issues. You will see that all compliance areas have a yes next to them. 



28BCI Compliance Audit

Presenter
Presentation Notes
Here is an example of the audit report. If you scroll to the bottom of the audit report, you will find a ‘Compliance Summary’ detailing your audit. Here we see we were not marked on anything in our audit. We have successfully completed and passed our audit. No further action is required from their agency. Their audit is closed. 
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Tradit ional Audit s

Once you have completed and emailed all 
requested documents back to your Field 
Service Representative, BCI will begin 

reviewing your agency audit. When finished 
reviewing you will receive an email with your 

audit report and an agency letter. 

BCI Compliance Audit

Presenter
Presentation Notes
Agency Admin and TAC’s both receive this email with the audit report and letter. The audit report details the findings of your agency audit and the letter is the audit report formal letter. 
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Presenter
Presentation Notes
Here is an example of that letter. Gets sent to both agency admin and TAC. Information concerning the audit. 
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Presenter
Presentation Notes
Here is an example of the audit report front page. Gets sent to both agency admin and TAC. Information concerning the audit. 
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Presenter
Presentation Notes
Here is an example of the audit report. You will see the areas you are in compliance and out of compliance. If you are marked out of compliance on something, it will give you further details. 
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Presenter
Presentation Notes
Here is an example of the audit report. If you scroll to the bottom of the audit report, you will find a ‘Compliance Summary’ detailing everything you were out of compliance on. 
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Tradit ional Audit s

Agencies will need to respond to the out of 
compliance audit report. When responding, 
agencies need to respond on official agency 
letterhead. The letter should outline what 

changes the agencies will make in order to be in 
compliance. Must include missing agreements 

and updated documents if applicable.

BCI Compliance Audit
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Tradit ional Audit s

Once you have completed and emailed your 
audit response letter back to your Field Service 
Representative, BCI will review your changes. 
When finished reviewing, you will receive an 

email with a successful audit completion letter.

BCI Compliance Audit
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Presenter
Presentation Notes
Here is an example of that letter. Gets sent to both agency admin and TAC. Information concerning the audit. 
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ServiceNow Audit s

Starting soon, audits will be conducted using ServiceNow portals.

1. Field Service Representative initiates the audit in ServiceNow
2. TAC logs into ServiceNow and completes/submits everything through the portal
3. Field Service Representative assesses all submitted documents and forms

• If any questions arise or further clarification is needed, your Field Service Representative 
will communicate with you through ServiceNow

4. When the audit report is completed, the agency will be notified through email
5. Two outcomes for audits – Compliant & Non-Compliant

• If your agency is found to be in compliance, you will receive an email letting you know you 
have successfully completed your audit for this cycle. 

• If your agency is found to be out of compliance, you will receive an email about logging 
into your audit to remedy the compliance issues.

BCI Compliance Audit
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ServiceNow Audit s

Two emails are sent to the TAC and agency 
Admin to let them know their compliance

audit has been initiated by BCI. Compliance 
emails will include an ‘Agency Portal Link’. 

Clicking on this will take agencies to the 
ServiceNow website to complete their audits.

BCI Compliance Audit

Presenter
Presentation Notes
The Field Service Representative will begin the audit process by initiating an audit. TACs will receive 2 emails. 
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ServiceNow Audit s

This will be the second email TAC’s will 
receive regarding their audit. The second email 
is similar to the first, stating their Field Service 
Representative has initiated an audit with the 

TAC’s ORI.

BCI Compliance Audit

Presenter
Presentation Notes
The Field Service Representative will begin the audit process by initiating an audit. TACs will receive 2 emails. 
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Presenter
Presentation Notes
You will enter in your username and temporary password. Once logged in you can change your temporary password to whatever you desire. 
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Presenter
Presentation Notes
You can click on the ‘Assessments’ tab to begin the audit or click on your agency’s name. 
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Click here to open 
and begin your 
agency audit

Presenter
Presentation Notes
When we click the ‘Assessments’ tab, it will show us the summary of the audit. Since it was just sent to us, we see that the status shows New and we have 0% completed on all tasks. 
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Presenter
Presentation Notes
Here is a list of all the tasks for your audit
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Click here to open 
the audit 

questionnaire

Presenter
Presentation Notes
Lets begin with the audit questionnaire
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Presenter
Presentation Notes
After clicking on the questionnaire, you are brought to the first part. You will select all the files you have access to and then click next.
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Banner appears 
when it has been 

successfully saved

Presenter
Presentation Notes
If you’d like to save your progress as you go, you will want to click the button on the right side – ‘Save as Draft’. You will see a green banner appear to let you know that it was successfully saved. 
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Presenter
Presentation Notes
You will see that as you progress through the audit questionnaire, the sections on the left hand side will show a green checkmark. This means you have successfully completed that section of the questionnaire. NCIC Entry has a red clock next to it. That means I am still working on that section and some questions are left unanswered. 
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When we answer this –
Another question will appear

Presenter
Presentation Notes
As you go through the audit you will answer all the questions. Sometimes, depending on your response, another question will appear that is associated with the one you just answered. 
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Presenter
Presentation Notes
Some questions will have drop down options for you to pick the best answer for your agency. 
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Presenter
Presentation Notes
Some questions will have text boxes for you to right in your answer to the question
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Presenter
Presentation Notes
If at any time during the questionnaire you have a question or comment for your Field Representative, you can click on this to ask your question or comment. 
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Presenter
Presentation Notes
Here you can see a question was asked by this agency’s TAC. 



54BCI Compliance Audit

Presenter
Presentation Notes
Unfortunately, there will be no notification of when your Field Representative replies back to you. We recommend waiting an hour or the next day to see if it has been answered. You can always call or email your Field Representative for a quicker response. 
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Presenter
Presentation Notes
At the very end of the audit questionnaire you will see all the sections have green checkmarks on the left hand side. Once completed, you will then click the Exit button. 
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Presenter
Presentation Notes
When you click ‘Exit’, another box will pop up regarding exiting the questionnaire. You will want to select to Save and Exit.
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Click here to open 
the next task

Presenter
Presentation Notes
You will then be brought back to your audits tasks page. You can see here that we have answered all 61/61 questions. It will show in progress even thought we have finished it, so don’t be alarmed! 
Now we can click on the AMBER Alert Procedures Task to complete it. 
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Click the 
paperclip image 
to attach your 

documents

Presenter
Presentation Notes
Here you will answer if you have AMBER Alert Procedures or not. If you answer yes, a new question appears to allow you to attach the document. You will click the paper clip to attach your document. Then you will click Exit to save and continue the other tasks.
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Presenter
Presentation Notes
When we go back to the audit tasks page you will see that 2/3 questions were answered on the progress bar for AMBER Alert Procedures. That is perfect fine since we uploaded the document. However, if this does bother you, you can click on AMBER Alert Procedures again to fix this. 
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Presenter
Presentation Notes
To fix the progress bar, if it bugs you, you can put something in the 2. Additional Information box. If you don’t have any additional information, you can put Not Applicable or N/A in the box. Then click Exit to save and go back to the tasks page. 



61BCI Compliance Audit

Presenter
Presentation Notes
Now you will see that the progress bar is green and 3/3 answered questions. Again, this is not necessary if it shows 2/3 and an unfinished progress bar as long as the procedures are attached. However, as previously stated if that does but you, you can go back in and put N/A in the additional comments box to get the completed progress bar. 
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Presenter
Presentation Notes
One of the tasks is for an ROA Waiver and ROA Contract. If your agency is not an ROA agency or if any of the requested documents are not applicable to your agency, you will select the No option for question 1. For question 2, you will put why this requested document is not applicable to your agency. So for this, we put our agency was not an ROA agency. Then we selected Exit to save and move on to our next task. This will show we completed this task and have a completed progress bar. 
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Presenter
Presentation Notes
Now we have completed all of our tasks. You will see the progress is complete on all of them but 2. These 2 requested documents show a red incomplete progress bar. That is fine since the requested documents are attached. In the previous slides we should you how to fix this by putting something in the comment box. AGAIN, this is completely optional and as long as the document is attached you are good. Now I am ready to submit my assessment to my Field Services Representative. You can now click the submit button up in right hand corner. 
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Presenter
Presentation Notes
When you click ‘Submit Assessment’, you will see this pop up. That is because we had the 2 unfinished progress bars. Again, it is okay as long as the requested documents are attached, but you can remedy this by putting something in the comments box. I know the documents are attached so I will now click submit anyways.
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Presenter
Presentation Notes
You will then see that your status has changed to submit. 
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Presenter
Presentation Notes
The home page will show your audit like this. We completed the questionnaire and so far have 0 compliance issues. However you will notice we show 8/10 completed for Document Requests. This is because our agency was not an ROA agency, so we did not submit a ROA waiver or contract. That is perfectly fine since we are not an ROA agency and our Field Service Representative will also know this. 
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Presenter
Presentation Notes
After submitting your audit assessment, you will also receive an automated email saying your audit submitted successfully. 
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ServiceNow Audit s

Once your Field Service Representative has 
completed & closed out your audit, you will 

receive an email from your Field Service 
Representative. 

BCI Compliance Audit
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ServiceNow Audit s

We will no longer be sending out formal 
letters of the completion of your audit. If your 

agency requires one, you may reach out to 
your Field Service Representative. 

BCI Compliance Audit

Presenter
Presentation Notes
Some agencies may still want a more formal letter for city council, admin, etc. If this is the case, just reach out to your Field Services Representative. We are more than happy to send you a more formal response than the email on the previous slide. 
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Presenter
Presentation Notes
This box shows you that the open audit has now been moved over to closed
This box shows you the current status of your audit. Here we see that we successfully completed our audit on the first try
This box is showing us that we have completed 1/1 questionnaires associated with our audit
This box shows us the completed documents requested. Remember even though it says 8/10 we submitted 100% of the documents. We did not submit the ROA contract or form since this agency is not an ROA agency
This box shows us if there were any issues (incorrect) responses with our audit. We successfully answered everything correctly and turned everything in correctly so there were no issues that the Field Rep saw
This box shows us a due that. This is only applicable if we had issues with our audit. This is when they would need to be resolved
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ServiceNow Audit s

You will receive this type of email if there were 
any issues that need to be resolved with your 

audit. This means there was something found to 
be out of compliance.

BCI Compliance Audit

Presenter
Presentation Notes
Lets say we had issues, missing documents, answered incorrectly, or other compliance issues with our audit. We will receive an email like this. This tells me my auditor created an assessment, meaning compliance issues, that need to be resolved for me to have my audit closed out and successfully completed. 
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This shows there were two 
compliance issues found with the 

audit that need to be resolved

Presenter
Presentation Notes
When we login we will see our agency. You can see here it shows 2 issues with our audit. Then click on your agency name to go to your audit.
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This shows there were two 
compliance issues found with the 

audit that need to be resolved

Presenter
Presentation Notes
Click the Assessment box to begin resolving your audit issues. 
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Presenter
Presentation Notes
When we come to our audits assessment home page, we see that we now show 2 issues and zero tasks. This means we have 2 compliance issues that we need to resolve in order to complete/close out our audit for this FBI cycle. You will click on the issues tab to go there to see what needs to be fixed. 
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Presenter
Presentation Notes
Once we clicked on the Issues Tab, it takes us here to see what our 2 compliance issues are. The first one is because we answered a question on the audit questionnaire incorrectly. The second issue is because we said ‘No’ that we did not have a NCIC Hit Confirmation agreement and then did not need to upload one for that document request since we answered ‘No’. This agency has to have one in place to be in compliance. 
Click on the issue number to go to that issue to resolve it. 
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Compliance issue 
to be resolved

Add any comments 
or questions here

Attach missing 
or updated 

agreements here

Presenter
Presentation Notes
When we clicked on the first issue, it takes you to this screen. If you need to make comments to resolve the issue or attach agreements to resolve the issue. 
The first box shows us the issue is with the audit questionnaire. 
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Presenter
Presentation Notes
When we click on the ‘Questions’ Tab we can see what question(s) we missed on the audit questionnaire. Here we see I miss one question concerning sharing logins at the agency. If I go back to ‘Issue Details’ I can fix this. 
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Presenter
Presentation Notes
Here I typed in my response to resolve this issue. It was a mistake on the TACs part for misreading the question. All Users at this agency have their own logins and do not share. To resolve this you will type that in the comments area and hit send. This send the comment to the Auditor. Now you will hit the ‘Resolve Issue’ button up top. 
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Presenter
Presentation Notes
Once you hit submit, a green banner will show up at the top saying it was submitted successfully. Also, you will notice up at the right side it shows a check mark and says, ‘Submitted to State of Utah’
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Presenter
Presentation Notes
When we go back to the issues page we see that the status has changed to Review for the issue we just submitted. Now the Field Representative will review it and close it out or message us back to further resolve the issue. Now we will click on our last issues number to resolve this final compliance issue. 
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Presenter
Presentation Notes
If we go to the ‘Questions’ Tab for more information we see exactly why I was marked out of compliance on this document request. For answer I put no I did not have one. This is a requirement for some agencies who need after hours coverage from another agency. I will need to get a NCIC Hit Confirmation Agreement in place and submit it to resolve this compliance issue. 
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You will use this to 
attach your agreement

Presenter
Presentation Notes
If we go back to the ‘Issue Details’ Tab we can now resolve the issue. I will attach my NCIC Hit Confirmation Agreement so the Auditor can see it and close out this issue. 
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Presenter
Presentation Notes
After I attach my agreement it will show in these two places. You can make a comment saying you forgot to add it or you didn’t know so you went and got one in place. A comment is not necessary though. 
Now after everything looks correct and the necessary documents have been attached, you will click the ‘Resolve Issue’ button up at the right of the screen. 
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Presenter
Presentation Notes
Once you click the ‘Resolve Issue’ button, you will see a green banner and the status show a check mark and say ‘Submitted to State of Utah’.
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Presenter
Presentation Notes
If we go back to the ‘Issues’ Tab, we see now that both status’ show review. This means we have submitted our responses to our Field Representative and they will review it. 
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ServiceNow Audit s

Once your Field Service Representative has 
completed & closed out your audit, you will 

receive an email from your Field Service 
Representative. 

BCI Compliance Audit
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ServiceNow Audit s

We will no longer be sending out formal 
letters of the completion of your audit. If your 

agency requires one, you may reach out to 
your Field Service Representative. 

BCI Compliance Audit

Presenter
Presentation Notes
Some agencies may still want a more formal letter for city council, admin, etc. If this is the case, just reach out to your Field Services Representative. We are more than happy to send you a more formal response than the email on the previous slide. 
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Presenter
Presentation Notes
After you receive the email from your Field Service Representative that your audit is completed/closed, you will log back into the audit portal. Once logged in, you will click on your department name to go to that audit. 
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Presenter
Presentation Notes
When we go to the audits, we can see zero open and 2 closed. All past audits will be listed under the closed tab. 
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Presenter
Presentation Notes
Here we can see that our audit is now closed and complete. Issues are 2/2 closed and the status has been updated. 
Below that is our past audit. All past audits will show here
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When are audit s in it iated? 

BCI Compliance Audit

1 2 3 4 5 6 7

8 9 10 11 12 13 14

15 16 17 18 19 20 21

22 23 24 25 26 27 28

29

Presenter
Presentation Notes
Typically, we like to have our audits sent out within the first 2 weeks of a month. This is not set in stone. Audits can come at anytime, but we do try to aim for the first of the month.
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BCI Compliance Audit s

Excel ServiceNow

● Traditional audit style

● Excel & email format

● ServiceNow software

● Online format

BCI Compliance Audit

Presenter
Presentation Notes
Audit process agencies have had in past audit cycles. Uses excel and email to relay information.
Audit process starting this audit cycle. Agency audits will be conduct solely online through the ServiceNow software
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Quest ions?
BCI Compliance Audit
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