CJIS Acronym Terms

Acronym Term

AA Advanced Authentication

AC Agency Coordinator

ACL Access Control List

AES Advanced Encryption Standard

AP Access Point

APB Advisory Policy Board

BD-ADDR Bluetooth-Enabled Wireless Devices and Addresses
BYOD Bring Your Own Device

CAD Computer-Assisted Dispatch

CAU CJIS Audit Unit

CFR Code of Federal Regulations

CGA Contracting Government Agency
CHRI Criminal History Record Information
CJA Criminal Justice Agency

CJi Criminal Justice Information

ClIS Criminal Justice Information Services
ConOps Concept of Operations

CSA CJIS Systems Agency

CSIRC Computer Security Incident Response Capability
CSO CJIS Systems Officer

DAA Designated Approving Authority

DoJ Department of Justice




DoJCERT
FBI
FIPS
FISMA
FOIA
FOUO
HIDS
HIPS
HTTP
IAFIS
IDS
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IP

IPS
IPSEC
ISA

ISO

LASO
LEEP
LMR
MAC
MCA
MDM

MITM

DoJ Computer Emergency Response Team
Federal Bureau of Investigation

Federal Information Processing Standards
Federal Information Security Management Act
Freedom of Information Act
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Host-based Intrusion Detection System
Host-based Intrusion Prevention System
Hypertext Transfer Protocol

Integrated Automated Fingerprint Identification System
Intrusion Detection System

Interstate Identification Index

Internet Protocol

Intrusion Prevention System

Internet Protocol Security

Interconnection Security Agreement
Information Security Officer

Information Technology

Local Agency Security Officer

Law Enforcement Enterprise Portal

Land Mobile Radio

Media Access Control

Management Control Agreement

Mobile Device Management

Man-in-the-Middle




MOU Memorandum of Understanding

NCIC National Crime Information Center

NCJA Noncriminal Justice Agency

NICS National Instant Criminal Background Check System
NIDS Network-based Intrusion Detection System
NIPS Network-based Intrusion Prevention System
NIST National Institute of Standards and Technology
OMB Office of Management and Budget

ORI Originating Agency ldentifier

OTP One-time Password

PBX Private Branch Exchange

PCSC Preventing and Combating Serious Crime
PDA Personal Digital Assistant

Pl Personally Identifiable Information

PIN Personal Identification Number

PKI Public Key Infrastructure

POC Point-of-Contact

PSTN Public Switched Telephone Network

QA Quality Assurance

QoS Quality of Service

RCMP Royal Canadian Mounted Police

RF Radio Frequency

SA Security Addendum

SCO State Compact Officer

SIB State Identification Bureau




SIG Special Interest Group

SP Special Publication

SPRC Security Policy Resource Center
SSID Service Set Identifier

TAC Terminal Agency Coordinator
TLS Transport Layer Security
UCN Universal Control Number
VLAN Virtual Local Area Network
VM Virtual Machine

VolP Voice Over Internet Protocol
VPN Virtual Private Network
WEP Wired Equivalent Privacy
WLAN Wireless Local Area Network
WPA Wi-Fi Protected Access




