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Presenter
Presentation Notes
We get it. We tell you we are doing audits completely different and with a new program. Lets be real. No one likes change. Change is different and uncomfortable. But we hope with this presentation to help smooth your transition over to the SerivceNow Agency Audit Software. Through this new process this presentation will hopefully help you and walk you through it step by step. Just remember you are not alone in this and we are here for you. 


Introduction

The Bureau of Criminal Identification will now be
using a new program to audit all of their Criminal
Justice agencies using UCJIS

ServiceNow

Initial email

Audit process


Presenter
Presentation Notes
The Bureau of Criminal Identification, commonly referred to as BCI, will now be utilizing a brand new system to audit all of our criminal justice agencies throughout the State of Utah that utilize UCJIS in one way or another. We will begin with a brief overview of what ServiceNow is, the initial email all TACs should have received letting them know to create an account with the service for their future audit, and the audit process. When we review the audit process, we will walk you through from beginning to end. We will show you what it looks like when you are out on something and when you have successfully completed the audit. 


ServiceNow

Audit software that BCI will now be using to
conduct all criminal justice agency audits
Every agency will be audited at least once as
part of the FBI’s 3 year audit cycle
Everything will be done online
TAC’s will utilize a ServiceNow portal to submit
and complete audit information


Presenter
Presentation Notes
We have now gone to ServiceNow in hopes to ease and streamline the audit process. 


Initial emaill

Welcome to the State of Utah Agency Assessment Portal (Estemal) inbox a8 >

IT Service Desk <dpsutah@servicenowservices.com= 11:19AM (1 hourago) ¢ 6 b

tome »

invited you to the State of Utah Agency assessment portal for your organization. This portal allows you to view and respond to Agency assessments required for your organization’s continued business relationship with the State
of Utah.

Agency Portal Login

User name: alisalarson-ZOOPD
Temporary password: ZeNDLGpl

Utah Department of Public Safety

Bureau of Criminal Identification

RefMSG0001500_WzHsIFgiMXyCUrQfZdum

< Reply  Forward


Presenter
Presentation Notes
By now all agency contacts should have received an email that looks like this. In the email, you will find your user name and a temporary password. You will click on the hyperlink in the email to go to the ServiceNow audit portal. Once there, you will enter in the provided credentials. Then you will be able to change the temporary password to your personal desired choice.
You will use your new credentials for future audits. This will be the site/link to do your agency audits. 


Audit

Process
The new audit process will require TACs to:

Upload requested documents and information
In the online audit portal

Complete an online questionnaire

Complete the audit from beginning to end all
online through the software


Presenter
Presentation Notes
It is our hope that with this new software, the audit process will become more streamlined and easier on the departments being audited. Now we will walk you through an audit from beginning to end.
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Audit Example #1


Presenter
Presentation Notes
Now lets walk through an audit together. 


Zootopia Police Department
UT0000008

The Field Service Representative
will begin the audit process by
Initiating an audit. When this

happens, the TAC will receive 2
emails




State of Utah Agency risk assessment (Extemal) inbox x

IT Service Desk <dpsutah@servicenowservices.com=
to me, cbogo «

As a key stakeholder for your organization’s relationship with State of Utah, State of Utah requires your participation in an Agency risk assessment of your organization.

Sign in to the State of Utah Agency portal to view the assessment requirements, manage other stakeholders that will contribute to the assessment, and submit your responses.

[ 2oenc Portal Link Je- Click here to go to the

Your organization's responsas to this assassment must be submitted by 2021-08-26 12:25:14 MDT. We bSlte and |0g N

Failure to respond by this date may affect your organization's contractual obligations with State of Utah and future purchases of your organization's products or services.
If you have any questions about thiz assessment, please contact your State of Utah Agency manager.

Regards,
The State of Utah State of Utah Agency Management Team

Utah Department of Public Safety

Bureau of Criminal Identification


Presenter
Presentation Notes
This is an example of the first email you will receive. 


Ofa Vaisima assigned assessment ARAOO03001 for Zootopia Police Department to you (Exemal: inbox x

IT Service Desk <dpsutah@servicenowservices.coms
tome =

Ofa Vaisima assigned Agency risk assessmeant "Risk assessment for vendor Zootopia Police Department” (AEAQ003001) for Agency Zootopia Police Department to you.

Utah Department of Public Safety

Bureau of Criminal Identification


Presenter
Presentation Notes
This is an example of the second email you will receive. 


Once the TAC, receives the
emails, they will log in to the
ServiceNow Audit Portal. TACs
can click the link the email to be
brought to the website.



State of Utah Agency Assessment Portal

Login
alisalarson-ZOOPD ‘

E + e 7
Forgot Password 1


Presenter
Presentation Notes
You will enter in your username and temporary password. Once logged in you can change your temporary password to whatever you desire. 


State of Utah Agency Assessment Portal

Home & Assessment Summary

Assessment Summary

Agency Primary Contacts Assessments Issues Tasks

Zootopia Police Department o @ B )
Zootopia Police Department


Presenter
Presentation Notes
This is what it will look like once completely logged in. You will see your Agency listed under the Agency section. The agency admin and the TAC will be listed under Primary Contacts. When your field services representative initiates an audit, you will see that under assessments. If there’s any unfinished tasks or issues you will see numbers under those sections. 
In the top right hand corner of the screen, you will see more options. You can click on the Assessments, Issues, or Tasks tabs to go directly there. There is a FAQ Page and if you click on the circle, it gives you profile options. 


State of Utah Agency Assessment Portal

— Manage Team
Home » AssessmentSummary
——— My Profile
— Tour
_— Change Password
—_—

Assessment Summary
Logout

Agency Primary Contacts Assessments Issues Tasks

Zootopia Police Department o ° s :
Zootopia Police Department
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Presentation Notes
Clicking on the circle at the top right of the screen will show you the above options. 
If you would like to:
Manage Team – This is where you would change and/or add primary contacts
My Profile – Change personal profile information
Tour – Will give you a virtual tour of the ServiceNow Audit Portal
Change Password – This will allow you to change and update your password
Logout – Will log you out of the program


cy Assessment Portal

Home 3 My Profile

Primary Contact

Edit Profile

Judy Hoops

First name Judy

Last name Hoops

Email alisalarson@utah.gov

Title Officer

Role (Empty)

Primary contact true

Agency/Entity Zootopia Police Department
Department Zootopia Police Department
Division {Empty)

Langua (Empty)

Date farmat MM-dd-yyyy

Time zone Us/Mountain

Assigned to engagements


Presenter
Presentation Notes
This is what it looks like when you go to My Profile. You can edit the above fields. Clicking the Edit Profile button will allow you to edit. 


State of Utah Agency Assessment Portal

Home » Assessment Summary

Assessment Summary

Agency Primary Contacts Assessments Issues Tasks

Zootopia Police Department o o _ N
Zootopia Police Department



Presenter
Presentation Notes
If we go back to the home screen, we will see this again. You can click on the ‘Assessments’ tab to begin the audit or click on your agency’s name. 


State of Utah Agency Assessment Portal

Home #» All Assessments

All Assessments

Click here to open and
begin your agency audit

Cpen 1 Clomoem—
. . . Document
Asssssment Entity Status Questionnaires lssues Due by
requests

. Zootopia Poli

Risk assessment for vendor DDO Ofla C::ICE _— 0/1 complated 0/10 completed 0/0 2021-08-
Zootopia Police Department epdar men ’ P i P clozed 26

WENJOr



Presenter
Presentation Notes
When we click the ‘Assessments’ tab, it will show us the summary of the audit. Since it was just sent to us, we see that the status shows New and we have 0% completed on all tasks. 


Home 3> Zootopia Police Department > Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Requests

Request Type Assigned to Status

BCIC Audit Full i @ Q . .
B Comp Full Ques: i

Dacument request @ @ - Haw

Hit Confirmation Agresment i & ° @ .
Document réquest - b
Law Er Courts - B A 3

Misuse Policy i Q @ -
L Agencies - BCI Audit fecum s v

Mabils Devies Policy o ' = o 0 - "
Vendor/NC A - UEHS Technical Audit s i o .

NEIC Cane Files (10 Samgles)
Document request - v
Al Agencies that enter HC

HCIC validation Procedures S LRy @ o - "
All Agencies tha r NI Audit e e -

REPT Transaction R o @ - -
All Agencies - BCIAudi SERMER SRS R e

Right of Access - BCH A e FEquaE "

Due by: 08-26-2021

ogress

€732 anwwered

012 answered

072 answered

072 answered

/3 answared

072 answered

072 answered

072 answered

0/2 answered

072 answered

Signature


Presenter
Presentation Notes
Here is a list of all the tasks for your audit


nt Portal

Home » Zootopia Police Department ¥  Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Click here to

open the audit o = wwe s e o
guestionnaire

Due by: 08-26-2021

Request Type Assigned to Status Progress Signature
BCI Compliance Audit Full Questionnaire Questionnaire ° ° . . 0/32 answered
BCI Compliance Audit Full Questionnaire = -

AMBER Alert Procedures Document request ° ° . 0/2 answered

- ew -
Law Enforcement - BCI Audit q
Blank ROA Waiver Document request ° ° - N pznanersd
Agencies with an approved ROA Contract q = -
CH Transaction Logs Justification /2 answered
All Agencies that run Criminal History Document requeast ° ° v New -

Queries - BCl Audit


Presenter
Presentation Notes
Lets begin with the audit questionnaire


State of Utah Ag

Home ¥ Zootopia Police Department ¥  Risk assessment for vendor Zootopia Police Department  »  BCI Compliance Audit Full Questionnaire

Sections
Save as Draft

(o]

Files Accessed by Agency @ . i . .
BCI Compliance Audit Full Questionnaire

Dissemination BCI Compliance Audit Full Questionnaire

Auditing and Training

Personnel Security Questionnaire Notes and Comments
UCJIS Usage
]
NCIC Inquiry Show follow-ups
[J  show unanswered questions
NCIC Entry

Utah Statewide Warrants

iivadiicense fiiiociithic Files Accessed by Agency Completed
Court What files are accessed by the Agency?
NCIC Entry

CH

Driver Licence/Motor Vehicle

NCIC Inquiry

aso@

Court

Statewide Warrant

Next»



Presenter
Presentation Notes
After clicking on the questionnaire, you are brought to the first part. You will select all the files you have access to and then click next.


State of Utah Agency Assessment Portal

Home ¥ Zootopia Police Department ¥ Riskassessment for vendor Zootopia Police Department  »  BCI Compliance Audit Full Questionnaire

Sections

Files Accessed by Agency
Dissemination

Auditing and Training
Persannel Security
UCJIS Usage

MNCIC Inguiry

NCIC Entry

Utah Statewide Warrants

[ Exit ‘ [ Save as Draft

BCI Compliance Audit Full Questionnaire

© BCI Compliance Audit Full Questionnaire
v}
e} Questionnaire MNotes and Comments
v}
o ] show follow-ups
[ Show unanswered questions
o df——

NCIC Entry ©® In progress

Driver License / Motor Vehicle

Court

Does the Agency access files for NCIC Entry? (Refer to 'Files Accessed by Agency' section)

I Yes v I

What is the ORI that enters NCIC records for this Agency?

| |
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Presentation Notes
You will see that as you progress through the audit questionnaire, the sections on the left hand side will show a green checkmark. This means you have successfully completed that section of the questionnaire. NCIC Entry has a red clock next to it. That means I am still working on that section and some questions are left unanswered. 


State of Utah Agency Assessment Portal

Home » Zootopia Police Department »  Risk assessment for vendor Zootopia Police Department  »  BCI Compliance Audit Full Questionnaire

Sections
I Exit I Save as Draft

Files Accessed by Agency @ i . i . .

BCI Compliance Audit Full Questionnaire
Dissemination o BCI Compliance Audit Full Questionnaire
Auditing and Training (]
Personnel Security o Questionnaire MNotes and Comments
UCJIS Usage Q
NCIC Inquiry ) [ show follow-ups

[ Show unanswered questions
NCIC Entry (v}
Utah Statewide Warrants €

) Court © Completed
Driver License / Motor O
Vehicle
Does the Agency access files for Courts? (Refer to 'Files Accessed by Agency' section)
Court (v]
No v

€ Previous
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Presentation Notes
At the very end of the audit questionnaire you will see all the sections have green checkmarks on the left hand side. Once completed, you will then click the Exit button. 


onnaire before exiting?

rd Changes Save and Exit



Presenter
Presentation Notes
When you click ‘Exit’, another box will pop up regarding exiting the questionnaire. You will want to select to Save and Exit.


Home » ZootopiaPolice Department »  Riskassessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Submit Assessment

Requests 11 Issues @ Tasks o
Due by: 08-26-2021
h k Request Type Assigned to Status Progress Signature
BCI Compliance Audit Full Questionnaire Questictraln o o . - 61/61 answered
InPr —_— _
BCI Compliance Audit Full Questionnaire e e _—
AMBER Alert Procedures boc . - o o . g 0/2 answiered
Law Enforcement - BCI Audit ocHmentregues i N
Blank ROA Waiver eI L L ° o : 0/2 answered
T - Hew -
Agencies with an approved ROA Contract = ™
CH Transaction Logs Justification 0/2 answered
@ Q = New &

All Agencies that run Criminal History Document request
Queriss - BCIAudit



Presenter
Presentation Notes
You will then be brought back to your audits tasks page. You can see here that we have answered all 61/61 questions. It will show in progress even thought we have finished it, so don’t be alarmed! 
Now we can click on the AMBER Alert Procedures Task to complete it. 


Home » Zootopia Police Department 2  Riskassessment forvendor Zoctopia Police Department  »  AMBER Alert Procedures

Sections

[ Exit l I Save as Draft

AMBER Alert Procedures (@]
AMBER Alert Procedures

Law Enforcement - BCI Audit

Questionnaire Notes and Comments

O show follow-ups

O show unanswered questions

AMBER Alert Procedures ® In progress CliCk the paperCIip
1. Do you have AMBER Alert Procedures? to attac h yo u r
; Mot Applicable d OCU m e nts

Yes

O Mo

1.1. Please attach your document(s): | 5

2. Additional Information
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Presentation Notes
Here you will answer if you have AMBER Alert Procedures or not. If you answer yes, a new question appears to allow you to attach the document. You will click the paper clip to attach your document. Then you will click Exit to save and continue the other tasks.


State of Utah Agency Assessment Portal

Home 3 Zootopia Police Department ¥ Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Submit Assessment

Requests 11 Issues © Tasks ©
Due by: 08-26-2021
Request Type Assigned to Status Progress Signature
BCI Compliance Audit Full Questionnaire ) i 61/61 answered
Questionnaire v In Progress o—— -

BCI Compliance Audit Full Questionnaire

AMBER Alert Procedures 5 . . 2/3 answered
ocument reques - n Progress —— -
Law Enforcement - BCI Audit A

Blank ROA Waiver 0/2 answered
Document request - New -

L T R [ T I T


Presenter
Presentation Notes
When we go back to the audit tasks page you will see that 2/3 questions were answered on the progress bar for AMBER Alert Procedures. That is perfect fine since we uploaded the document. However, if this does bother you, you can click on AMBER Alert Procedures again to fix this. 


Sections

AMBER Alert Procedures

AMBER Alert Procedures
Law Enforceament - BCl Audit

Questionnaire Motes and Comments

[ show follow-ups

[J  show unanswered questions

AMBER Alert Procedures © Completed

1. Do you have AMBER Alert Procedures?

O Mot Applicable
® Yes
O nNo

1.1. Please attach your document(s): 5

E AMBER ALERT EMA.pdf (423.4 KB)

2. Additional Information

Save as Draft

N/A
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Presentation Notes
To fix the progress bar, if it bugs you, you can put something in the 2. Additional Information box. If you don’t have any additional information, you can put Not Applicable or N/A in the box. Then click Exit to save and go back to the tasks page. 


State of Utah Agency Assessment Portal

Home ® Zootopia Police Department ¥  Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Submit Assessment

Requests 11 Issues 0 Tasks 0
Due by: 08-26-2021
Request Type Assignad to Status Progress Signature
BCI Compliance Audit Full Questionnaire Quest ) e E1/61 answered
= = — -
BCI Compliance Audit Full Questionnaire MM D
AMBER Alert Procedures 5/3 answered
Document request - In Progress O -

Law Enforcement - BCI Audit

Rlank ROA Waiver 0/2 answered


Presenter
Presentation Notes
Now you will see that the progress bar is green and 3/3 answered questions. Again, this is not necessary if it shows 2/3 and an unfinished progress bar as long as the procedures are attached. However, as previously stated if that does but you, you can go back in and put N/A in the additional comments box to get the completed progress bar. 


tate of Utah Agency Assessment Portal
> Blank ROA Waiver

> Risk assessment for vendor Zootopia Police Department

Home » Zootopia Police Department

‘ Exit | Save as Draft

Sections

e i
Blank ROA Waiver

Blank ROA Waiver
Agencies with an approved ROA Contract

Questionnaire Notes and Comments

Show follow-ups
d questions

Show unansv

Blank ROA Waiver © Comple

nk ROA

1. Do you
Not Applicable

) No



Presenter
Presentation Notes
One of the tasks is for an ROA Waiver and ROA Contract. If your agency is not an ROA agency or if any of the requested documents are not applicable to your agency, you will select the No option for question 1. For question 2, you will put why this requested document is not applicable to your agency. So for this, we put our agency was not an ROA agency. Then we selected Exit to say and move on to our next task. This will show we completed this task and have a completed progress bar. 


Home ¥ Zootopla Police Department  »  Risk assessment for vendor Zoctopia Police Department

k assessment for vendor Zootopia Police Department

Requests Issues Tasks 6
Due by: 08-26-2021
Request Type Assigned to Slatus Progress Signature
BL1 Compliance Audit Full Questionnalre o ° o . S1/81 anwered
snaie - [ sa— — -
BC1Compliance Audit Full Questionnalre Liastianrhite e
AMDLR Alert Procedures Document request ° o Progress 33 answered
ument requ - o —_— =
Law Enforcement - BCI Audit i -
Blank koA Walver i = o o s 273 anewered
ment request - - . a— -
Agencies with an approved ROA Co it Lo

CH Transaction Logs Justification
All Agencies that run Criminal Hi

Queries - RO Audit

373 angwered
Documant request - = Frogres — -

Hit Confirmation Agreement
Law Enfo Courts - BC1

pecrcrmes. Q@ - —

Misuse Palicy NS ° o — 23 answered
ument reques - o —_— =
All Ageneias - BCIA o ez

Mablle Dovice Policy 372 anwwered
e DOCUMEnt request - ] [ -
vaof, nical Aud

NCIC Case Files (10 Samples) NI o o - /3 answered
v - - - . — -
Al Agencies that enter NEIC - BEI Audit 9 o
WEIC Validation Procedures & < ° o . - answiared
All Agencies that enter NCIC - BCI Awdit ksl oy S — =
REPT Transaction 273 angwered
H i Dacurment request - [y — —
| Agencies - BET Audit
D Y) ——
e - - — -
Right of Access Agencies - BC1 Audit DCANTIEIR PRI Lo



Presenter
Presentation Notes
Now we have completed all of our tasks. You will see the progress is complete on all of them but 2. These 2 requested documents show a red incomplete progress bar. That is fine since the requested documents are attached. In the previous slides we should you how to fix this by putting something in the comment box. AGAIN, this is completely optional and as long as the document is attached you are good. Now I am ready to submit my assessment to my Field Services Representative. You can now click the submit button up in right hand corner. 


Incomplete Questionnaire

Some req re incomplete. Are you sure you want to submit the assessment?



Presenter
Presentation Notes
When you click ‘Submit Assessment’, you will see this pop up. That is because we had the 2 unfinished progress bars. Again, it is okay as long as the requested documents are attached, but you can remedy this by putting something in the comments box. I know the documents are attached so I will now click submit anyways.


State of Utah Agency Assessment Portal

Home Zootopia Police Department > Riskassessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

I © Submitted to State of Utah I

Requests 11 Issues ¢ Tasks
Responses expected by: 08-24-2021

Request Type Assigned to Status Progress Signature

61/61 answered
Nuactinnnaira b In Praorace 1 _

BCI Compliance Audit Full Questionnaire


Presenter
Presentation Notes
You will then see that your status has changed to submit. 


Zootopia Police Department

Cpen 1 Closed ©

Assessment

Risk assessment for vendor Zootopia
Police Department

Entity Status

Zootopia Police
Department In progress
vendor

Questionnaires

1/1 completed

Document requests

8/10 completed

Issues

0/0 closed

Due by

2021-08-26


Presenter
Presentation Notes
The home page will show your audit like this. We completed the questionnaire and so far have 0 compliance issues. However you will notice we show 8/10 completed for Document Requests. This is because our agency was not an ROA agency, so we did not submit a ROA waiver or contract. That is perfectly fine since we are not an ROA agency and our Field Service Representative will also know this. 


Zootopia Police Department submitted responses for assessment ARAOOO3001 inbox x &

Utah DPS Audits <dps_audits@utah.gov= 2:47 PM (6 minutes ago) Yy & :
tome »

Zootopia Police Department submitted responses for assessment ARA0003001
ARADDD3001.

Utah Department of Public Safety

Bureau of Criminal Identification

Ref:MSG0001526_qLIRgzWXEdlaYAxXLflk

< Reply ~» Forward
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Presentation Notes
After submitting your audit assessment, you will also receive an automated email saying your audit submitted successfully. 


BCI Audit Status Report inbox x & 2

ﬂ Ofa Vaisima & 3:37 PM (16 minutes ago) ¢ 6 :

to me -

Dear TAC.

Thank you for participating in the triennial BCI UCIIS Audit.

E m al I N Ot I fl Catl O n Your audst has been completed successfully. To view the mdividual

findings of this audit, please log in to the ServiceNow portal.
Please contact us if vou have any gquestions or concerns.

Thank vou,

Once your Field Service
Representative has completed & -

Ofa Vaisima
closed out your audit, you will s e o Criminat entification
ovaisima@utah.gov

receive an email from your rep. 385-499-1421

Monday-Thursday 7am-5pm

If immediate assistance is needed, please contact our Help Desk (CIC -
available 24/7) 801-965-4446 Fax: 801-969-T065

This e-mail and any attachments are confidential and protected by l2gal,
professional. or other privileges. Do not disseminate without expressed
permission by the original sender.

If you are not the intended recipient do not store, copy, re-fransmit. use, or
disclose any of its contents. Return it to the sender immediately and delete t
email from your system.



Formal Letter

If a formal letter is needed,
please reach out to your Field
Services Representative

Department of Public Safety

JESS L ANDERSON

State of Utah

SPENCER . OOX
Gevarnar

DEIDRE M. HEMDERSON
Lisutanant Govdrngr

Angust 25, 2021

Dear Chief Bogo:

This letter is to notify you that BCI Field Services has received and reviewed the audit response
from your agency regarding the corrective actions impl ted on all non pliant issues. BCI s
zatisfied with the corrections that have been made in order to be in compliance with the policies and
regulations surrounding BCI systems.

We appreciate your agency’s response and hope this audit has been beneficial to your department.
Should you need any further assi or have any questions please contact the BCI Field Services staff.

Sincerely,

M {Zae=

Mandy Biesinger, Supervisor
Field Services Section

Captain Greg Willmore, Director
Bureau of Criminal Identification

cc: Judy Hopps - TAC

4301 South 2700 Weest - Bog 141775 = Salt Lake City, Uiah 341141775 - Telephone (201) G65-2461


Presenter
Presentation Notes
Some agencies may still want a more formal letter for city council, admin, etc. If this is the case, just reach out to your Field Services Representative. We are more than happy to send you a more formal response than the email on the previous slide. 


State of Utah Agency Assessment Portal

Home P AssessmentSummary

Assessment Summary

Agency Primary Contacts Assessments Issues Tasks

Zootopia Police Department o ° =
Zootopia Police Department
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Presentation Notes
After you receive the email from your Field Service Representative that your audit is completed/closed, you will log back into the audit portal. Once logged in, you will click on your department name to go to that audit. 


State of Utah Agency Assessment Portal

Home & Zootopia Police Department

Zootopia Police Department

Open © Closed 1
. . . Document
Assessment Entity Status Questionnaires |ssues Due by
requests

. Zootopia Police
Risk t fi d 0/0 2021-08-
- aa_fxessn'l‘en orvendoer Department Completed 1/1 completed 8/10 completed
Zootopia Police Department I closed 26



Presenter
Presentation Notes
This box shows you that the open audit has now been moved over to closed
This box shows you the current status of your audit. Here we see that we successfully completed our audit on the first try
This box is showing us that we have completed 1/1 questionnaires associated with our audit
This box shows us the completed documents requested. Remember even though it says 8/10 we submitted 100% of the documents. We did not submit the ROA contract or form since this agency is not an ROA agency
This box shows us if there were any issues (incorrect) responses with our audit. We successfully answered everything correctly and turned everything in correctly so there were no issues that the Field Rep saw
This box shows us a due that. This is only applicable if we had issues with our audit. This is when they would need to be resolved


AAAAA
h

Audit Example #2


Presenter
Presentation Notes
Now lets walk through another example of an audit. This one will have some issues that will need to be resolved. We will show you what that looks like and how to fix any issues to have a successful audit. 


Zootopia Police Department
UT0000008

The Field Service Representative
will begin the audit process by
Initiating an audit. When this

happens, the TAC will receive 2
emails




State of Utah Agency risk assessment (Extemal) inbox x

IT Service Desk <dpsutah@servicenowservices.com=
to me, cbogo «

As a key stakeholder for your organization’s relationship with State of Utah, State of Utah requires your participation in an Agency risk assessment of your organization.

Sign in to the State of Utah Agency portal to view the assessment requirements, manage other stakeholders that will contribute to the assessment, and submit your responses.
Agency Portal Link

Your organization's responsas to this assassment must be submitted by 2021-08-26 12:25:14 MDT.

Failure to respond by this date may affect your organization's contractual obligations with State of Utah and future purchases of your organization's products or services.

If you have any questions about thiz assessment, please contact your State of Utah Agency manager.

Regards,
The State of Utah State of Utah Agency Management Team

Utah Department of Public Safety

Bureau of Criminal Identification


Presenter
Presentation Notes
This is an example of the first email you will receive. 


Ofa Vaisima assigned assessment ARAOO03001 for Zootopia Police Department to you (Exemal: inbox x

IT Service Desk <dpsutah@servicenowservices.coms
tome =

Ofa Vaisima assigned Agency risk assessmeant "Risk assessment for vendor Zootopia Police Department” (AEAQ003001) for Agency Zootopia Police Department to you.

Utah Department of Public Safety

Bureau of Criminal Identification


Presenter
Presentation Notes
This is an example of the second email you will receive. 


Once the TAC, receives the
emails, they will log in to the
ServiceNow Audit Portal. TACs
can click the link the email to be
brought to the website.



State of Utah Agency Assessment Portal

Login
alisalarson-ZOOPD ‘

E + e 7
Forgot Password 1


Presenter
Presentation Notes
You will enter in your username and temporary password. Once logged in you can change your temporary password to whatever you desire. 


State of Utah Agency Assessment Portal

Home & Assessment Summary

Assessment Summary

You can click either

Agency Issues Tasks

option to open the audit

Zootopia Police Department / o ° - 1
Zootopia Police Department



Presenter
Presentation Notes
This is what it will look like once completely logged in. You will see your Agency listed under the Agency section. The agency admin and the TAC will be listed under Primary Contacts. When your field services representative initiates an audit, you will see that under assessments. If there’s any unfinished tasks or issues you will see numbers under those sections. 
In the top righthand corner of the screen, you will see more options. You can click on the Assessments, Issues, or Tasks tabs to go directly there. There is a FAQ Page and if you click on the circle, it gives you profile options. 


State of Utah Agency Assessment Portal

Home #» All Assessments

All Assessments

Click here to open and
begin your agency audit

Cpen 1 Clomoem—
. . . Document
Asssssment Entity Status Questionnaires lssues Due by
requests

. Zootopia Poli

Risk assessment for vendor DDO Ofla C::ICE _— 0/1 complated 0/10 completed 0/0 2021-08-
Zootopia Police Department epdar men ’ P i P clozed 26

WENJOr



Presenter
Presentation Notes
When we click the ‘Assessments’ tab, it will show us the summary of the audit. Since it was just sent to us, we see that the status shows New and we have 0% completed on all tasks. 


Home 3> Zootopia Police Department > Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Requests

Request Type Assigned to Status

BCIC Audit Full i @ Q . .
B Comp Full Ques: i

Dacument request @ @ - Haw

Hit Confirmation Agresment i & ° @ .
Document réquest - b
Law Er Courts - B A 3

Misuse Policy i Q @ -
L Agencies - BCI Audit fecum s v

Mabils Devies Policy o ' = o 0 - "
Vendor/NC A - UEHS Technical Audit s i o .

NEIC Cane Files (10 Samgles)
Document request - v
Al Agencies that enter HC

HCIC validation Procedures S LRy @ o - "
All Agencies tha r NI Audit e e -

REPT Transaction R o @ - -
All Agencies - BCIAudi SERMER SRS R e

Right of Access - BCH A e FEquaE "

Due by: 08-26-2021

ogress

€732 anwwered

012 answered

072 answered

072 answered

/3 answared

072 answered

072 answered

072 answered

0/2 answered

072 answered

Signature


Presenter
Presentation Notes
Here is a list of all the tasks for your audit


nt Portal

Home » Zootopia Police Department ¥  Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Click here to

open the audit o = wwe s e o
guestionnaire

Due by: 08-26-2021

Request Type Assigned to Status Progress Signature
BCI Compliance Audit Full Questionnaire Questionnaire ° ° . . 0/32 answered
BCI Compliance Audit Full Questionnaire = -

AMBER Alert Procedures Document request ° ° . 0/2 answered

- ew -
Law Enforcement - BCI Audit q
Blank ROA Waiver Document request ° ° - N pznanersd
Agencies with an approved ROA Contract q = -
CH Transaction Logs Justification /2 answered
All Agencies that run Criminal History Document requeast ° ° v New -

Queries - BCl Audit


Presenter
Presentation Notes
Lets begin with the audit questionnaire


State of Utah Ag

Home ¥ Zootopia Police Department ¥  Risk assessment for vendor Zootopia Police Department  »  BCI Compliance Audit Full Questionnaire

Sections
Save as Draft

(o]

Files Accessed by Agency @ . i . .
BCI Compliance Audit Full Questionnaire

Dissemination BCI Compliance Audit Full Questionnaire

Auditing and Training

Personnel Security Questionnaire Notes and Comments
UCJIS Usage
]
NCIC Inquiry Show follow-ups
[J  show unanswered questions
NCIC Entry

Utah Statewide Warrants

iivadiicense fiiiociithic Files Accessed by Agency Completed
Court What files are accessed by the Agency?
NCIC Entry

CH

Driver Licence/Motor Vehicle

NCIC Inquiry

aso@

Court

Statewide Warrant

Next»



Presenter
Presentation Notes
After clicking on the questionnaire, you are brought to the first part. You will select all the files you have access to and then click next.


State of Utah Agency Assessment Portal

Home » Zootopia Police Department »  Risk assessment forvendor Zootopia Police Department  »  BCI Compliance Audit Full Questionnaire

Sections
[ Exit ] l Save as Draft
Files Accessed by Agency @ . . . .
BCI Compliance Audit Full Questionnaire
Dissemination © BCI Compliance Audit Full Questionnaire
Auditing and Training (+]
Personnel Security o Questionnaire Motes and Comments
UCJIS Usage O |df—
NCIC Inquiry [ show follow-ups
[ show unanswered questions
NCIC Entry
Utah Statewide Warrants
Auditing and Training © Completed
Driver License [ Motor Vehicle
Court Does this agency provide updated training materials to agency personnel?
®  ves
O Ne

When the TAC reviews the LOGS transaction at least weekly, what does the TAC look for?

Family Names


Presenter
Presentation Notes
As you go through the audit, you will see green check marks next to the sections you have completed. This means all questions are answered in that particular section. If you see a red clock next to a section, that means you are currently still working on that section and it has unanswered questions. You will also see a green check mark and Completed on the section it self. 


The responses have been successfully saved as a draft. IH

Home » Zootopia Police Department 3  Risk assessment forvendor Zoatopia Police Department

Sections

Files Accessed by Agency
Dissemination
Auditing and Training
Personnel Security
UCJIS Usage

NCIC Inquiry

NCIC Entry

Utah Statewide Warrants

?  BClI Compliance Audit Full Questionnaire

1
Exit I Save as Draft

BCI Compliance Audit Full Questionnaire
BCI Compliance Audit Full Questionnaire

Questionnaire Notes and Comments Ban ner appears
SRR when it has been
S successfully saved

© 0 0 0 O

Auditing and Training @ Completed

Driver License [ Motor Vehicle

Court

Does this agency provide updated training materials to agency personnel?
®  Ves
O No

When the TAC reviews the LOGS transaction at least weekly, what does the TAC look for?

Family Mames


Presenter
Presentation Notes
If you’d like to save your progress as you go, you will want to click the button on the right side – ‘Save as Draft’. You will see a green banner appear to let you know that it was successfully saved. 


State of Utah Agency Assessment Portal

Home » Zootopia Police Department »  Risk assessment for vendor Zootopia Police Department  »  BCI Compliance Audit Full Questionnaire

Sections

I| Exit I[ Save as Draft

Files Accessed by Agency @ . . . .
BCl Compliance Audit Full Questionnaire
Dissemination o BCI Compliance Audit Full Questionnaire
Auditing and Training o
Personnel Security () Questionnaire MNotes and Comments
UCJIS Usage O]
NCIC Inquiry ] show follow-ups
] Showunanswered questions
NCIC Entry

Utah Statewide Warrants

_ Auditing and Training @ Completed
Driver License [ Motor Vehicle

Court Does this agency provide updated training materials to agency personnel?
® ves
O Neo

When the TAC reviews the LOGS transaction at least weekly, what does the TAC look for?

Family Names


Presenter
Presentation Notes
Now lets say I’m working on the audit and I click Exit. 


Exit Questionnaire?

Do you want to save the changes in the questionnaire before exiting?



Presenter
Presentation Notes
When you click exit, this popup appears. It’s wanting to know if you just want to discard your changes and exit to the main audit page or save your changes and go back to the main audit page. Clicking either option takes you to the main page. Or you can click the ‘X’ in the upper right corner to continue on with the questionnaire. 


Is UCJIS used for Ride-along Participants? Is UCJIS used for Ride-along Participants?

O Yes ®  Yes

O N

O No ©
I For what Purpose Code?

C

When we answer this —
Another question will appear

Local Transactions Only

000000000
= m o= MmO =

Mot run


Presenter
Presentation Notes
As you go through the audit you will answer all the questions. Sometimes, depending on your response, another question will appear that is associated with the one you just answered. 


SECLUONSs

Files Accessed by Agency
Dissemination
Auditing and Training
Personnel Security

UCJIS Usage

@ 00 0 0 0

NCIC Inquiry

NCIC Entry

Utah Statewide Warrants
Driver License / Motor Vehicle

Court

BCI Compliance Audit Full Questionnaire
BCI Compliance Audit Full Questionnaire

Questionnaire Motes and Comments

[ show follow-ups

[J show unanswered questions

NCIC |I‘IC|LII'I‘y Q@ In progress

Does the Agency access files for NCIC Inquiries? (Refer to 'Files Accessed by Agency' section)

Yes v

Is an NCIC Inquiry run before a subject is released from jail?

I - Choose -- . I
| Q

[ choose— [
Yes
No

Unknown - Agency relies on County jail
R



Presenter
Presentation Notes
Some questions will have drop down options for you to pick the best answer for your agency. 


Sections

Files Accessed by Agency
Dissemination

Auditing and Training
Personnel Security
UCJIS Usage

NCIC Inguiry

NCIC Entry

Utah Statewide Warrants

Driver License / Motor
Vehicle

Court

O 00 000 000

o

l Exit ] Save as Draft l

BCl Compliance Audit Full Questionnaire
BCI Compliance Audit Full Questionnairs

Questionnaire Notes and Comments

O Show follow-ups

] show unanswered questions

NCIC Entry ® In progress

Does the Agency access files for NCIC Entry? (Refer to 'Files Accessed by Agency' section)

ez v

What is the ORI that enters NCIC records for this Agency?

l UT12345678| I

This Agency enters NCIC records for the following ORI(s):

[ l



Presenter
Presentation Notes
Some questions will have text boxes for you to right in your answer to the question


State of Utah Agency Assessment Portal

Home » ZootopiaPolice Department »  Risk assessment for vendor Zootopia Police Department 3 BCI Compliance Audit Full Questionnaire

Sections
Exit Save as Draft l

Files Accessed by Agency €@ . . . .

BCI Compliance Audit Full Questionnaire
Dissemination o BCI Compliance Audit Full Questionnaire
Auditing and Training ©
Personnel Security L) Questionnaire Notes and Comments
UCJIS Usage [
NCIC Inquiry ® [ show follow-ups

[ show unanswersd questions
MNCIC Entry ®
Utah Statewide Warrants @

NCIC Entr O In progress
Driver License [ Motar (v} y Prog
Yehicle

Does the Agency access files for NCIC Entry? (Refer to 'Files Accessed by Agency' section)

Court [v]

Yes v



Presenter
Presentation Notes
If at any time during the questionnaire you have a question or comment for your Field Representative, you can click on this to ask your question or comment. 


Dissemination
Auditing and Training
Personnel Security
UCJIS Usage

NCIC Inquiry

NCIC Entry

Utah Statewide Warrants

Driver License / Motor
Vehicle

Court

o O & 00 0 0 O

o

BCI Compliance Audit Full Questionnaire

BCl Compliance Audit Full Questionnaire

Questionnaire

Notes and Comments

Comments

||

Judy Hopps

© just now

0Ofa, for the question, 'What sources are
reviewed in order to "pack” an entry?,
what does it mean by pack? | don't
understand packing an entry.

@

Ofa Vaisima
© 3dago

Created


Presenter
Presentation Notes
Here you can see a question was asked by this agency’s TAC. 


BCl Compliance Audit Full Questionnaire

Utah Statewide Warrants
Driver License / Motor Vehicle

Court

Pissemination © BCI Compliance Audit Full Questionnaire
Auditing and Training [+]
Personnel Security o Questionnaire Notes and Comments
UCJIS Usage [ ]
NCIC Inquiry o Comments
NCIC Entry (]

]

L]

L]

Ofa Vaisima
o © 37m ago

Hi Judy,

Thank you for your question. To pack a record means
to search available files in UCJIS and ensure that all
information especially searchable information is
added to the entry. It also means adding any
information from case reports or family/friends that is
deemed important, such as jewelry if it is a missing
persons file, is added to the entry.

If you have any further questions, let me know.

Judy Hopps
® aboutan hour ago o
Ofa, for the question, "What sources are reviewed in

order to "pack” an entry?', what does it mean by pack?
| don't understand packing an entry.


Presenter
Presentation Notes
Unfortunately, there will be no notification of when your Field Representative replies back to you. We recommend waiting an hour or the next day to see if it has been answered. You can always call or email your Field Representative for a quicker response. 


State of Utah Agency Assessment Portal

Home » Zootopia Police Department 2  Risk assessment for vendor Zootopia Police Department  »  BCI Compliance Audit Full Questionnaire

Sections

e

Files Accessed by Agency €@ . . . .
BCI Compliance Audit Full Questionnaire
Dissemination o BCI Compliance Audit Full Questionnaire
Auditing and Training (]
Personnel Security o Questionnaire Notes and Comments
UcJIs Usage L]
M
NCIC Inquiry L) Show follow-ups
L] show unanswered questions
NCIC Entry (v}
Utah Statewide Warrants O
) Court © Completed
Driver License [ Motor O
Vehicle
Does the Agency access files for Courts? (Refer to 'Files Accessed by Agency' section)
Court (v] ]

No

« Previous



Presenter
Presentation Notes
Now we will go back to our questionnaire. We can see on the left hand side all sections are complete. Now we will Save/Exit to go back to the audits main page. 


Home » ZootopiaPolice Department »  Riskassessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Submit Assessment

Requests 11 Issues @ Tasks o
Due by: 08-26-2021
h k Request Type Assigned to Status Progress Signature
BCI Compliance Audit Full Questionnaire Questictraln o o . - 61/61 answered
InPr —_— _
BCI Compliance Audit Full Questionnaire e e _—
AMBER Alert Procedures boc . - o o . g 0/2 answiered
Law Enforcement - BCI Audit ocHmentregues i N
Blank ROA Waiver eI L L ° o : 0/2 answered
T - Hew -
Agencies with an approved ROA Contract = ™
CH Transaction Logs Justification 0/2 answered
@ Q = New &

All Agencies that run Criminal History Document request
Queriss - BCIAudit



Presenter
Presentation Notes
You will then be brought back to your audits tasks page. You can see here that we have answered all 61/61 questions. It will show in progress even thought we have finished it, so don’t be alarmed! 
Now we can click on the AMBER Alert Procedures Task to complete it. 


Sections

AMBER Alert Procedures

o

AMBER Alert Procedures

Law Enforcement - BCI Audit

Questionnaire Notes and Comments

[ show follow-ups

[J  show unanswered questions

AMBER Alert Procedures @ Completed

1. Do you have AMBER Alert Procedures?

O notapplicable
®  ves
O No

1.1. Please attach your document(s): 5

k& AMBER.pdf (157.3 KB)

2. Additional Information

N/A



Presenter
Presentation Notes
Remember for the 2nd question, it is optional. However it will show that you’ve only answered 2/3 for this part. That is okay and your auditor will not mark you out on this. However, if that bugs you, you can put N/A, Not Applicable, or that the documents were attached in that box. Putting something in that box will mark it as 3/3 completed on the main audit page. 


Roime r LOUWPIE FOLCE LepdiLnent 4 MUISK dSSESSTIENL 0N VENUOT LOULUPIE FULICE UEPEIUTeEnL MUA LONLdLL

Sections

ROA Contract (v]
ROA Contract

Right of Access Agencies - BCl Audit

Questionnaire Notes and Comments

) show follow-ups

(1 showunanswered questions

ROA Contract © Completed

1. Do you have a ROA Contract?
®  Not Applicable

O Yes

O No

2. Additional Information

Mot an ROA Age nqd



Presenter
Presentation Notes
Another example here. This agency is not an ROA Agency. So they will select Not Applicable for question 1. For question 2 (which again is optional to fill out), we simply put ‘Not an ROA Agency’.


Risk assessment for vendor Zootopia Police Department

Requests 11 Issues o Tasks 0@

Due by: 09-02-2021

Request Type Assigned to Status Progress Signature
BCI Compliance Audit Full Questionnaire 5 e o - e 39/39 answered

BCIC Audit Full Qu Lo — -
AMBER Alert Procedures B + e o = - 3/3 answered

Law Enforcement - BCI Audit ocumerCragmes DETg — -

Blank ROA Waiver B E L o o i 2/2 answered
jacument reques! - In S5 N -
Agencies with an approved ROA Contract q e

CH Transaction Logs Justification 2/2 answered
All Agencies that run Criminal History Document request e o - n Prozress — -

Queries - BCI Audit

Hit Confirmation Agreement b " " o 0 . 2/2 answered
ocument reques ed inProgress — 2
Law Enforcement/Courts - BCI Audit 4 =5

Yo ba Document request e o in Progress =l

o A -
All Agencies - BCI Audit Lallouibe L o
o Document request ° o In Progress s

: — =
Wendor/NCJA - UCJIS Technical Audit . .

NCIC Case Files (10 Samples) Bacumentraquest o o . F— 2/2 answered
All Agencies that enter NCIC - BCI Audit 9 = h

NCIC Validation Procedures 2 . : . 202 answered
¥ — -
All Agencies that enter NCIC - BCI Audit ogumentreues ° o In Progress

REPT Transaction & & % ° o : 2/2 answered
g O -
All Agencies - BCI Audit R ran s i Lt

ROA Contract e o 22 answered
Document request > In Progress. N -
Right of Access Agencies - BCI Audit q e


Presenter
Presentation Notes
Now we have completed all of our tasks. You will see the progress is complete on all of them. Now I am ready to submit my assessment to my Field Services Representative. You can now click the submit button up in right hand corner. 


Submit Confirmation

Are you sure you want to submit the assessment?



Presenter
Presentation Notes
When you click ‘Submit Assessment’ this popup appears. If you clicked it by accident, you will want to click cancel to go back to the audit page to continue working on the audit. If you have completed the audit on your side, you will want to click ‘Submit’


State of Utah Agency Assessment Portal

Home » Zootopia Police Department ¥  Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Requests 11 Issues 0 Tasks 0

Request Type

BCI Compliance Audit Full Questionnaire

uastionnaire
BCI Compliance Audit Full Questionnaire Q

AMBER Alert Procedures

Document request
Law Enforcement - BCI Audit 4

Rlank ROA Waiver

Assigned to

© Submitted to State of Utah

Responses expected by: 03-02-2021

Status

In Progrezs

In Progrezs

Progress Signature

39/39 answered
O -

3/3 answered
aE— -

2/2 answered



Presenter
Presentation Notes
Once you hit submit, you will notice the status of your audit changes. You will see a green check mark next to ‘Submitted to State of Utah’.


Email Notification

Once you have successfully
submitted your audit to your
Field Representative, you will
receive an email notifying you of
the submission

Zootopia Police Department submitted & &
responses for assessment
ARAOO03002 inbox x

Utah DPS Audits <dps_audits@_ 10:20 AM (1 minute ago) ¥

tome =

Zootopia Police Department submitted responses for assessment ARA0003002
ARADDO3002

Utah Department of Public Safety

Bureau of Criminal Identification

RefMSG0001554_IZKVErHRwymGgakTZyc

€ Reply ~ Forward



Email Notification

You will get another email once
your Field Representative has
created an issue/task for your
audit. This means there was
something found to be out of
compliance that needs to be
fixed to be incompliance

Ofa Vaisima assigned Agency =
assessment task ARTOO0O3005 to you

Inbox x

Utah DPS Audits <dps_audits.. 10:47 AM (0 minutes ago) kg “—
to me -

Ofa Vaisima (ovaisima@utah.gov) assigned Agency assessment task
ARTO003005 to you. This task is part of an Agency assessment for State of
Utah. Resolution is requested by 2021-08-27.

Auto generated task for Risk assessment for vendor Zootopia Police
Department - BCl Compliance Audit Full Questionnaire - User Logon

Sharing Task

Users should have individual logons unique to their access permissions for
usage tracking and auditing purposes.

Utah Department of Public Safety

Bureau of Criminal Identification

RefMSG0001555 yMULigdHbhycRtjGnoEa

<~ Reply — Forward



State of Utah Agency Assessment Portal

Login
alisalarson-ZOOPD ‘

E + e 7
Forgot Password 1


Presenter
Presentation Notes
We will go back to the agency portal to login and see the compliance issues. 


State of Utah Agency Ass

Home @ Asssssment Summary

Assessment Summary

Agency

Zootopia Police Department
Zootopia Police Department

This shows there were 2
compliance issues found
with the audit that need
to be resolved

Primary Contacts

oo T

Assessments

Issues

Tasks


Presenter
Presentation Notes
When we login we will see our agency. You can see here it shows 2 issues with our audit. Then click on your agency name to go to your audit.


Zootopia Police Department

Open 1 Closed :

Assessment

Risk assessment for vendor Zootopia
Police Department

This shows there were 2
compliance issues found
with the audit that need
to be resolved

Entity

Zootopia Police
Department
vendor

Status

In progress

Questionnaires

1/1 completed

Document requests

10/10 completed

Issues

0/2 closed

Due by

2021-08-02


Presenter
Presentation Notes
When we log back into the agency portal, we can see that the Auditor created 2 compliance issues with our audit. 


Zootopia Police Department

Click here to begin
resolving audit
Open Closed 4 iIssues

Assessment Status Questionnaires Document requests Issues Due by

Zootopia Police

Department In progress 1/1 completed 10/10 completed 0/2 closed 2021-08-02
vendor

Risk assessment for vendor Zootopia
Police Department



Presenter
Presentation Notes
When we log back into the agency portal, we will click on our agency to see our open audit.


State of Utah Agency Assessment Portal

Home 2 Zootopia Police Department 3  Risk assessment for vendor Zootopia Palice Department

Risk assessment for vendor Zootopia Police Department
O Finalizing Issues and Controls

Requests 11 |ssues 2 Tasks @

Request Type Assigned to Status Progress Signature

BCI Compliance Audit Full Questionnaire 39/39 answered

uestionnaire Submitted N =
BCI Compliance Audit Full Questionnaire Q HmEE
AMBER Alert Procedures 33 answered
Document requast Submitted O -

Law Enforcement - BCI Audit


Presenter
Presentation Notes
When we come to our audits assessment home page, we see that we now show 2 issues and zero tasks. This means we have 2 compliance issues that we need to resolve in order to complete/close out our audit for this FBI cycle. You will click on the issues tab to go there to see what needs to be fixed. 


State of Utah Agency Ass ent Portal

Home 3 Zootopia Police Department »  Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department
© Finalizing Issues and Controls

Requests 11 Issues 2 Tasks 0

Estimated end

Number Short description Priority Status Assigned to date

Auto generated issue for Risk assessment for

vendor Zootopia Police Department - BCI Finalize with
ARI0003008 _ pla partmen 4-Low o JudyHopps ~  08-27-2021
Compliance Audit Full Questionnaire - Agency

Compliance Issue: Shared Logons

Issue for Risk assessment for vendor Zootopia

) ) ) ) Submitted to
ARI0003007 Police Department - Hit Confirmation 4 - Low Agency Judy Hopps -~ 08-26-2021

Agreement- 1



Presenter
Presentation Notes
Once we clicked on the Issues Tab, it takes us here to see what our 2 compliance issues are. The first one is because we answered a question on the audit questionnaire incorrectly. The second issue is because we said ‘No’ that we did not have a NCIC Hit Confirmation agreement and then did not need to upload one for that document request since we answered ‘No’. This agency has to have one in place to be incompliance. 

Click on the issue number to go to that issue to resolve it. 


Issue Details

ARIDDD3008 . .
o Auto generated issue for Risk assessment I SS u e Wlth au d |t
Priority Created for vendor Zootopia Police Department -
4-Low Zhago BCI Compliance Audit Full Questionnaire : 3
- Compliance Issue: Shared Logons queStlon nal re
Status Updated
Finalize with  about an hour
Agency ago Issue Details Tasks © Questions 1
Planned end
date

08-27-2021 Description Add any CommentS

(empty) .
or questions here
Assigned to
o Judy Hopps Comments
[ Type your message here...
Attachments Ofa Vaisima
m @ 2hago

? Attach missing or updated

Click below to attach a file

agreements here



Presenter
Presentation Notes
When we clicked on the first issue, it takes you to this screen. If you need to make comments to resolve the issue or attach agreements to resolve the issue. 
The first box shows us the issue is with the audit questionnaire. 


State of Utah Agency Assessment Portal

Home ¥ Zootopia Police Department »  Risk assessment for vendor Zootopia Police Department 2

Auto generated issue for Risk assessment for vendor Zootopia Police Department - BCI Compliance Audit Full Questionnaire - Compliance Issue: Shared

Logons
Issue Details ARI0003008
o Auto generated issue for Risk assessment cecolvel
Priority Created for vendor Zootopia Police Department - SSONEISSHe
4-Low 2hago BCI Compliance Audit Full Questionnaire
- Compliance Issue: Shared Logons

Status Updated
Submittedto  12m ago
Agency Issue Details Tasks @ Questions 1
Planned end
date
08-27-2021 .

Question Category Answer

Do users share logons? Personnel Security Yes
Assigned to

° Judy Hopps -

Attachments


Presenter
Presentation Notes
When we click on the ‘Questions’ Tab we can see what question(s) we missed on the audit questionnaire. Here we see I miss one question concerning sharing logins at the agency. If I go back to ‘Issue Details’ I can fix this. 


Issue Details

Priority Created
4 - Low 2h ago
Status Updated

Submitted to  1m ago
Agency

Planned end
date
08-27-2021

Assigned to

° Judy Hopps =

Attachments

P

Click below to attach a file

Attach

ARID003008
Auto generated issue for Risk assessment
for vendor Zootopia Police Department -
BCI Compliance Audit Full Questionnaire
- Compliance Issue: Shared Logons

Issue Details Tasks © Questions

Description
(empty)

1

Comments

| [rype your message here...

Judy Hopps

®1m ago °
This was a mistake on my part. No Users

at our police department share logins.

Everyone has their own unique login. |
misread the question

Ofa Vaisima
®2hage

ARIOD03008 Created



Presenter
Presentation Notes
Here I typed in my response to resolve this issue. It was a mistake on the TACs part for misreading the question. All Users at this agency have their own logins and do not share. To resolve this you will type that in the comments area and hit send. This send the comment to the Auditor. Now you will hit the ‘Resolve Issue’ button up top. 


State of Utah Agency Assessment Portal

Home 3 Zootopia Police Department > Risk assessment for vendor Zootopia Police Department >

Auto generated issue for Risk assessment for vendor Zootopia Police Department - BCI Compliance Audit Full Questionnaire - Compliance Issue: Shared
Logans

Issue Details ARI0003008

Auto generated issue for Risk assessment

Priority Created for vendor Zootopia Police Department - © Submitted to State of Utah
4-Low 2h ago BCI Compliance Audit Full Questionnaire

- Compliance Issue: Shared Logons
Status Updated
Review just now

Issue Details Tasks 0 Questions 1

Planned end
date
08-27-2021 Description

(empty)
Assigned to

o Judy Hopps ~ Comments

Send



Presenter
Presentation Notes
Once you hit submit, a green banner will show up at the top saying it was submitted successfully. Also, you will notice up at the right side it shows a check mark and says, ‘Submitted to State of Utah’


Home » Zootopia Police Department »  Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department
@ Finalizing Issues and Controls

Requests 11 Issues 2 Tasks 0
. . . Estimated end
Number Short description Priority Status Assigned to dat
ate
Auto generated issue for Risk assessment for
vendor Zootopia Police Department - BCI
ARID003008 i pia partmen 4-Low Review ° Judy Hopps =  08-27-2021
Compliance Audit Full Questionnaire - —
Compliance Issue: Shared Logons

Issue for Risk assessment for vendor Zootopia

i i ) ) Submitted to
ARION03007 Police Department - Hit Confirmation 4 - Low Agency Judy Hopps -~ 08-26-2021

Agreement- 1


Presenter
Presentation Notes
When we go back to the issues page we see that the status has changed to Review for the issue we just submitted. Now the Field Representative will review it and close it out or message us back to further resolve the issue. Now we will click on our last issues number to resolve this final compliance issue. 


ment Portal

Home » Zootopia Police Department »  Risk assessment for vendor Zootopia Police Department >

Issue for Risk assessment for vender Zootopia Police Department - Hit Confirmation Agreement - 1

Issue Details ARI0003007
o Issue for Risk assessment for vendor I
Priority Created Zootopia Police Department - Hit Mozl
4-Low 2hago Confirmation Agreement - 1
Status Updated .
sevems | wae o oeis + ]IS €IS US there was
Agency

an issue with the
document request for
a Hit agreement

Comments

Judy H -
o ueytopps Type your message here... Send

[empty)

Ofa Vaisima
Attachments O2hago

ARI0003007 Created

Click below to attach a file
-


Presenter
Presentation Notes
Now we are on our 2nd and final issue with our audit. 


State of Utah Agency Assessment Portal

Home » Zootopia Police Department ¥  Risk assessment for vendor Zootopia Palice Department 3

Issue for Risk assessment for vendor Zootopia Police Department - Hit Confirmation Agreement - 1

Issue Details ARIDG03007

o Issue for Risk assessment for vendor ecohele
Priority Created Zootopia Police Department - Hit SSONEISSHE
4-Low 2h ago Confirmation Agreement - 1
Status Updated
Submitted to  about an hour lssue Details Tasks © Questions
Agency ago
Planned end
date -
08-26-2031 Question Category Answer

1. Do you have a Hit Confirmation Agreement? Hit Confirmation Agreement Mo

Assigned to


Presenter
Presentation Notes
If we go to the ‘Questions’ Tab for more information we see exactly why I was marked out of compliance on this document request. For answer I put no I did not have one. This is a requirement for some agencies who need after hours coverage from another agency. I will need to get a NCIC Hit Confirmation Agreement in place and submit it to resolve this compliance issue. 


State of Utah Agency Assessment Portal

Home » Zootopia Police Department »  Risk assessment for vendor Zootopia Police Department >

Issue for Risk assessment for vender Zootopia Police Department - Hit Confirmation Agreement - 1

Issue Details ARI0003007
o Issue for Risk assessment for vendor T
Priority Created Zootopia Police Department - Hit SSONEISSHE
4-Low 2hago Confirmation Agreement - 1
Status Updated
Submitted o 44m ago Issue Details Tasks © Questions 1
Agency
Planned end
date Description
08-26-2021
[empty)
Assigned to
Comments

°JudyHcpps- . . i
= You will use this to

attach your agreement.

Click below to attach a file
-



Presenter
Presentation Notes
If we go back to the ‘Issue Details’ Tab we can now resolve the issue. I will attach my NCIC Hit Confirmation Agreement so the Auditor can see it and close out this issue. 


Priority Created
4-Low 3hago
Status Updated

Submittedto  justnow
Agency

Planned end
date
08-26-2021

Assigned to

o Judy Hopps «

L T R P L DU TS PO LU LW R R S TW P

Zootopia Police Department - Hit
Confirmation Agreement - 1

Issue Details Tasks 0 Questions

Description

(empty)

Comments

Resolve Issue

Type your message here...

Attachments

Z

Click below to attach a fife

NCIC-Hit-Confirmation-
Agresment.pdf (287.5 HE)

Just now

Judy Hopps

O just now

NCIC-Hit-Confirmation-Agreement. pdf
297.5 KB

Ofa Vaisima
@ 3hage

ARI0003007 Created


Presenter
Presentation Notes
After I attach my agreement it will show in these two places. You can make a comment saying you forgot to add it or you didn’t know so you went and got one in place. A comment is not necessary though. 


Home » Zootopia Police Department

Issue far Risk assessment for vendor Zootopia Police Department - Hit Confirmation Agreement - 1

Issue Details
Priority Created
4.- Low 3hago
Status Updated

Submittedto  dm ago
Agency

Planned end
date
08-26-2021

Assigned to

° Judy Hopps «

Attachments

'

Click below to attach a file

NCIC-Hit-Confirmation-

tgresmentpdf (287548

ARI0003007

Issue for Risk assessment for vendor
Zootopia Police Department - Hit
Confirmation Agreement - 1

Issue Details Tasks

Description
(empty)

Comments

> Risk assessment for vendor Zootopia Police Department ¥

Type your message here...

Judy Hopps

(©4mago

NCIC-Hit-Confirmation-Agreement.pdf

297.5KB

Ofa Vaisima
(®3hago

ARIOD03007 Created


Presenter
Presentation Notes
Now after everything looks correct and the necessary documents have been attached, you will click the ‘Resolve Issue’ button up at the right of the screen. 


Issue has been resclved and is pending customer review.

Home » Zootopia Police Department »  Risk assessment for vendor Zootopia Police Department 3

Issue for Risk assessment for vendor Zootopia Police Department - Hit Confirmation Agreement- 1

Issue Details

ARIO003007
Issue for Risk assessment for vendor
Priority Created Zootopia Police Department - Hit @ Submitted to State of Utah
4-Low 3hago Confirmation Agreement - 1
Status Updated
Review Just now Issue Details Tasks 0 Questions 1
Planned end
date Description
08-26-2021
([empty)

Assigned to


Presenter
Presentation Notes
Once you click the ‘Resolve Issue’ button, you will see a green banner and the status show a check mark and say ‘Submitted to State of Utah’.



State of Utah Agency Assessment Portal

Home ¥ Zootopia Police Department oy Risk assessment for vendor Zootopia Police Department

Risk assessment for vendor Zootopia Police Department

Requests 11 Issues 2 Tasks 0

Number Short description Priority

Auto generated issue for Risk assessment for
vendor Zootopia Police Department - BCI
Compliance Audit Full Questionnaire -
Compliance Issue: Shared Logons

ARIO003008 4-Low

Issue for Risk assessment for vendor Zootopia
ARIO003007 Police Department - Hit Confirmation 4-Low
Agreement-1

Status

Review

Review

© Finalizing Issues and Controls

Assigned to

Judy Hopps -

Judy Hopps -

Estimated end
date

08-27-2021

08-26-2021


Presenter
Presentation Notes
If we go back to the ‘Issues’ Tab, we see now that both status’ show review. This means we have submitted our responses to our Field Representative and they will review it. 


BCI Audit Status Report inbox x & 2

ﬂ Ofa Vaisima & 3:37 PM (16 minutes ago) ¢ 6 :

to me -

Dear TAC.

Thank you for participating in the triennial BCI UCIIS Audit.

E m al I N Ot I fl Catl O n Your audst has been completed successfully. To view the mdividual

findings of this audit, please log in to the ServiceNow portal.
Please contact us if vou have any gquestions or concerns.

Thank vou,

Once your Field Service
Representative has completed & -

Ofa Vaisima
closed out your audit, you will s e o Criminat entification
ovaisima@utah.gov

receive an email 1854991421

Monday-Thursday 7am-5pm

If immediate assistance is needed, please contact our Help Desk (CIC -
available 24/7) 801-965-4446 Fax: 801-969-T065

This e-mail and any attachments are confidential and protected by l2gal,
professional. or other privileges. Do not disseminate without expressed
permission by the original sender.

If you are not the intended recipient do not store, copy, re-fransmit. use, or
disclose any of its contents. Return it to the sender immediately and delete t
email from your system.



Formal Letter

If a formal letter is needed,
please reach out to your Field
Services Representative

Department of Public Safety

JESS L ANDERSON

State of Utah

SPENCER . OOX
Gevarnar

DEIDRE M. HEMDERSON
Lisutanant Govdrngr

Angust 25, 2021

Dear Chief Bogo:

This letter is to notify you that BCI Field Services has received and reviewed the audit response
from your agency regarding the corrective actions impl ted on all non pliant issues. BCI s
zatisfied with the corrections that have been made in order to be in compliance with the policies and
regulations surrounding BCI systems.

We appreciate your agency’s response and hope this audit has been beneficial to your department.
Should you need any further assi or have any questions please contact the BCI Field Services staff.

Sincerely,

M {Zae=

Mandy Biesinger, Supervisor
Field Services Section

Captain Greg Willmore, Director
Bureau of Criminal Identification

cc: Judy Hopps - TAC

4301 South 2700 Weest - Bog 141775 = Salt Lake City, Uiah 341141775 - Telephone (201) G65-2461


Presenter
Presentation Notes
Some agencies may still want a more formal letter for city council, admin, etc. If this is the case, just reach out to your Field Services Representative. We are more than happy to send you a more formal response than the email on the previous slide. 


State of Utah Agency Assessment Portal

Home P AssessmentSummary

Assessment Summary

Agency Primary Contacts Assessments Issues Tasks

Zootopia Police Department o ° =
Zootopia Police Department



Presenter
Presentation Notes
After you receive the email from your Field Service Representative that your audit is completed/closed, you will log back into the audit portal. Once logged in, you will click on your department name to go to that audit. 


State of Utah Agency Assessment Portal Assessments  Issues  Tasks  FAQPage

Home ¥ Zootopia Police Departmeant

Zootopia Police Department

Open @ Closed 2

Mo records found.


Presenter
Presentation Notes
When we go to the audits, we can see zero open and 2 closed. All past audits will be listed under the closed tab. 


Zootopia Police Department

Open @ Closed 2
. . . Document
Assessment Entity Status Questionnaires Issues Due by
requests
Zootopia Police
Risk assessment for vendor 2/2 2021-08-
Completed
Zootopia Police Department Department el 1/1 completed 10/10 completed closed a2
vendor
. Zootopia Police
Risk assessment for vendor o/o 2021-08-
Completed 1/1 leted 8/10 leted
Zootopia Police Department Department /1 complete /10 complete closed 26

vendor



Presenter
Presentation Notes
Here we can see that our audit is now closed and complete. Issues are 2/2 closed and the status has been updated. 
Below that is our past audit. All past audits will show here


Zootopia Police Department
UT0000008

Zootopia PD has successfully
completed their FBI triennial
audit with BCI




Audit Overview

Auditor submits audit back Your Field Services

either completed/closed or Representative accepts the

with compliance issues that changes and completes/closes
BCl initiates audit need to be resolved out your agency audit

TA% corgpl_etes TAC llogz Into "’I‘Ud't TAC receives closing
and submits etizll Ele iesielies email and can request
agency audit to compliance issues

a formal letter if one

BCI Field Services is needed or desired

Representative



Questions?


Presenter
Presentation Notes
Remember if you ever have any questions or concerns please reach out to your Field Services Representative. 
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