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Presentation Notes
Hi everyone. My name is Ron Weight. I am the UPC IT Manager and eProsecutor administrator. 
I’ve been with UPC for over 20 years and with the eProsecutor project from the beginning several years ago. 
I’m responsible to make sure everything is working in eProsecutor and managing user accounts. 




ND 150 USER LICENSES
COMMITTED
e ADDITIONAL LICENSES AVAILABLE AT CURRENT RATES
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UPC applied for and received grants to help pay for eProsecutor. To get a price that we could afford – even with grants – we have configured this instance of eProsecutor as a multiple agency system. 

That means that we can have many agencies use the same system. Each agency can only see and manage their own data. The user interface (what you see and how you use it to enter data) is the same for everyone and most changes made to the system affect everyone the same.  

All of the initial 150 user licenses paid for with the grant have been allocated, but other agencies can still participate if they are willing to pay the user license fees and the UPC administration fees.
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eProsecutor includes a robust search / reporting feature that allows us to build custom reports. Of course, the caveat is that the data must be entered to be reported on. We already have a good number of searches and reports already configured and more can be created as needed.

There is some basic information about eProsecutor on our website at https://upc.utah.gov

The system is cloud hosted by Amazon Business Web Services. Backup and restore processes are very robust. This can save local IT departments a lot of time and expense.



2 FA Login

R UPC eProsecutor:

Username

Password

1 forgot my password
. Joumal® Technologies, Inc.
Utah Prosecution Council Production, Release: 2018.17-SR3-b4099
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eProsecutor is approved for storing UCJIS data so you can keep your files together in one place. 

One part of the security that allows us to use and store UCJIS data is that 2 Factor Authentication is required to login to the system. This means that you must have a phone or a tablet available to you to show you the codes required to login to the system, after you have entered in your username and password. 

This requires a 2FA app that is compatible with the system. I have tested Google Authenticator and Authy and found them to work well with the system. There may be others that work, but I haven’t tested them. 



2d regularly.

® Passwords can’r be reused through 10 changes "which almost 2 years).

.
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Passwords need to meet several requirements to be accepted in eProsecutor. They must be at least 10 characters long and include the following: 
At least 1 upper case letter
At least 1 lower case letter
At least 1 number (0-9)
At least 1 special character (!@#$%^&*.-_)
Cannot be repeated for at least 10 passwords (which is almost 2 years)

When you login successfully you will also need to enter in a code. This code is provided by a 2FA app. Google Authenticator and Authy are the two apps that I have tested and work with eProsecutor. 

It is HIGHLY recommended that each user has their own device to install and use an authenticator app on. 
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Home My Cases

My Account

Account

My Cases

Show |25 v | entries

Case Number

Case Name Date Created Case Type

20-2010505 / LEA-20-
01234

Flintstone, Fred Rock Jr 07727120

Felony

1FileCab-Test1 / 18-
abc1

Flintstone, Fred 08/28/19 Felony

Showing 1 1o 2 of 2 entries
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There is a portal available for defense attorneys to receive discovery. The main limitation to that is we cannot store videos in the system because of size and bandwidth issues. There is no limit on defense attorney accounts on the portal, so every defense attorney you need can have an account.
Defense attorney access to the system is recorded and can be viewed in eProsecutor. This ensures that you know when an attorney has accessed, viewed and downloaded the discovery provided to them. 
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Training and Serving Utah Prosecutors Since 1991

Home My Cases

My Account

Account My Info My Cases

Show entries

Case Number Case Name Date Created Case Type

20-2010505 / LEA-20-  Flintstone, Fred Rock Jr. 072720 Felony
01234

1FileCab-Test1 / 18- Flintstone, Fred 0a/2ana Felony
abc

Showing 1 to 2 of 2 entries
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This is what the screen looks like for the defense attorney when they login to view their cases. 

They can view a summary of the case and, of course, they can download any discovery packet made available by the prosecutor’s office. 

The prosecutor’s office has full control over what is available on the portal and who can see it. Only one portal account (attorney) can have access to discovery for any case. You can change defense attorneys and remove the access from the previous one or expire access rights at any time. 



N
1\\5 E-PROSECUTOR - FACTS

® PORTAL FOR LAW ENFORCEMENT PERSONNEL TO ENTER CASES

UPC
PROSECUTION
COUNCIL

O

Training and Serving Utah Prosecutors Since 1991

Home My Cases

eFile New Case

Add New Case - Portal

~ (Case Information

Law Enforcement
Case #"

Arresting Agency*

Custody Status

Citation #

Lead Officer”
Officer Has Video
Footage?

O Juvenile
Select Case Type

@ Adult
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There is also a portal available for law enforcement officers to enter cases and submit them to the prosecutor’s office. 

When they submit a case from the portal, it creates one in eProsecutor that you will have access to. Any data and documents they add will be available to you in eProsecutor.

Several agencies are using it successfully. It does require officers to enter data in another place other than their management system, but the form to do it is minimal and as easy as we can make it. 
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If you haven’t already heard about this bill, here is the information about it. Each prosecutor agency is required to submit the required data to CCJJ. The first submission was due on July 1, 2021, but full compliance is mandated by July 1, 2022. eProsecutor has this report built in and UPC will submit it to CCJJ for you if you are using eProsecutor. 



,-'rdge and

o EIec’rronlc ol

( ® Optional ability for Iqw enforcement to submit cases electronically
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eProsecutor is very flexible and allows you to enter and manage data that you need to track and report on your cases. 

As I just mentioned, the legislature has required that prosecutors report on some specific data on cases. We have built a report that includes all the required data specified in HB 288. 

You can upload documents from various sources and generate documents from templates in the system. You can designate any uploaded or generated document as available for discovery and include them in a discovery packet that will be made available on the portal for defense attorneys. 





ndant name (read

only)

® Name records — enter once, use multiple times in multiple cases
O
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We already have most law enforcement agencies and officers entered in the system, so you don’t have to enter them. 

Local offense codes can be added to eProsecutor. You just need to let me know what you need, and I can include them. 
When you ask for a statute code to be added (either local or state), we need the following information: 
Statute Code
Description
Degree of offense (INF, MC, MB, MA 3F, 2F or 1F)
Is it a mandatory appearance statute? 
Charging language

UPC will continue to update state statutes in the system. Once it’s updated, everyone has the changes available immediately. 

One important thing to note is that all persons are entered in once and then used multiple times in various cases as needed. Each person has a record that is created once and then you can use it multiple times. For example, you create a defendant record once and then can use that person as a witness, victim or defendant in other cases. There is no need to type all the information about a person for each case. Enter once, use many times.



* Admi tes, orms and lists

* Administration Fee - $206 per user per Year (in addition to user license
fee)
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UPC applied for a grant but was not awarded any funds for user licenses. You can still use eProsecutor, but unless we can get a grant change, you will need to pay for user licenses. 

There is an administration fee assessed by the council to partially cover the cost of the UPC Administrator for eProsecutor. This fee covers support, maintenance, offense updates, system updates, etc. 




eProsecutor Resources

This page has links to all of the resources for eProsecutor support and training. If you still need assistance after looking through theé

fesources available here, please have your designated admin for your office contact Ron Weight

Please look at the knowledge base for eProsecutor (see help desk link below) to see if your issue has already been addressed before

Creating a support ticket.

Resource Links

Help Desk - KB View FAQS Videos - Training JTI Word Add-In (v. 1.7.13)

ideo Tutorials

Relating Cases

r
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The UPC web site has a page for eProsecutor that contains FAQS, videos and resources. The same  page also includes the Memo and MOA that is required to be read and signed by any agency that participates in eProsecutor. 


https://upc.utah.gov/eProsecutor-main.php

UPC eProsecutor M # a & B 4 0 4

& Workspace

F - 20_1 405_2__2 { L20'1 2445 Organization Utah Prosecution Council
Received 0914/20

Duck 2, Daffy Next 09/23(20 1:00 PM Arraignment

& Add Person/Agency Count 1 76-5-102.4(4) ASSAULT AGAINST A PEACE OFFIC... + 2

%, Add Case - City

Attorney Weight
Defense N/A

Q searches Open

H-cases Summary | = Case lnvolvements  « Events Charges |« File Cabinet Discovery CaseMotes «  Tasks File Folders

~Criminal Cases

11
~Juvenile Cases Case Summary

~ Case Information

- Portal Cases

~(Case by Court or Date ) )
Court Case # Arresting Agency Lead Officer Judge Offense Level iy
~(Cases Grouped by Court
~Assignments by Role 20-1405-2--2 West Valley City Police Department Gremillion, John Felony
~Criminal Case Details

Cases for Review

~Cases with Assigned ~ Defendant Information

Attorney
“Special Status Name DOB Arrest Date Arrest Address / Bail Req.
].. | ;
Events-Hearings Duck 2, Daffy & 10/10/1955 09/12/2020 500000

H-People
H-Charges

Al Officer Lookup
ALL Agency's Cases
HoMisc

H-Civil

~ Future Events
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So, just a little bit about what it does and how you add / manage cases in eProsecutor. 


Add New Case - City

2, Add Case - City ~ Case Information
Add Adult Case
Add Case - Gourt # Check Law Enforcement #
= Gl Court Case #
& Add PersoniAgency Add New Case - Required fields
Arresting Agency* + a a marked with red asterisk (*)
Q searches :
Lead Officer + a a

O officer Has Video Footage

Judge + a a
Offense Level® -
Case Type -

Status Pending
Quick Name Search for Defendants - works
the same way for other pecople in the system.
Enter the person once, use them multiple
Defendant times.

Court Location

Note: System will automatically search for existing Person rec: fches for First Name or Last Name as you enter in Defendant information.
If a match is found, PLEASE use the existing Person rec: herwise, create the new Person record by clicking on the + button next to the field below.

from this

+ a a
Person® Last Name First Name or Org. Suffix Date Of Birth Address 1 City Identification(s)
Flintstone Fred Jr. 10/10/1935 1655 Bedrock Lane SALT LAKE CITY

®* Add charges

OTN#

Citation #

® Add victims / witnesses
/ ®* Add staff assigned to case, etc.
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You will be able to add and modify cases in eProsecutor. 
There are a few required data elements and many optional ones. The HB288 bill made it necessary to add a few additional required fields to make sure we can get the data that is mandated by the bill. 


F ~ 20-1405-2--2 / L20-12445 Organization Utah Prosecution Council
Duck 2, Daffy .
Count 1 76-5-102.4(4) ASSAULT AGAINST A PEACE OFFIC... + 2
Open

Defense N/A
Summary | - Case Involvements Events = Charges = File Cabinet = Discovery = Case MNotes - Tasks = File Folders =
Case Summary t3

~ Case Information

Court Case # Arresting Agency Lead Officer

20-1405-2-2

Judge Offense Level

West Valley City Police Department Gremillion, John Felony

~ Defendant Information
" - Name DOB Arrest Date Arrest Address

® Add documents —

~ Future Events

create from templates (no vi

B =

®* Create discovery packets

® Create notes and tasks
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The Summary screen is kind of the home page for working with a case. There are several views of the data available (Summary, Case Involvements, Events, Charges, Files, Discovery, Notes and Tasks). Each tab has a dropdown arrow menu which links you to add/update pages for what you can do in that section. Everything about a case can be done from this screen including adding, editing and in some cases deleting data as needed. 



F ~ 20-1405-2--2 / L20-12445
Duck 2, Daffy
Count 1 76-5-102.4(4) ASSAULT AGAINST A PEACE OFFIC... + 2
Open
sSummary - Case Involvements - Events = Charges - File Cabinet | = Discovery = Case MNotes

File Cabinet

Added Name

9/15/2020 Information

o qump \cont 9/15/2020 Report (Sample Police Report pdf)
e 9/15/2020 Report (Intox Report_pdf)

* Can maintain a history o

9/15/2020 Report (Correspondence. pdf)

generated or redacted docs) 011612020 Report (WinessStatement paf

7
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The file cabinet can include files that you upload from various sources or create from included templates. The file system maintains a history of changes to documents if you make any, so you have originals and the changes. 
You can redact documents right in the system or you can do it externally and upload it. 
It’s also possible to stamp documents with notices, warnings or even signatures. 
You can mark documents as private or as available for discovery. Any document marked private will not be able to be included in a discovery packet. 



Summary Case Involvements = Events = Charges | = File Cabinet = Discovery = Case Nofes = Tasks = File Folc
Charges t1
© Ecilve Charges)

Count

Offense Level From Date

= Flintstone, Fred [DEF] =

e

third degree felony 03/17/2020

502 POSSESSION OF FORG 03/19/2020  03/22/2020

second degree felony

LT AGAINST £ class A misdemeanor 03192020  03/30/2020

Ll Ll .'
® Disposition of |
- second UEQFEE felcn'_v' 02/25/2020

class B misdemeanor 03/19/2020

([ H _
SenTenC'“g VEHICLE BURGLARY = class A misdemeanor 05/26/2020

09 UNLAWFUL PURCHASE, POSSESSION... = class B misdemeanor 06/04/2020

01 SPEEDING = infraction

08/25/2019

® Re-order charges if not in desired order

%
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The charges section of the system has many features that you can use if or when needed. 
Add a charge, modify it, add an enhancement, change the penalty (degree) of an offense, etc. 
You can re-order charges if they do not appear in the order you need them to be. 
Charges can be individually dispositioned, and you can record the sentence for each charge if that makes sense (these are not required, but available). 



PROVIDE AND TRACK
DISCOVERY

Summary

Case Involvements =

Events

Discovery Details =

Create discovery packets and make them

Selected

available on the portal (or not)

-

Track when discovery has been viewed

or downloaded

Date

TM3/2010:13

Can expire packets or take them off the

T/29/20 2:16
PM

portal as needed while still showing them
9/9/20 12:22
PM

in your case

7M3/20 10:13
AM

7/13/20 10:14
AM

7M13/20 10:14
AM

TM3/20 10:14

~ ltems We Disclosed

~ Discovery Tracking

Item

DiscoveryltemTracking:45143

eryltemTracking 45142

DiscoveryltemTracking:45145

eryltemTracking 45146

DiscoveryltemTracking:45147

~ | Charges

Name

overy PKT 2

Packet 3 - Supplement

Supplemental

Activity
Type

LISTVIEW

First

Name

Ron

LISTVIEW

LISTVIEW

Ron

LISTVIEW

Ron

DETAILVIEW Ron

DETAILVIEW Ron

DOWNLOAD Ron

File Cabinet

Last

Name

Weight

Weight

Weight

Weight

Weight

Weight

Weight

- Yy |-

Portal Role

Defense
Representative

Defense
Representative

Defense
Reprt

Defense
Representative

Defense

Case Nofes

IP

Address

10.0.0.174

10.0.0.

10.0.0.232

10.0.0174

10.0.0.174

10.0.0174

10.0.0.174

- Tasks « | FileFolders =

Type
Digital Zip
Digital Zip

Digital Zip

Browser

Mozillars.0 (Windows NT 10.0; Win64;
Chrome/83.0.4103.116 Safari/537.

5.0 (Windows NT 10.0;
47.105 Safa

viozilla/
Chrome
Mozilla/5.0 (Windows NT 10.0; Win64; x64) Apple
Chrome/85.0.4183.83 Safari/537.36

Mozilla/s.0 (Windows NT 10.0;
116 Safa

WinG4; x64) Apple

Mozilla/5.0 (Windows NT 10.0; Win64; x64) Apple]
Chrome/83.0.4103.116 Safan/537

Mozilla/s.0 (Windows NT 10.0; Win64; x64) Apple
Chrome 03.116 Safa

Mozilla/5.0 (Windows NT 10.0; Win64; x64) A|


Presenter
Presentation Notes
You decide what documents to provide for discovery when you create a discovery packet. 
The system keeps track of when the discovery packet(s) have been viewed and downloaded so you know defense got it. 
You can expire packets or remove access to them as needed. Just be aware that once the defense attorney has downloaded it, you can’t take it back even if you remove it from the system. Once they download it they have it on their system independent of eProsecutor. 



Summary « | Caselnvolvements Events «  Charges «  FileCabinet «  Discovery « @ CaseNotes | Tasks « | FileFolders

Case Notes 3

Note Date/Time Added Created By

Changed discovery 9/9/20 11:16 AM Ron Weight

These are private notes about victim 9/3/20 10:53 AM Ron Weight

You can store a lot of notes in each case note. This will hold a lot of notes or you can make multiple notes with just a few things  4/1/20 10:28 AM
in each one.

Ron Weight

You can store a lot of notes in each case note. This will hold a lot of notes or you can make multiple notes with just a few things
in each one.

You can store a lot of notes in each case note. This will hold a lot of notes or you can make multiple notes with just a few things
ineach one.

You can store a lot of notes in each case note. This will hold alo... =

. On or about 3/20/2020 in Juab County, the Defendant went to a local business and took a laptop valued at over $1,500 but less  4/1/20 10:27 AM
[ ) E d '1_ Q 1_' 1_ Bl i than $5,000. She was observed on surveillance camera doing this. She was known to the victim business and was contacted
I eX I S In g nO eS ) T Siasc sl by the owner, who asked her to bring the laptop back. She did bring it back, leaving It in a bag across the street and then

informing the owner that she brought it back

Ron Weight

7
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There are several kinds of case notes available in the system. You can create as many notes as you want. 


Instructions

0 sometning

0 something

0 - get it donel

Due Date

5722120

Assigned To Date Added
Weight, Ron 05/20/2020
Weight, Ron 05/26/2020
Weight, Ron 06/03/2020
Weight, Ron 09/03/2020

Weight, Ron 09/15/2020

Sticky notification
- personal setting

Added By
Ron Weight
Ron Weight
Ron Weight
Ron Weight

Ron Weight

Updated
Ron Weight
Ron Weight
Ron Weight
Ron Weight

Ron Weight

3:04 PM [Task]
This is another task to do - get it done!
—l 19-6106 Flintstone, Fred

- can be turned
off

1FileCab-Test1 / 19-abc1
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Tasks are a way of notifying others in your office of things that need to be done. They also can be used to keep track of what has been done in the case and what else may need to be done. 
A user can configure their screen to show a pop-up notice when they have a task assigned to them or just see a notice on the top navigation bar when something has been assigned to them. 



Workspace ~ My Agency Cases
RedtlEE= Court/Law/Agency/Other .
Case Numbers
Add Person/Agency
\ duck
Q Searches Last Name 4
eeees First Name case T
“Criminal Cases
~Juvenile Cases
Portal Cases Search Reset = Refine Output 25 perpage |+ |Add Criteria )

Case by Court or Date

““Cases Grouped by Court
- Assignments by Role Results 1-1of 1
~Criminal Case Details

“Cases for Review
Case Defendant Defendant Charges

Cases with Assigned -
v Numbers Last First

Attorney
Special Status 201 2--2 Duck2 Daffy [Count 3 41-6a-604(1)(a) UNSAFE LANE TRAVEL - SIGNAL, Count 2 76-3-102.4(3) ASSAULT AGAINST A PEACH
OFFIC..., Count 1 76-5-102.4(4) ASSAULT AGAINST A PEACE OFFIC__]

F-Evants-Hearings
J People

“Person - Business Results 1- 1 of 1
~Defense Attorneys B Excel - BPOF -

“Associated Parties
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There are many existing searches to find cases and to build reports from. Every search can be a report, but often you just search for cases using specific data. 
You can find cases and other data using the existing searches as well as use them for reports. 

We can build as many searches and reports as needed. Depending on how complicated the report is, it can take a while to build and test it. 
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There is a way to try it out for yourself if you want to – or you can schedule a demo to see how it looks and how it works. 

Just let me know if you are interested. Email is the best way to contact me. 


https://upc-training.journaltech.cloud/

Utah Prosecu’rlo Cec

(801) 230-0693
rweight@agutah.gov
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This is my contact information. Please feel free to email me if you have questions that aren’t addressed here. 
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