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Presentation Notes
Hi everyone. My name is Ron Weight. I am the UPC IT Manager and eProsecutor administrator. 
I’ve been with UPC for over 20 years and with the eProsecutor project from the beginning several years ago. 
I’m responsible to make sure everything is working in eProsecutor and managing user accounts. 





E-PROSECUTOR - FACTS
• CASE AND DOCUMENT MANAGEMENT SOFTWARE

• SPONSORED AND ADMINISTERED BY UTAH PROSECUTION COUNCIL

• CONFIGURED FOR MULTIPLE AGENCIES (1 SIZE FITS ALL)

• EACH AGENCY’S DATA IS PARTITIONED FOR PRIVACY

• GRANT FUNDED FOR COST OF PROGRAM AND 150 USER LICENSES

• ALL THE INITIAL 150 USER LICENSES ARE COMMITTED

• ADDITIONAL LICENSES AVAILABLE AT CURRENT RATES 
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UPC applied for and received grants to help pay for eProsecutor. To get a price that we could afford – even with grants – we have configured this instance of eProsecutor as a multiple agency system. 

That means that we can have many agencies use the same system. Each agency can only see and manage their own data. The user interface (what you see and how you use it to enter data) is the same for everyone and most changes made to the system affect everyone the same.  

All of the initial 150 user licenses paid for with the grant have been allocated, but other agencies can still participate if they are willing to pay the user license fees and the UPC administration fees.




E-PROSECUTOR - FACTS
• ROBUST SEARCHES / REPORTS

• HOSTED IN THE CLOUD BY AWS

• E-PROSECUTOR INFORMATION PAGE ON HTTPS://UPC.UTAH.GOV

• https://upc.utah.gov/eProsecutor-main.php
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eProsecutor includes a robust search / reporting feature that allows us to build custom reports. Of course, the caveat is that the data must be entered to be reported on. We already have a good number of searches and reports already configured and more can be created as needed.

There is some basic information about eProsecutor on our website at https://upc.utah.gov

The system is cloud hosted by Amazon Business Web Services. Backup and restore processes are very robust. This can save local IT departments a lot of time and expense.




E-PROSECUTOR - FACTS
• APPROVED FOR STORAGE OF CJIS DATA

• 2 FACTOR AUTHENTICATION REQUIRED
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eProsecutor is approved for storing UCJIS data so you can keep your files together in one place. 

One part of the security that allows us to use and store UCJIS data is that 2 Factor Authentication is required to login to the system. This means that you must have a phone or a tablet available to you to show you the codes required to login to the system, after you have entered in your username and password. 

This requires a 2FA app that is compatible with the system. I have tested Google Authenticator and Authy and found them to work well with the system. There may be others that work, but I haven’t tested them. 




PASSWORDS & 2 FACTOR AUTHENTICATION

• 2FA Apps Tested for Compatibility with eProsecutor
• Google Authenticator App

• Authy App

• 2FA can be reset if you change devices

• Passwords must meet minimum requirements and changed regularly.

• Passwords can’t be reused through 10 changes (which almost 2 years).
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Passwords need to meet several requirements to be accepted in eProsecutor. They must be at least 10 characters long and include the following: 
At least 1 upper case letter
At least 1 lower case letter
At least 1 number (0-9)
At least 1 special character (!@#$%^&*.-_)
Cannot be repeated for at least 10 passwords (which is almost 2 years)

When you login successfully you will also need to enter in a code. This code is provided by a 2FA app. Google Authenticator and Authy are the two apps that I have tested and work with eProsecutor. 

It is HIGHLY recommended that each user has their own device to install and use an authenticator app on. 



E-PROSECUTOR - FACTS
• PORTAL FOR PROVIDING DISCOVERY ELECTRONICALLY
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There is a portal available for defense attorneys to receive discovery. The main limitation to that is we cannot store videos in the system because of size and bandwidth issues. There is no limit on defense attorney accounts on the portal, so every defense attorney you need can have an account.
Defense attorney access to the system is recorded and can be viewed in eProsecutor. This ensures that you know when an attorney has accessed, viewed and downloaded the discovery provided to them. 
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This is what the screen looks like for the defense attorney when they login to view their cases. 

They can view a summary of the case and, of course, they can download any discovery packet made available by the prosecutor’s office. 

The prosecutor’s office has full control over what is available on the portal and who can see it. Only one portal account (attorney) can have access to discovery for any case. You can change defense attorneys and remove the access from the previous one or expire access rights at any time. 




E-PROSECUTOR - FACTS
• PORTAL FOR LAW ENFORCEMENT PERSONNEL TO ENTER CASES
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There is also a portal available for law enforcement officers to enter cases and submit them to the prosecutor’s office. 

When they submit a case from the portal, it creates one in eProsecutor that you will have access to. Any data and documents they add will be available to you in eProsecutor.

Several agencies are using it successfully. It does require officers to enter data in another place other than their management system, but the form to do it is minimal and as easy as we can make it. 





HB 288 – WHAT IS IT?

• Legislation that mandates data collection and policy publication

• 63M-7-216 is the code section that affects prosecutors

• Subsection 2 defines what data is required and when

• This report is built into e-Prosecutor and is submitted for you by UPC

• Must be in compliance by July 1, 2022
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If you haven’t already heard about this bill, here is the information about it. Each prosecutor agency is required to submit the required data to CCJJ. The first submission was due on July 1, 2021, but full compliance is mandated by July 1, 2022. eProsecutor has this report built in and UPC will submit it to CCJJ for you if you are using eProsecutor. 




E-PROSECUTOR AND YOU
• Track and manage cases

• Report on any data entered in the system
• Including data required by HB288

• Manage documents (video can NOT be stored because of storage and 
bandwidth limitations)

• Electronic discovery

• Optional ability for law enforcement to submit cases electronically
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eProsecutor is very flexible and allows you to enter and manage data that you need to track and report on your cases. 

As I just mentioned, the legislature has required that prosecutors report on some specific data on cases. We have built a report that includes all the required data specified in HB 288. 

You can upload documents from various sources and generate documents from templates in the system. You can designate any uploaded or generated document as available for discovery and include them in a discovery packet that will be made available on the portal for defense attorneys. 






E-PROSECUTOR AND YOU
• Justice agencies and personnel already available or can import 

• Local statutes can be added 

• UPC maintains state statutes and updates it as needed 

• Able to search for cases in other jurisdictions by defendant name (read 
only)

• Name records – enter once, use multiple times in multiple cases
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We already have most law enforcement agencies and officers entered in the system, so you don’t have to enter them. 

Local offense codes can be added to eProsecutor. You just need to let me know what you need, and I can include them. 
When you ask for a statute code to be added (either local or state), we need the following information: 
Statute Code
Description
Degree of offense (INF, MC, MB, MA 3F, 2F or 1F)
Is it a mandatory appearance statute? 
Charging language

UPC will continue to update state statutes in the system. Once it’s updated, everyone has the changes available immediately. 

One important thing to note is that all persons are entered in once and then used multiple times in various cases as needed. Each person has a record that is created once and then you can use it multiple times. For example, you create a defendant record once and then can use that person as a witness, victim or defendant in other cases. There is no need to type all the information about a person for each case. Enter once, use many times.




E-PROSECUTOR AND YOU
• Applied for a grant to cover additional licenses, but that part of the 

grant was NOT awarded

• Trying to make grant change to include user licenses – unknown if we 
will be able to do that

• Administrator manages user accounts, templates, forms and lists

• Administration Fee - $206 per user per year (in addition to user license 
fee)
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UPC applied for a grant but was not awarded any funds for user licenses. You can still use eProsecutor, but unless we can get a grant change, you will need to pay for user licenses. 

There is an administration fee assessed by the council to partially cover the cost of the UPC Administrator for eProsecutor. This fee covers support, maintenance, offense updates, system updates, etc. 





E-PROSECUTOR AND YOU
• FAQS and Videos:  https://upc.utah.gov/eProsecutor-main.php
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The UPC web site has a page for eProsecutor that contains FAQS, videos and resources. The same  page also includes the Memo and MOA that is required to be read and signed by any agency that participates in eProsecutor. 


https://upc.utah.gov/eProsecutor-main.php


E-PROSECUTOR – WHAT IT DOES
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So, just a little bit about what it does and how you add / manage cases in eProsecutor. 



ADD CASES

• Enter only required data or fill in all 
data to create a new case

• You can select people (such as 
defendants) from existing person 
records or create new ones directly 
from this screen, if they don’t exist

• Add charges

• Add victims / witnesses

• Add staff assigned to case, etc. 
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You will be able to add and modify cases in eProsecutor. 
There are a few required data elements and many optional ones. The HB288 bill made it necessary to add a few additional required fields to make sure we can get the data that is mandated by the bill. 



MANAGE CASES

• Once you open a case, you can manage 
it on this one screen. 

• Add Attorneys, staff, defense, law 
enforcement, judge, witnesses and victims

• Add and edit events

• Add documents – upload from files or 
create from templates (no videos)

• Create discovery packets

• Create notes and tasks
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The Summary screen is kind of the home page for working with a case. There are several views of the data available (Summary, Case Involvements, Events, Charges, Files, Discovery, Notes and Tasks). Each tab has a dropdown arrow menu which links you to add/update pages for what you can do in that section. Everything about a case can be done from this screen including adding, editing and in some cases deleting data as needed. 




ADD/GENERATE DOCS

• Upload documents from other sources

• Generate documents from templates

• Edit documents
• Annotate

• Redact

• Stamp (confidential, draft, etc.)

• Can maintain a history of changes (to 
generated or redacted docs)
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The file cabinet can include files that you upload from various sources or create from included templates. The file system maintains a history of changes to documents if you make any, so you have originals and the changes. 
You can redact documents right in the system or you can do it externally and upload it. 
It’s also possible to stamp documents with notices, warnings or even signatures. 
You can mark documents as private or as available for discovery. Any document marked private will not be able to be included in a discovery packet. 




CHARGES 

• Add and edit charges

• Range of offense dates if needed

• Enhancements and/or inchoate modifiers

• Plea offers

• Disposition of charges

• Sentencing

• Re-order charges if not in desired order
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The charges section of the system has many features that you can use if or when needed. 
Add a charge, modify it, add an enhancement, change the penalty (degree) of an offense, etc. 
You can re-order charges if they do not appear in the order you need them to be. 
Charges can be individually dispositioned, and you can record the sentence for each charge if that makes sense (these are not required, but available). 




PROVIDE AND TRACK 
DISCOVERY
• Create discovery packets and make them 

available on the portal (or not)

• Track when discovery has been viewed 
or downloaded

• Can expire packets or take them off the 
portal as needed while still showing them 
in your case
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You decide what documents to provide for discovery when you create a discovery packet. 
The system keeps track of when the discovery packet(s) have been viewed and downloaded so you know defense got it. 
You can expire packets or remove access to them as needed. Just be aware that once the defense attorney has downloaded it, you can’t take it back even if you remove it from the system. Once they download it they have it on their system independent of eProsecutor. 




CASE NOTES

• Create case notes – as many as needed

• Various types of notes

• General case notes

• Advocate logs

• Probable Cause statements

• Edit existing notes
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There are several kinds of case notes available in the system. You can create as many notes as you want. 



TASKS
• Send and receive tasks

• Get notification of tasks (sticky or simple) – each person can configure this as they want

• Track tasks in case and who added them and who assigned to 
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Tasks are a way of notifying others in your office of things that need to be done. They also can be used to keep track of what has been done in the case and what else may need to be done. 
A user can configure their screen to show a pop-up notice when they have a task assigned to them or just see a notice on the top navigation bar when something has been assigned to them. 




SEARCHES AND REPORTS

• Every search can be a report

• Export to Excel or PDF document

• Group and summarize
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There are many existing searches to find cases and to build reports from. Every search can be a report, but often you just search for cases using specific data. 
You can find cases and other data using the existing searches as well as use them for reports. 

We can build as many searches and reports as needed. Depending on how complicated the report is, it can take a while to build and test it. 



TRY IT OUT – DEMO VERSION

HTTPS://UPC-TRAINING.JOURNALTECH.CLOUD

• YOU CAN TRY IT YOURSELF AND/OR REQUEST A DEMO

• CONTACT RON WEIGHT TO SETUP A LOGIN AND/OR SCHEDULE A REMOTE DEMO
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There is a way to try it out for yourself if you want to – or you can schedule a demo to see how it looks and how it works. 

Just let me know if you are interested. Email is the best way to contact me. 


https://upc-training.journaltech.cloud/


RON WEIGHT
E-PROSECUTOR ADMINISTRATOR
https://upc.utah.gov
Utah Prosecution Council 

(801) 230-0693

rweight@agutah.gov

Questions? 
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This is my contact information. Please feel free to email me if you have questions that aren’t addressed here. 
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