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I’m a TAC, 
not the IT 

Dept!



 The Criminal Justice Information Services repository is owned by the FBI.

 The FBI shares CJIS data with a CJIS Systems Agency (CSA) in each state. In Utah this is 
the Bureau of Criminal Identification within DPS. 

 BCI houses this data, along with other data in the UCJIS Application.

 Each CSA has a CJIS Systems Officer (CSO) who is the ultimate voice for CJIS within 
Utah. In Utah this is Captain Greg Willmore.

 One of the roles of the CSO is to appoint a CJIS Information Security Officer (ISO) to 
manage the IT Security Program for CJIS sharing within Utah. 

 Agencies who are granted rights to access this data for Law Enforcement purposes are 
Criminal Justice Agencies (CJA). 

 Each CJA has a TAC (You) to administer their CJIS environment and oversee 
compliance.

 And also a Local Agency Security Officer (LASO) who is responsible for the IT Security 
within the CJA.

 The LASO and TAC are responsible for completing an IT Audit once every 3 years.



 Historically the role of the CJIS ISO, or 
Information Security Officer, was 
held by DTS, most recently Garry 
Gregson for a number of years. 

 With Garry accepting a new position 
in December, the decision was made 
to transition the role to a DPS 
position, as DPS owns the data, and 
now has an Agency Information 
Security Officer. 

 The DPS ISO will still partner with the 
DTS Security Analyst, as well as BCI, 
to transition the CJIS ISO Program.

 New CJIS ISO:
 Lani Dick
 lani@utah.gov
 801-386-6964

 DTS Security Partner
 Roxanne Scoggan
 rscoggan@utah.gov
 385-254-1091

 Working to hire additional personnel 
to assist in the upcoming IT Audit 
Cycle. 

mailto:lani@utah.gov
mailto:rscoggan@utah.gov


 Because we are going through a 
transition period! We want to 
introduce ourselves to you and 
explain how we plan to move forward 
with the IT Audit program. 

 Just as we are working to collaborate 
further with BCI, it’s important that 
TACs and LASOs collaborate more on 
the IT Audits. Both have a role and a 
responsibility.  

 We also want to acknowledge that we 
are both very new to the CJIS 
program, so we are learning with you. 
We are open to suggestions and 
feedback and want to build a 
program that works for you as well as 
it does for us. 

 But this also means we may take a 
little longer to provide responses as 
we work to research, collaborate and 
consult with the FBI to ensure we are 
making correct decisions. 



There IS a CJIS Security Policy!
CSP Version 5.9 (6/10/2020)

https://www.fbi.gov/services/cjis/cjis-
security-policy-resource-center

This is an excellent resource and a good 
way to familiarize yourself with the 

compliance requirements for your IT 
Audit. 

But, remember that BCI is the owner and 
steward of CJIS in Utah and makes the final 
decisions on how policy is applied. If you 

have questions, please reach out!

https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center


Some of you may recognize the prior 
Excel Spreadsheet version of the IT 
Audit for Utah. This is one of the most 
significant changes we will be 
making in the upcoming audit cycle 
as we move away from this format. 



BCI has purchased a Service Now 
software to use for all CJIS Audits. 
The State of Utah Agency 
Assessment Portal will alert you to 
audits and deadlines and allow you 
to complete your questionnaires and 
upload documentation.

[dpsutah.servicenowservices.com/SVDP] 



IT Audit broken into two sections:

1) Agency Basic Information 
Gathering Questionnaire

2) CJIS IT Audit
1) IT Questions

2) Document Verifications

[dpsutah.servicenowservices.com/SVDP] 



 Aligns with standard Information 
Security Practices

 Broken down into 13 primary policy 
areas

 Many are IT specific (LASO), but 
many should be familiar to you as a 
TAC – such as Security Awareness 
Training, Personnel Security, 
Information Exchange Agreements 
and Incident Response



 Each of the 13 sections contain a 
number of “shall” statements which 
are the basis of the IT Audit

 These “Shall” statements must be 
acknowledged and verified during 
the IT Audit. 

 The example here is the requirement 
for system logging which may be met 
by providing settings from your 
logging tool, sample logs for review, 
or active policies. 



 Audits are applicable to your entire 
CJIS environment – from the initial 
access of CJIS to anywhere else it is 
processed, transmitted or stored. 

 Consideration must be given to 3rd

party partners as well – Examples are 
CAD and RMS systems. Agreements 
must be in place for vendor access to 
data and responsibilities for CJIS 
compliance. 

 Remember CJA requirements differ 
from NCJA!



 Every agency will be audited over the next three years, until the FBI returns.

 Your agency (TAC/LASO) will be contacted when it is time for your audit.

 The ISO Team will work with your agency to ensure all required documentation is 
obtained.

 Once complete, your agency will be notified about any areas of non-compliance
which must be addressed. A POAM will be expected to monitor progress. 

 This audit cycle will be comprehensive to address all areas of compliance within all 
agencies. 

 The goal is to reach a sustainable level of compliance so that the next audit cycle 
can allow us to being “Audit sampling”, similar to how the FBI completes their 
triennial audits. 





 Bear in mind that if your agency also functions as a NON-CJA, your agreement 
requirements and contracting options are different!

 State Agency and Local User Agreements
 Handled by BCI at setup and review; less likely to be problems

 Management Control Agreement
 Between a CJA (You) and a Non-CJA (government)
 State MCA for DPS & DTS to include all state agencies – Finding from 2021 Audit and in process

 CJIS Security Addendum (w/Private Contractor User Agreement)
 Similar to an MCA, but for Private Contractors/3rd Party Partners
 Unescorted access to unencrypted data

 Templates can be found in the CJIS Security Policy
 Or may be included in other agreements (MOU, etc)



 CJIS transmitted or accessed outside physically 
secure location 
 Encryption must be at least symmetric 128-bit 
 Must be FIPS 140-2 CERTIFIED

 CJIS At Rest
 May be encrypted as above – OR --
 Encryption must be at least symmetric 256-bit
 Must be FIPS 197 (AES) Certified

 Public Key Encryption (Asymmetric) or Hybrid 
Models
 Permitted with additional controls in place

https://www.nist.gov/standardsgov/compliance-
faqs-federal-information-processing-standards-fips

Symmetric Encryption
One Key Session

Asymmetric Encryption
Two Key Session

Public Key Private Key



 Advanced Authentication is different than 
Advanced Password Standards.
 (MFA/2FA)

 When should AA be used? 
 Dependent on physical, personnel and technical 

security controls
 Direct or Indirect Access
 Dependent on system (UCJIS)
 AA Section 5.6 of CJIS Security Policy. Figure 8 

includes Use Cases and Figures 9 & 10 include 
Decision Trees. 

 6.0 Modernization!!



 Anticipate findings for policy in most 
audits

 Internal Audits and FBI Report
 Practices typically in place, but must 

be documented.

 Policies must be in place and known 
to users!



 Mobile Devices are those that do not support a 
full OS, so does NOT apply to laptops. This is 
smart phones, (most) tablets, etc.
 Consideration for mobile devices also involves 

the question of BYOD devices which have 
additional controls.
 Where technical controls are not feasible, an 

agency may implement policy prohibiting the 
access of CJIS via mobile devices to reduce 
scope.
 MDM solutions – We only require that it meet 

the CSP requirements.

 Similar: Wireless 



 Overwriting digital media At Least 3 times
 This is for reuse OR release for destruction by unauthorized individuals
 Includes hard drives from leased or rented copiers and/or printers that scanned, printed 

or copied CJI or PII

 Media must be disposed of or destroyed by 

authorized personnel
 Either completing the action, or witnessing the action 

 Must be documented
 Policies
 Agreements



 There is NO “CJIS CERTIFIED” Product!
 State-to-state programs
 Utah is new to state-level 
 Local environments must still be validated!

 State-Level Reviews
 Agreements
 Background Checks & Fingerprints
 Review of vendor environment

 Consideration for Cloud Storage 



 Cloud Computing
 Issue: Often overlooked with 3rd party software solutions
 Under Review: General usage requirements and Security Controls under review

 Password Standards
 Issue: Basic Password Standards vs. Advanced Password 

Standards (Either/Or)

 Under Review: Standards themselves and when to use
 Will likely include an update to Advanced Authentication



DPS/CJIS ISO:
Lani Dick
lani@utah.gov
801-386-6964

DTS Security Partner
Roxanne Scoggan
rscoggan@utah.gov
385-254-1091
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