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Most current and up-to- date forms are on the TAC Website

Forms can be requested from Field Services Representative
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TAC WEBSITE HTTPS: //UCJIS-TAC.UTAH.GOV/

Welcome!
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Upcoming Trainings Centact Information




TAC WEBSITE

tment of
Safety - TAC

Welcome!

ned and are now d the User Setup Form.™




CHECK LIST

“ADD” User
Fingerprint
User Setup Form
User Security Agreement
User Testing Agreement & CERT

User Deletion Form

New TAC
Packet




" Those agreements will be emailed out by your Field Services
Representative and will be due by June 30 of the current
year
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AGENCY AGREEMENTS

The Criminal Justice Agency Agreement will need to be
signed/dated by your agency administrator and sent back in
to your Field Services Representative

The ORI Validation form will be filled out by you as the TAC
and sent back in to BCl with the Criminal Justice Agency
Agreement



CRIMINAL JUSTICE AGENCY AGREEMENT

uality Assurance

Use Of System
Screening

Audit

Security
Training

Dissemination
Misuse

NCIC Agencies

UTAH DEPARTMENT OF PUBLIC SAFETY
BUREAU OF CRIMINAL IDENTIFICATION
CRIMINAL JUSTICE AGENC
AGREEMENT 2020-2021
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CRIMINAL JUSTICE AGENCY AGREEMENT

Please check the access that your agency has been authorized to use.

The Administrator will indicate on this form what access
your agency has be authorized to use



ORI VALIDATION FORM

Agency
Administrator
TAC & Alt TAC
IT Security Officer (LASO
24 Hour Agency
Confirm ORI Information
Confirm ORI Access

ORI VALIDATION 2020
The ORI Validation form is used to update agency contact information. Please submit
this form to your BCl Field Services Representative via emadl by june 30, 2020. When
the agency has changes to contact information, please submit a new form

| Agency Name:
Address
| Mailing Address (I Different)
l"‘l_;' Nll-'ll_l‘.l"f f S F an Number
‘-hfﬂff al Emadd Address 1o the Agency I ]
[ Titie and Name of ORI Administrator:
| Phone & Ermud Address of Adman
[ Mame of TAC:
1 Phone & Emad Address of TAC
| Name of At TAC £1:
| Phone & Email Address of Alt TAC
| Name of Alt TAC 2:
Phooe & Email Address of Alt TAC
I [ you have mose AR TACS, l‘l.‘-l“x);;‘l r\..l'll‘h} _Fil'lﬁt number dﬂ r:;u‘l-:‘k-!’-r_“ ON P ite page
[ Name of IT Security Officer (LASO|
: Phone & Emad Address.
| Uve Scan 1P address (i applicable): . R
| M Live Scan, ot which type Crummnal U Applx au: BochJ
| Name of Crime Statistics POC:
| Phone & Emad Address

[ s this OR 2 24 howr agency ? TANbhow agency B pvelabie M houn 8 dey to haradie NOC HE Confirmation. Per the NOC N00
D U 0P RAT MG MANUIAL, T TION MECTION To L iRate (orrplande with bt confermaton
vis NO reiremends, the ofgieating agrncy mast be pvalable M hosrs 8 dary 10 confiem By record entries.

| - 4
| M this ORI has entres in NOC 2nd 5 nol 3 24 hour agency, please enter the ORI and NAME of the agency that provides this
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Confumed ORI Information:  No Access  Yes, no changes  BOI - Please change the followang
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. - -
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MYD YW sty D SN g MU (L]
[ Please check the files this ORI accesses 'D D B o o U a 0]
[ s thes ORI 3 UT Right of | B UOH Marmsal, Utah Bight of Accens agency defin e Ctivern who with 10 reveew thew own Utah |
Access (ROA) agency? crirmingl balory may 60 10 by coracting elther BO of 8 partic ipating kol (rimenal pntice ageacy. To be 2 BOA
D Yis D NO agreay, the ageeacy Mt have 80 spproved (ontr sct on file with BOL e the prrpose (odle 7, aoaf obtain ared
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USER SETUP FORM (PHYSICAL CARD)

Agency & TAC Information
User (Two Per Form)
User Access
Fingerprint




SER SETUP FORM

User Setup Form

For incoming Employees in an agency using UCJIS

ONLY USE THIS FORM IF YOU'RE SUBMITTING LIVESCAN

1. Enter user/non-user/non-access user into UCJIS using the ADD transaction.
2. Fill out this form and BCI CIC will process your request.
3. Fingerprints required for ALL User types!

TAC Email Address in Email address field.

* Required

Email address *

Your email

Agency Name *

Your answer

Tac's Name *

Your answer

Requesting Agency ORI *

Your answer

LIVESCAN

User's Full Name *

Your answer

Aliases/AKAs

Your answer

Date of Birth *
Date

mm/dd/yyyy 8

Social Security Number

Your answer

UCJIS Login ID (Must be added to UCJIS First) *

Your answer

What user type are they? *
(O ucJisusER

() Non-USER

(O Non-Access USER

Default Agency Access? *

Mon-default parmizssions - Select what you nesad

60 Minute Timeout

PC- Booking (Can'l have PC Arresting on same account)
PG- Arresting (Gan't have PG Booking on same account)
PG Prosecutar

PG Supervisor (only if they get PG Arresting)

ewarrants

ewarrants - Juvenile (Usually only for DCFS)

utor (Usually only for courts/lawyers)

ENCO, MMNCO

[
O
[
O
[
O
O
O
O
O
O
[
O

MR Medical Marijuana card query

Choose from these if NOT selecting Default Agency Access

[ ncic1F
[ neic 1L
[ mer

[ nNLETS MF
[ NLETSMLIM

[ LocalLF

[ LocalLlim




AUTHORIZATION LIVESCAN

Authorization for Livescan

Fingerprints at BCI

3888 West 5400 South, Taylorsville, UT 84129 801-965-4445

Must be completed and presented to
B C I Applicant Date of Birth:

Agency ORI #:
Agency Name:

Agency TAC's name:

Applicant must present current et e et s B e s
government issued ID wses this form and has a Livescan,

This form must be completed and presented at BCI
Applicant must present current government issued ID
A User Setup Livescan Form must be submitted to BCI
CIC Help Desk (dpscic@utah.gov) OR

A User Setup Form may be presented to BC| when the
fingerprints are captured

A User Setup Livescan Form must be
submitted too but ather Livesaan locations may redsire paymont.




SER SECURITY AGREEMENT

Dissemination
Privacy
Security
Misuse
User ID

Criminal Background Check

UCJIS USER SECURITY AGREEMENT

Per Utah Administrative Rule R722-900. a USER means a person
waorking for or with an agency who has direct access to UCIIS or a
\~ACCESS USER who obtains UCIIS records from a person who has direct acc

UCJIS USER SECURITY STATEMENT

Dissemination, Privacy, and Security of Information: All of the information acquired fit
accessed in UCJIS. which includes Palantir and the Public Alerts and Notifications System (
governed by regulations and policies of the FBI and the State of Utah. Dissemination, along with the privacy and
curity of any information acquired from any file in UCJIS, is for criminal justice purposes only. This
information should be used for criminal justice purposes and criminal justice employment only. Printed
copies must be destroved by shredding or burning when no longer needed. Per the Administrative Office of the
Courts, local agencies may NOT generate a hard copy of a juvenile’s rap sheet or record summary.

: \-'iulau'ou of dissemination. privacy. or security regulations may result in
involved and loss of state computer access for the user and
. BCI maintains an automated dissemination log of all UCJIS file transactions to help ensure this
information is being accessed for authorized purpo ny unauthorized request or receipt of this inforr
could be considered misi Jtah Code Annotated 53-10-108(12) (a) states:

(12) (a) It is a class B misdemeanor for a person to knowingly or intentionally access, use, disclose, or
disseminate a record created, maintained, or to which access is granted by BCI or any information contained
ina record ereated, maintained, or to which acce: granted by BCI for a purpose prohibited or not permitted
by statute, rule, regulation, o1 policy of a governmental entity.

- ID: Each UCJIIS user must have his/her own user ID that must never be shared even for training
T user will be held accountable for each transaction in UCJIS under his/her user ID.

. All UCTIS users. including those who are POST certified or who have

a Utah Concealed Firearm Permit (CFP). must undergo a criminal background check prior to having direct access

to UCJIS information or receiving UCJIS information from a user with direct access. The criminal bac ground

check contains both a name and fingerprint search of UCJIS files and the FBI RAP Back System. The FBI RAP

Back System retains prints for the purpose of being searched by future submissions including latent fingerprint

submissions. The existence of a criminal conviction. outstanding warrant. or a new criminal arrest may result in
loss of access to UCJIS or UCJIS information.

UCJIS USER SECURITY AGREEMEN

L . have read and accepted the UCJIS User Security Starement and
il]ldfbl?lnd that T must abide by this agreement to have access to any information acquired through UCJIS

User ID:
Agency ORI: Agency Name:

This agreement must be signed prior to accessing UCJTIS or receiving any UCJIS information,
This form does not need to be signed for biennial re-certification.
Please submit this agreement to your BCI Field Services representative or beifs@utah.gov per Utah
Administrative Rule R722-900-4.

Revised March 2020




NON-USER SECURITY AGREEMENT

Dissemination
Privacy
Security
WININE

Criminal Background Check

Per Utah Administrative Rule R722-900, a NON-USER means a person working for or with
an agency who does not have direct access to UCJIS but has unescorted or unvestricted
access 1o locations containing UCTIS records or a computer with UCJIIS access.
(CJIS SECU 'S MEN

Dissemination, Privacy, and Securitv of UCJIS Information: Information acquired fiom any file

accessed in UCTIS is govemed by regulations and policies of the FBI as well as the State of Utah. Dissemination,

along with the privacy and secunity of any information acquired from UCJIS, is for criminal justice purposes

This mformation s only to be used for cr I justice purposes and criminal justice employment. Printed

UCIIS information 15 to be physically destroved (shredded or bumed) when no longer needed. Per the

Administrative Office of the Courts (AOC), local agencies may NOT generate a hard copy of a juvenile’s rap
sheet or record sununary.

Misuse of UCJIS information: Violation of dissemination. privacy. or security regulations may result in
cwvil and'or crummal prosecution of the person(s) imvolved. BCI maintains an automated dissenunation Icz of all
UCJIS wansactions to help ensure UCJIS information is being accessed for authomzed purposes. Any
unauthorized request or receipt of UCJIS information may be considered misuse, Utah Code Annotated 53-10-
108(12) (a) states:

(12) (a) It is a class B misdemeanor for a person to knowingly or intentionally access, use, disclose, or
disseminate a record created. maintained, or to which access is granted by BCI or any information
contained in a record created, maintained, or to which access is granted by BCI for a purpose
prohibited or not permitted by statute, rule, regulation, or policy of a governmental entity,

Criminal Backgronnd Checks: .—\ll uc JI&. users. including those who are POST centified or who have
1 i Permit (C pal buk.mund check prior to having direct access
I |1 Imul a user w ith direct access. TIlc tII.IIIIII'II background

tem retains pll.ll'h fcr the purpose of being sr'ln.llcd by futre submissions ulclluh I1n:'||'t fingerpri
submissions. The existence o minal conviction. u'lllsl:l!}dlh, arrant, or a new criminal amrest may result in
loss of access to UCIIS or UCJIS information.

UCJIS NON-USER SECURITY AGREEMEN

. have read. understand. and agree 1o abide by the UCJIS
e,

Signature: Non-User [D:
Date: Agency ORL Agency Name:

This agreement needs to be signed before unescorted or unrestricted access is granted.
This form does not need to be signed for bienmal re-certification.
Please submit this signed agreement to your BCI Field Services representative or beifs@utah.gov
per Utah Administrative Rule R722-900-4.

Revived Masch 2020




USER TRAINING AND
TESTING AGREEMENT

Utah Code 53-10-108

Dissemination, Privacy and
Security of UCJIS Information

CJIS Security Awareness
BCl and/or NCIC Manuals

UCJIS USER TRAINING AND TESTING AGREEMENT
UCJHIS NON-ACCESS USER TRAINING AGREEMENT

for

USER OR NON-ACCESS USER (Please Print)
This agreement must be signed and submitted to BCT after the completion of the user or

non-access user’s initial training and testing and after each biennial training and testing,

AH ADMINISTRATIVE RULE R722.900 DEFINT
o livs direct access 1o L
with an agency v

RESTRIC

CIIS REQUIRED SECURITY AWARENESS TRAIND

NING AND TESTING FC
BCT MANUALS ANDVOR. NCIC MANUALS: LOCATION AND .'S.-\GED
PLEASE CHECK THE FILES THE USER WAS TRAINED AND TESTED OXN:
DLD 1 VD I
UCH [  wcC y [ NCIC Entry SWW/PO

UCHS CERTIFICATION: The TAC has updated the CERT transaction: Yes Ma

This certifies that this user or non-access user has passed all of the required training
and proficiency testing to be able to access UCJIS information.

1 certify that by signing thi 5
3¢t by my BC d CIIS. T accept that T will 3= fi informats der
d per LUiah Code Annoiated S3-10-108 (12y(a). if a0 a person o

. use, disclose. or dissemunate a record created.

TAC SIGNATURE DATE SIGNED B

AGENCY ORI

Please submit to vour BCT Field Services representative or beifs @ utah.gov per Utah Administrative Rule R

Ervned M 1




CERT TRANSACTION

f.ucs

New Broadcast Message

Utah Criminal Justice

Information System Close All A {163) *“TEST*UTAH AMBE...

UCJIS Home = CERTL x
Certify
Enter Train/Test CertiT

User Details
UserlD:* ENTER USE
Agency:* BCIFS
Training Date: * ENTER
Test Date must be within the past 30 days.

AGREEMENT FOR USERS BY TAC: By entering a Train/Test Date, |, the TAC of this agency, certify that on this date, | have TRAINED AND PROFICIENCY TESTED this user on all UCJIS files this
user has access to and on DISSEMINATION, PRIVACY, AND SECURITY of UCJIS information. | understand it is my responsibility to train and proficiency test this user every two years.

AGREEMENT FOR NON-USERS BY TAC: By entering a Train/Test Date, |, the TAC of this agency, certify that on this date, | have TRAINED this non-user on DISSEMINATION, PRIVACY, AND
SECURITY of UCJIS information. | understand it is my responsibility to train all non-users every two years.

Q, Submit




TAC TRAINING AND TESTING

TAC CONFERENCE = TRAINING ALTETAG




TAC TRAINING AND TESTING

TAC TEST = TESTING




User Type Change Form

This is changing an exisiing account in BCJIS 1o anoiher User Type. You do not need fo add

them into UCJES again, this should be 1o change an existing UCJIS account accordingly
fisted below

TaCs Emadl

Ermail address *

When changing an existing account [esscatiatasrm,
to another User Type

TAC s Mame *

Requesting Agency ORI -




USER DELETION

Removes Users from the system

Complete this form after running the RUL transaction

Deletion Request Form

Removing Users from the system
Complete this form after running the RUL transaction.
BCI CIC will email you once your request has been completed

* Required

Email address *

Your email

Contacting Utah Bureau of Criminal Identification
COmMMUnNICations ang INformation Cented - (301)9695-4446

Agency Mame *

YOUr answer

TAC's Mame *

TOUr answer

Requesting Agency ORI *

YOur answer

Users Full Name *
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NCIC HIT CONFIRMATION AGREEMENT

P HIT CONFIRMATION AGREEMENT

e

ervicing Agency vs Recipient Agenc

Timeliness
Validation
HIT Confirmation

24 Hour Access of NCIC Records

Page 2of2




ROA CONTRACT

Right of Access Provider Contract
Ay Terms & Corsfitions

s LTIV ] CORCETOnT

Allows an agency to operate as an
ROA agency

Utah Code 53-10-108
Utah Administrative Rule
R72 2_ 900_7 e e —

Bedd or b erseremitied by s apents, efficily, or errployees. Ma party
ol Uk,




ROA WAIVER

ersonal ldentifiers
plicant Signature
Date

Right of Access Provider Waiver
INSERT AGENCY NAME - Remove Highlight

Request to Obtain a Copy of My Utah Criminal History Record

I, the undersigned, am requesting a copy of my Utah Crimunal History Record. Iunderstand this record 1s protected by law (Utah Code Ann. §53-10-
108) and may only be released to me by thus agency if T appear in person with valid photo identification. This agency 15 not authonized to retain a
copy of this record without my expressed pernussion.

Please Print Clear!

Date of Birth:

Social Security #: Driver License Number: State:

Initials | Please Initial the Box which MOST applies:

1 authonze a release of my Utah Crimunal History record, or any part thereof, by and to any duly authonzed agent of this agency to
accompany my employment, volunteer, licensing, pernut application, or other expressed purpose approved by me today. Any
nformation discovered may be used to consider my suitability for the purpose of my application.

Tunderstand these results are not venfied by fingerprints and are only valid on the date printed on this record. If I wish to challenge the
completeness or accuracy of this record, I must subnut a completed Application to Challenge Crininal History Records with fingerprints directly
to the Bureau of Criminal Identification (BCT) where I may be subject to additional fees (R722-500-6).

Tunderstand thus warver may be kept on file at this agency for a period of at least three vears and 1s subject to review by BCT auditors, whether or
not I choose to release my record to this agency today. I agree to mdemmfy and hold harmless BCT, this agency, elected officials, officers,
employees, agents, and volunteers associated with thus application process from and agamnst all clmms, damages, losses and expenses, cluding
reasonable attomey's fees ansing out of or by reason of complying with this request.

A photocopy or electrome copy of thus waiver is a vahd representation of my onginal signature and 15 considered legal and binding just as the
ongnal writing of my sigmature.

Applicant Signanur

For Office Use ONLY:
Identification Verified: Criminal History Completed B




AGENCY USERe o AGeEss USER = NoN USE:

USER SETUP FORM
ER SET UP FORM LIVE SCAN
ORI VALIDATION FORM USER SET UP FO SC
USER SECURITY AGREEMENT
NCIC HIT CONFIRMATION
NON-USER SECURITY AGREEMENT
ROA CONTRACT

USER TRAINING AND TESTING AGREEMENT

TOX MOU

REQUIRED FORMS
REQUIRED ANNUALLY

AUTHORIZATION LIVESCAN

USER TYPE CHANGE

USER DELETION

REQUIRED BIANNUALLY
SUBMIT IF APPLIES

TAC TEST CERTIFICATE




HELPFUL TIPS

e --’..,!-Hi',ll\\\-\\‘\\- :

.."". . -

Y
., \
... ' »
« - - ! s
-.
_ & i v
| ]
a I
- '
Y !
» !
\ s
. ’
-~ -~
s B



AGENCY DEFAULT ACCESS

The TAC is able to designate the agency’s default access by
indicating from the Default Access Groups List what group
your agency needs access to

Default Access Groups

£EESS (1F)
Ul article
bt

NLETS LIMITED ACCESS {MLIM) LOCAL FULL ACCESS (L)

NCIE TULL ACCESS. [1F] CONTINGED
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REPT

Utah Criminal Jus{ =
Information Syste Close All A (1) You have a YQ mes...

UCJIS Home = REPTL %

Query

TAC Report Request

Report Options

ORI:*

View By: *

Sort By: FULLNAME

Agency:* BCIFS

Report Columns

User ID: Full Name: O Status: Status Literal: O UCJIS User Type: O Disable Reason:

Disable Date: O Default Ori: O Personal ID: Password Expired Date: O Date Created: O Training Expiration Date:

Background Status: O Criminal Record: O Rap Back: Fingerprint Date O E-mail Address: O Comments:

User Security Agreement: O User Testing Agreement: O

Check All X Clear All
Q, Submit




CJIS Home  REPTL x
Query  Hesulis x

User List Report Resuits
Created by chakest on DS 232020 15:18:24

View UCJIS Permissions View Transaction History Rap Back User Security Agresment Usar Tasting Agreement

Transaction

Trangaction

RAPBACK,

Zztechgy
1 b Y RAPEACK

wihomsen




VIEW USER UCJIS PERMISSIONS

User Privilege Details
Created by cbakert on 08/12/2020 16:09:12

Description

Query Arti

Canadian Article Inquiry
Query Gun
cate Gun
nadian Gun Inquiry
UAA UAA Amber Alert
LAAM Amber Alert Modi
EMA Endangered
ESAM Endangered 5

ESA Endangered !

UHS Utah Homeland
nd icast M
BMSG
ALTE C Alert Entry
ALTM ALTM Alert Modify
LOx
MOTD
NLETS Amber Alert
NLETS Homeland urity Msg
Confirm Hit
NLETS Admin Message

Y1 Confirm Hit Vehicle




CJIS Home  REPTL x
Query  Hesulis x

User List Report Resuits
Created by chakest on DS 232020 15:18:24

View UCJIS Permissions View Transaction History Rap Back User Security Agresment Usar Tasting Agreement

Transaction

Trangaction

RAPBACK,

Zztechgy
1 b Y RAPEACK

wihomsen




VIEW USER TRANSACTION HISTORY

Audit Log Results
Created by cbakert on 08/12/2020 16:11:21

Received Time Transaction ORI Search Fields

No resulls found
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CLEAR CACHE

&

Meet
B¢ New meeting

"] My meetings ([[E

Hangouts

r““} Chauntay oE

Mew tab Ctrl+T

Ctrl+M

Mew window

Mew incognito window  Ctrl+5Shift+N

History
Downloads
Boolkmarks
Zoom

Print...

Find...

Mare tools

Edit Copy

Settings

Help

Eait



CLEAR CACHE

Privacy and security

Clear browsing data
Clear history, cookies, cache, and more

Cookies and other site data
Third-party cookies are blocked in Incognito mode

Site Settings
Controls what information sites can use and show (location, camera, pop-ups, and more)




CLEAR CACHE

Clear browsing data

gns you out of mo . edi ( e Account so
ynced data

Clear data

auntay Baker
hauntaybaker,

g it in your Google




CLEAR CACHE

M Inbox - {I‘nWﬁ@]uta hgo X BB State of Utah - Calendar - Week = X
& C

@ mail.google.com/mail/u/0/?ogbl#inbox







TRAININGS

Welcome!

L)

Manuals Upcoming Trainings Contact Information




TRAININGS

Utah Department of

Public Safety - TAC

Welcome!

= Menu

Trainings
New TAC Training

This new TAC training class is designed to help all TACs both new and those seeking a refresher and updates to know and understand the basic
responsibilities of being a TAC. Topics include user training and testing, the life cycle of a user, user management, and agency responsibilities.

BCI Field Services does not currently have a New TAC Training scheduled. If you are interested in this class, please contact your Field Services
representative to be placed on a waiting list.

UdJIS Inquiry Training
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