
Audit Review:
So…You’ve Been Audited



Overview

◉ Review of Audit Request & documents
◉ 2017-2020 Audit Compliance issues
◉ Audit response
◉ Next Audit Cycle July 2021-June 2024



Review of Audit Request & Documents



Audit Request

◉ BCI Audit Request
○ Sent secure via Virtru

◉ Sent to the agency TAC, 
agency administrator, and the 
Field Services Supervisor

Presenter
Presentation Notes
When an agency is notified that they have been chosen for an audit, the request will be sent via Virtru Secured Email. This email will be sent to the TAC, Agency Administrator, and Field Services supervisor.



Audit Request

◉ The email consists of 4 files
○ Audit Information Request
○ Questionnaire
○ Criminal History Logs

■ PDF
■ Excel



Audit Information Request

Presenter
Presentation Notes
Depending on your agency, your Audit Information Request may look a little different from this. Your may have NCIC Case Files, but not Utah Statewide Warrants. Be sure you check this request carefully before submitting your audit to your field services representative. Anything that has “If applicable” beside it in parenthesis are required only if your agency deals with those files like if your agency is a ROA agency, you would need to provide the Waiver and Agreement since it applies to your agency. If you are not sure what your agency has access to, contact your field services representative.



Audit Questionnaire

Presenter
Presentation Notes
The next couple of slides are what the Audit Questionnaire looks like when it is sent to your agency.



Audit Questionnaire

Presenter
Presentation Notes
Pay close attention to the “Files Accessed by Agency” because this portion will let us know what your agency has access to. If you don’t know what files your agency has access to, contact your FS Rep. Please note that we do double check what is marked on this portion of the audit and if one person in your agency has access to NCIC Entry, you will be audited on it even if it wasn’t used because someone at your agency had access to it during the audit cycle. If your agency only accesses NCIC Inquiry and Local files then you would make sure you have “NCIC Inquiry”, “CH”, “Drivers License/Motor Vehicle”, and “Statewide Warrant” checked.



Audit Questionnaire

Presenter
Presentation Notes
This portion of the questionnaire is not a quiz. You will only provide a purpose code if you run CHQ/III CH for that reason.



Audit Questionnaire



Audit Questionnaire



Audit Questionnaire



Criminal History Logs 

PDF

Excel

Presenter
Presentation Notes
Agencies that have access to UCH and QH2 will be given Criminal History Logs to justify. We send two versions of the logs, PDF and Excel. We send the two versions so that agencies can decide how they want to answer to these logs. They can answer within the Excel file or they can use the PDF to answer on a separate document like a Word document. Agencies will justify these logs with the questions that are provided on the Audit Information Request document. We will cover these further into the presentation.



Compliance Issues from 2017-2020 
Audit Cycle



Written Policies & Requested Documents



Written Policies & Requested Documents

Presenter
Presentation Notes
We will go over each of the Written Policies and Requested documents individually, but if an agency is found out of compliance on one of these then in the report (like shown) it will give more information about the compliance issue in the Compliance Comment section.



Misuse Policy

◉ Common compliance issues with 
agency’s Misuse Policy:
○ Missing revision date
○ Not formalized 
○ Missing one of the following: 

■ 1) The “Commissioner and Director 
of BCI” will be notified if misuse of 
UCJIS information is suspected; OR 
2) The agency will abide by UCA 53-
10-108



NCIC Validation Procedures

◉ Per NCIC Intro Manual 3.4
○ Validation procedures must be formalized 

and copies of these procedures must be 
on file for review during an FBI CJIS 
audit. In addition, documentation and 
validation efforts must be maintained for 
review during such audit



Statewide Warrant Validation Procedures

◉ For all agencies entering statewide 
warrants, validation procedures should 
be formalized, and copies of these 
procedures should be on file for review 
during an FBI CJIS Audit. 
Documentation of validation efforts 
must also be maintained for review 
during these audits



REPT Transaction

Presenter
Presentation Notes
We will require a copy of the first page of your REPT be provided. REPT should be run often and this is how TACs will know who in their agency is missing agreements or fingerprints, when passwords or training is about to expire, etc.



Right of Access Contract

◉ Before an agency can run Right of Access transactions, a valid contract must 
be submitted to and approved by BCI per Utah Administrative Rule R722-900-7



Right of Access Waiver

◉ Each ROA Applicant must sign 
and date the ROA Provider waiver 
prior to receiving their Utah 
criminal history record

◉ Keep on file for the audit cycle



Hit Confirmation Agreement

◉ Per NCIC Intro Manual 1.3
○ Agencies that enter records into NCIC but are not 

available 24 hours must have a Hit Confirmation 
agreement in place with a 24-hour agency. This 
agreement should Delineate the responsibility for 
handling Hit Confirmation and provide instructions 
for After-hour Hit Confirmation



Criminal History Logs Justification

Presenter
Presentation Notes
The questions on the next slide will be how each log on this CH Log is justified.



Criminal History Logs Justification

◉ When your agency runs Criminal History, you will receive a list of 
logs to justify

◉ The logs are justified by answering the following questions:
1. Why was the transaction run?
2. Was the correct purpose code used and if not, what should 

the code have been?
3. Was the requestor the person who received the information?
4. Is the auditing purpose a case number or specific phrase?
5. If an inquiry is highlighted in red indicating a Utah Right of 

Access inquiry, please provide the signed ROA Waiver Form.



Different Ways to Answer Justification Questions

Presenter
Presentation Notes
This is one example of how agencies can justify their logs. This was used with the Excel sheet and the questions were added on to the existing sheet.



Different Ways to Answer Justification Questions

Presenter
Presentation Notes
Here is another example of how you can answer the criminal history log justification. In this example, they just answered the justification questions in a word document and made sure to number the questions that they were answering. You see they also highlighted the number in red that was a ROA transaction.



Questionnaire Report



Agency Information & Documents

◉ Criminal Justice Agency Agreement and 
ORI Validation form are found out of 
compliance if:
○ They are not for the current year 
○ None on file

◉ Files accessed by agency determines 
what your agency is audited on
○ Ex: If one person in your agency 

has NCIC access, your agency will 
audited on it

◉ Agreements must be on file for all 
users and nonusers
○ Ex: If one person in your agency 

doesn’t have either agreement, 
your agency is out of compliance 



Dissemination

Presenter
Presentation Notes
The top screenshot is the dissemination portion that you will see on your questionnaire, the bottom screenshot is what you will see on the report when you receive your findings. Depending on what your agency answers to the first two questions, “Does this agency store CJIS data in an RMS?” and “If so, what types of employees have access to the RMS?” will determine if your agency is out of compliance with the question “Does this agency appropriately restrict access to CJIS data in an RMS?”



Dissemination

◉ Per Utah Criminal History Manual 1.0
○ For security and liability purposes, the UCJIS database maintains an 

automated dissemination log of all inquiries. This dissemination log 
includes the name of the person requesting the information, the user ID of 
the user, the purpose for the request, the time and date of the request, 
the reason for the request, and the name being queried



Auditing and Training

◉ Materials used in Training
○ New TAC Manual
○ Testing and Training 

Agreement

◉ Training and Testing
○ Check all boxes that apply

◉ UCJIS Usage
○ This portion is based off of 

your agency’s answers to the 
UCJIS usage survey

Presenter
Presentation Notes
Materials used in Training:
Per the New TAC Manual and Testing and Training agreement, TACs must train with the BCI Manuals and/or NCIC Manual or show their users where they are located.

Training and Testing:
“Which agency personnel are trained and tested?” For this portion, you will have to make sure you check all boxes that apply. Please note that administrators are considered a different group from regular Users and the same with interns, facility personnel, etc. Please be sure to check all boxes for each type of user/non user in your agency.

UCJIS Usage:
We had a lot of agencies believe this portion was a quiz. Like mentioned before, this portion of the survey is not a quiz and we will explain this further in the next slide.



UCJIS Usage Survey

◉ Your agency should only provide a 
purpose code if your agency runs files 
for that usage reason

◉ If you do not run CH for that reason, 
select “Don’t Run”

◉ When providing a purpose code, that 
indicates your agency runs CH for that 
reason

◉ Not a quiz

Presenter
Presentation Notes
For this portion, you should only provide a Purpose Code if your agency runs UCH/III for that particular reason. If your agency does not run a file for that reason, make sure your select “Don’t run”. The purpose codes are a drop down and this is listed in the drop down menu. Take a look at the example and see what issues you see with the purpose codes provided.

For Dog Catcher employment, purpose code J can only be used if the dog catcher is paid out of Criminal Justice funds or has another function that is criminal justice such as a records clerk or evidence technician. 
For City or County Employment (not with CJ agency) purpose code P is okay to be used if the agency is an ROA agency.



Personnel Security

◉ Per CJIS Policy 5.12.1
○ To verify identification, state 

of residency and national 
fingerprint-based record checks 
shall be conducted prior to 
granting access to CJI for all 
personnel who have unescorted 
access to unencrypted CJI or 
unescorted access to physically 
secure locations or controlled 
areas (during times of CJI 
processing)



Personnel Security

◉ Logons should never be shared per 
Security Awareness training

◉ Conducting an initial background 
check no longer required per CJIS 
Policy 5.12.1



Criminal History – UCH/III

Presenter
Presentation Notes
This portion is where we will use the criminal history logs that we sent your agency. Even if your agency used the wrong purpose code, audit purpose, etc. and your agency corrected it, it will still be marked out of compliance in this section. Your agency can then address it in the audit response.



NCIC Inquiry

Presenter
Presentation Notes
If your agency has access to inquiry, but you don’t inquire on releasing a subject from jail or a vehicle before impounding, then you would mark this section with “Unknown” and not “No”. Marking it with “No” will tell us that your agency does inquire on these, but doesn’t follow NCIC timely inquiry standards which are found on NCIC Intro Manual 3.2(2)(3)



NCIC ENTRY

◉ Missed Hit Confirmations
◉ Purged entries
◉ Quality control



NCIC ENTRY

Presenter
Presentation Notes
The NCIC portion of the audit will only need to be completed if your agency has access to NCIC entry or if at least one of your users have NCIC Entry access. Looking at the current screenshot, you see everything that is considered a compliance issue. Let’s look at the Purged Entries specifically. We will search through purged records from the beginning of the audit cycle to the month that your agency is being audited. For example the audit cycle was July 2017- June 2020 . If your agency was audited in May of 2019, then we will search through purged records from July 2017 to May 2019. We will provide the NIC number and the OCA so that your agency will be able to look up this record. Agencies will have to address this in their response letter and explain what their action plan is. 



NCIC ENTRY

Presenter
Presentation Notes
Under Missed Hit Confirmation Responses, we will do the same thing that we did with the NCIC Purged entries. We will check to see if your agency has had any missed hits from the beginning of the audit cycle until the month your agency is audited. With the same example we used before, if your agency is audited in May 2019, we will search through our missed hit records starting from July 2017 to May 2019. We will provide the NIC number and the OCA so that your agency can look it up with that information.

For both purged entries and missed hits, agencies will have to provide an action plan in their response letters. 



NCIC ENTRY

Presenter
Presentation Notes
For the validity of NCIC entries, this is where agency’s will provide their case files to BCI for the NIC numbers that were sent to them in the Audit Information Request. There will be up to 10 NIC numbers sent to your agency for quality control. In the next screenshot, that will give more information on why the NIC numbers provided above were found out of compliance. It will also tell you where the information was found.



NCIC Quality Control

◉ Up to 10 NCIC records chosen 
◉ Provide case files for each 

NIC number requested
○ Beginning with original 

report to the last time it 
was updated or validated

◉ Compare NCIC record with 
case file prior to submitting

Presenter
Presentation Notes
In the quality control sheet, we will list what was missing or incorrect and where we found the correct information. If it says “Done” then the entry is complete and accurate. Anything under the “Incorrect or Untimely Dates”, “Missing Searchable Information”, or “Incorrect NCIC Coding” they are compliance issues. Anything in the “Missing Non-searchable Information” and “MIS” field will not be a compliance issue, these will be reminders for your agency.



Utah Statewide Warrants

Presenter
Presentation Notes
If your agency has access to Statewide Warrants (QSW), this section will apply to you. However, some of these questions may not apply to your agency. If it does not apply to your agency, you will want to make sure that you select “Unknown” or “Not Applicable”. A big issue we saw with this last audit cycle was that agencies were answering “No” instead of “Not applicable” or “Unknown”. When answering no, that is indicating that your agency has access to the file, but doesn’t do what an agency who those questions apply to are required to do. 



Driver License/Motor Vehicle

Presenter
Presentation Notes
For the Drivers License portion, you will want to make sure that you answer the questions accordingly. We had a lot of agencies answer yes for the first question and when we clarified the question and their answer, we found that they were really accessing DL and MVD files for CJ purposes, they just didn’t realize they were CJ purposes. If you don’t know, reach out to your field services rep before submitting it—we don’t want to mark anyone out of compliance for something that they aren’t really out of compliance for. Photos and information should never be disseminated for any other reason besides criminal justice.



Court

Presenter
Presentation Notes
This portion will apply to courts. Warrants should not be entered into the system without personal identifiers: Name, DOB, HGT, WGT, EYE, Alias, HAI, Address, SSN, OLN/UT, DOW. When validating SWW, courts should be accessing all available files to ensure all information is on the listed warrant and to make sure the record is packed. For the validity of SWW, the next screen with quality control sheet will show the fields that are considered compliance issues if missing. We will also let your agency know where we found the information.



SWW Quality Control

◉ Up to six warrants are selected
◉ Provide the following:

○ Original document requesting the 
warrant

○ Court order (signed by the judge)
○ Any additional documents

◉ Information that is missing can 
be found in:
○ UCH
○ DL
○ MV
○ MIL

Presenter
Presentation Notes
We will quality control up to 6 warrants. The boxes that are checked means that we found that information in a file that is accessible to your agency, we will let you know where we found the missing information so that your agency can search it. If the “Complete” box is checked, then that means that warrant is correct and has all information required.



Reminders & Summary

◉ Reminders 
◉ Compliance summary will provide 

what the audit findings are



Audit Results and Response



Audit Results – Compliant Letter

Presenter
Presentation Notes
If your agency was found compliant in all areas, this is the letter your agency will receive. If you receive this letter, there is nothing else your agency needs to do. This letter closes out your audit.



Audit Results – Non-Compliance Letter

◉ Non-compliance Letter
○ States that a response 

letter be submitted by a 
certain date (3 weeks from 
that date letter was sent)

○ Response letter include:
■ Actions to take
■ Action plans
■ Expected date

Presenter
Presentation Notes
If your agency receives a non compliance letter, this doesn’t mean that your agency will stay in noncompliance status. Your agency will be given three weeks to address each compliance issue and provide and action plan or actions that have been taken to become compliant. In the next couple of slides, we will go over what BCI looks for in your agency’s response letter.



How to Respond to a Non-Compliant Letter

◉ Response letter needs to address the following:
○ What your agency was found out of compliance on
○ What your action plan is to become compliant
○ Include the date that you anticipate your action plan to be 

implemented and completed
◉ Response letter needs to be:

○ Formalized
○ Agency letterhead
○ Signed by agency administrator and/or TAC
○ Submitted to FS Representative by the given date



Response Letter Example

Presenter
Presentation Notes
This is an example of a response letter that is acceptable. You see it is on agency letterhead and has the administrators signature. The body of the email also addresses each compliance issue individually and provides the action that the agency will take or has already taken. You will also see that a date has been provided for each compliance issue.

If a response letter doesn’t look like the letter above or address what was listed in the prior slide, it will be returned for correction.



Audit Results – Successful Response Letter

Presenter
Presentation Notes
If your agency had to submit a response letter, once we receive the response letter and it is approved—your agency will receive this letter known as a “Successful Response Letter”. Once you receive this letter, your agency’s audit will be closed and you don’t need to do anything further.



Audit Retention

◉ Per CJIS Policy 5.4.6
○ The agency shall retain audit records for at least one (1) year. Once 

the minimum retention time period has passed, the agency shall 
continue to retain audit records until it is determined they are no 
longer needed for administrative, legal, audit, or other operational 
purposes. This includes, for example, retention and availability of 
audit records relative to Freedom of Information Act (FOIA) requests, 
subpoena, and law enforcement actions



Next Audit Cycle will begin 
July 2021-June 2024



Questions Asked During TAC Conference

◉ Would "new hire" only apply to users and non-users or everyone hire 
in the company, even if they will never be a user/non-user?
○ New hire will apply to any new hires that will be users, non access 

users, and users.
◉ If volunteers do not have access to RMS or the rooms where UCJIS is 

used, do they still needed to be trained and tested? 
○ No, they do not. If they will not be anywhere near CJIS information is 

stored or accessed, given CJIS information, or direct access to UCJIS; 
they do not need to be trained and tested. 



Questions Asked During TAC Conference

◉ Volunteers that are in the room where UCJIS is used do they need to 
be trained and tested?
○ If they are just going to be around the information, they will just 

need to be trained on Security Awareness. If they are going to be 
around it AND receiving it, they will need to be trained and tested on 
security awareness and on how to handle CJIS files.

◉ I'm with a prosecutor's office. We access NCIC Inquiry, but do not do 
entry. You mentioned we will be audited on NCIC if we inquire into it. 
How would we answer the NCIC entry questions on the audit?
○ If you access NCIC Inquiry, but no entry then you will just want to 

make sure you have the NCIC Entry box in the “Files Accessed” 
portion of the audit unchecked. Your FS rep will also cross reference 
against our system to double check what your agency has access to.



Questions Asked During TAC Conference

◉ You mentioned “Do you access DL photos for anything other than CJIS reasons". Our 
officers will run someone while in the field to check for NCIC and 29's. There are 
times that they request we trespass that person from our property for so many 
days. We will send an email to all of dispatchers and all of the officers when this 
person's name and DL photo (from UCJIS) showing who has been trespassed from 
our property. Does this mean we are using the DL photo for non CJIS purposes?
○ This is considered a criminal justice purpose, your agency is ok to continue this 

until told otherwise.



Questions Asked During TAC Conference

◉ Is it still necessary to have a sign in log for those entering an office area?
○ You will need a sign in log for any visitor that is accessing an area where 

CJIS information is shared, stored, or accessed. If these are everyday 
employees that are in the system as users or nonusers, you do not need a 
sign in log.



Questions?
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