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New Hire
• Name and DOB search

 Optional

 MIL transaction

• ADD Transaction
 What type of user are they?

 Login ID

Presenter
Presentation Notes
If you would like to do a name based background check on your new hire, you can but you no longer have to. Due to RapBack, the FBI completes a fingerprint based background check on all new hires when fingerprints are submitted to BCI. 
You will need to determine what the user type will be and ADD them to the agency via the ADD transaction



Step One- ADD Transaction

Presenter
Presentation Notes
The ADD transaction is step one. You will do this before submitting fingerprints or the User Set Up form. 



Before Granting Access

• Submit:
• Fingerprints

• User Setup Form

• User Security Agreement
• Fingerprint background check      

COMPLETED

Presenter
Presentation Notes
Previously, you had 30 days to submit a Security Agreement upon hire. Now, it is required to have a Security Agreement signed and on file before granting access. 
You cannot assign a temporary password or unescorted access until the background check has been completed. 
You can check the status of the fingerprint background check by running your REPT (which we will talk about a little later on.) 



User Setup Form

• Filled out by TAC
• Submitted to UCJIS Help Desk
• Links fingerprints to user
• Requests access for user



User Setup Form

Presenter
Presentation Notes
You can find the user setup form under the “forms” tab on the TAC Website.
Please note that the fingerprint submission and login activation forms have been combined into one (It is now the user setup form.) 
As you can see there are two different User Set Up forms: physical card, and Livescan. 



Ten-print Card
Submitted to UCJIS 
Help Desk through 
mail or hand delivered



Livescan

Prints submitted 
through Livescan



True or False
When submitting new prints, you do 
NOT have to submit the fingerprints 
with a User Setup form. 

False

Presenter
Presentation Notes
You always need to submit a User Set Up Form when submitting fingerprints, even if the person is already “set up.” This form will let CIC know where the prints go, and who they belong to. 



REPT



REPT



True of False:

The TAC is responsible for running the 
REPT often to ensure accuracy and 
completeness. 

True



How do I know if my 
user has been approved?



Background Status



True or False

CERT is the transaction to 
update the date that the 
individual was trained and 
tested. 

True



Training and Testing
•Train and test within

6 months
•User Testing Agreement



Training and Testing
What do you do if you forgot to 
update the CERT date and it 
has been longer than 30 days? 

Email your Field Service representative 

Presenter
Presentation Notes
If you ever find yourself asking “Why has this users training expired, they were just trained and tested not that long ago and it is supposed to be good for two years?” 
Check the CERT date



Training must include:

•Security awareness
CJIS Security Policy

•Misuse, privacy and security of UCJIS
UCA 53-10-108
R722-900

•BCI Operating Manual and NCIC Manuals
•File specific 



True or False:
Janitors, facility personnel, 
vending machine fillers, etc. 
must be TRAINED by the TAC.

Presenter
Presentation Notes
If you ever find yourself asking “Why has this users training expired, they were just trained and tested not that long ago and it is supposed to be good for two years?” 
Check the CERT date



Testing
•Users only
•Determined by   
TAC 
Paper test
Verbal test
Proficiency test 

Training and testing must happen every 2 years

* If BCI already has a Security Agreement for your user, don’t 
send another with the Training and Testing Agreement.

Presenter
Presentation Notes
Training and testing but be done within 6 months of hire, and every two years thereafter. A new Training and Testing Agreement must be sent to the BCI every two years. 
The Security Agreement is just a one time document. As long as we have one on file, it is has no expiration date. 



TAC Test
Due every year by October 31st

Presenter
Presentation Notes
Just as TACs are responsible for testing and training their agencies, BCI is responsible for testing and training TACS. 
The annually required TAC Conference is how we (BCI) train TACs, and the TAC Test is how we administer our testing. 



Modifying user information -
MUSR



Changing a user type

Presenter
Presentation Notes
The first page is the TAC’s email address and information.
The second page is the User’s information. 

Ex: User to Non-Access User



True or False

By completing the RU transaction, or 
“Remove User” transaction, this will 
completely delete someone from your 
agency.

False

Presenter
Presentation Notes
To completely delete someone from your agency, it is a TWO step process, and the RU transaction is only the first step.




Temporarily “removing” someone 
from your agency

• Military leave
• Maternity leave
• Extended leave



Deleting a user from your agency



LOGS

*Recommended to run the LOGS transaction at least once a week, 
even if you are the only user.

• Runs LOGS for user for the last 21 
days

• LOGS transaction

Presenter
Presentation Notes
Why? It is not that we do not trust you – after all, you are a TAC. It is to ensure no one has gotten ahold of your login information and is running transactions under your account.
Example or scenario? 

Also, if you need to run logs past 21 days, you can request an offline search from Gina McNeil. 



LOGS
What if you need to run logs that are past 21 days?

Gina McNeil
gmcneil@utah.gov

Presenter
Presentation Notes
Offline Search to Gina McNeil



What do you look for when running 
the LOGS transaction? 

• Purpose codes
• File types
• Unusual dates & times
• Famous names
• Family names
• Etc.



RSPW – Reset Password



BCI Audit

BCI is required to audit each agency at a 
minimum of once every three years

Presenter
Presentation Notes
The TAC is responsible for completing the BCI compliance audit.
The FBI audits BCI, and BCI audits all criminal justice agencies. 



Policies & Procedures
• Misuse
• Privacy and Security
• Validations
• Warrants
• $.P. and $.F.
• BMSG

Presenter
Presentation Notes
Need revision date



Transactions
• ADD – Add someone in UCJIS
• MUSR – Modify personal info 
• RU – Remove someone 
• RSPW – Reset password
• CERT – Update training dates
• REPT – Agency report
• LOGS – Transaction logs of agency
• ACNT – Agency transaction counts
• TCNT – User transaction counts

Presenter
Presentation Notes
Talk about what shows up and what doesn’t show up on ACNT and TCNT



Agency Default
• Know your agency default:
o Know what access your users 

have
o Auditing will vary based on your 

access
 1F, MF, MLIM, LLIM

Presenter
Presentation Notes
TAC’s need to know their agency default. Give an example



How do I get permissions 
added to an existing user?

UCJIS Help 
Desk: 

dpscic@utah.gov



Questions?
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